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INTRODUCTION
Objectives, Organization and Outcome of the Seminar

The main objective of the research seminar Ethical, Psychological, Societal and Legal Problems of Application of Information and Communication Technologies in Education was to identify basic applications of information and communication technologies (ICTs) in education, which would account for ethical, psychological, societal and legal aspects of the relevant processes. It was scheduled that in the course of the seminar the directive principles for IITE analytical survey Ethical, Psychological, Societal and Legal Problems of Application of Information and Communication Technologies in Education in project would be defined.

IITE circulated First Announcement (see Annex 1) on the research seminar among the reputed scholars and professors who work in the fields of computer ethics, law, psychology and sociology of education. Altogether 23 experts participated in the seminar (see Annex 3. List of Participants). The participants of the seminar from five countries (Germany, Poland, Russian Federation, United Kingdom, United States of America) represented the universities (Germany – University of Konstanz; Poland – University of Silezia; Russian Federation – Moscow State University, Russian State University for the Humanities, Russian Law Academy, Institute of International Law and Economics named after A.S. Griboedov; United Kingdom – University of Kent at Canterbury; USA – Georgia Institute of Technology), research institutes (Russian Federation – Institute of Philosophy, Russian Academy of Sciences, Centre for Sociology of Education, Russian Academy of Education), medical and psychological centres (Russian Federation – Medical Centre in Samara, Centre of Medicine and Pharmacy “EDAS”, Scientific Industrial Union “SKYLAB”). 

Final Document on the issues under discussion was adopted at the last session of the seminar. The participants expressed the gratitude to IITE for the seminar organization.

Preparation of the Research Seminar

IITE prepared the needed documents and materials. The participants were identified and the tentative agenda, seminar schedule (see Annex 2), preliminary list of the participants (see Annex 3) and the information materials (see Annex 6) were submitted to them.

Programme of the Research Seminar

In compliance with the adopted agenda and schedule, the research seminar included several sessions, which were the opening, closing, plenary and three main meetings. Each of the main meetings was devoted to the certain set of issues related to the theme of the seminar – Ethical Issues of Application of ICTs in Education, Legal and Societal Issues of Application of ICTs in Education, Psychological and Medical Issues of Application of ICTs in Education. At the plenary meeting the participants stated their views on the perspectives of the future work.

EXECUTIVE SUMMARY

The research seminar was opened on 13 July 2001 in the conference hall of the UNESCO Institute for Information Technologies in Education. Prof. Vladimir Kinelev, Director of IITE, welcomed the participants and thanked them for finding the possibility to come to the seminar. Prof. Kinelev noted that the seminar theme is critical for UNESCO IITE in particular and for UNESCO as a whole. ICTs present vast opportunities to gain access to knowledge and technologies, to bridge the gap between the developed and developing countries. They transform the learning process proper as well as the usage of education in practice. [image: image1.jpg]
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However, it does not mean, as the IITE Director stressed, that ICTs raise the education quality automatically. To use the positive possibilities, which ICTs discover to the full, the deep research is required in such areas as computer didactics, ethics and psychology, societal and legal problems of ICTs applications in education. The Institute has initiated several projects aimed at upgrading the education quality via ICTs. In the series of initiatives of such nature is the project on the ethical, psychological, societal and legal problems of ICTs usage in education. Prof. Kinelev mentioned that research and development of the aforementioned issues would be vital for the Institute activities. He presented the IITE objectives and the main directions of its programme activities to the seminar participants.

According to items 3 and 4 of the agenda, Prof. Deborah Johnson, Director of the Philosophy, Science and Technique Programme at the School of Public Policy of Georgia Institute of Technology, was elected Chairperson, and Dr Irina Alekseeva, leading scientist of Institute of Philosophy of the Russian Academy of Sciences – Rapporteur.

At the morning session on 13 July 2001 the ethical issues of ICT applications in education were discussed in accordance with the seminar schedule.
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Dr Alekseeva briefly reported on the ethical issue of the information materials prepared for the seminar by a group of specialists from Moscow institutes at the IITE request. In the presentation she drew the attention to the fact that ICTs, while expanding the access to the educational resources, create new ethical tensions, as the state-adopted copyright laws contradict the values of academic culture and morale-law conscience of students and instructors. The latter is especially distinct in the countries, which have recently changed the attitudes to the property.
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Prof. Reiner Küchlen, Head of the Department of Computer and Information Science, University of Konstanz (Germany), stressed that ethics cannot be reduced to the observation of norms only; the purpose of ethics is to doubt the basis of rules and regulations, thus raising the copyright specifics in the field of education. With the ICT expansion the classical paradigm of an individual learning (which assumes reading of books, attending lectures and passing the exams) is being replaced by the communicative approach. What is crucial here, that ICTs allow many people from all over the world to be involved in communication. Prof. Küchlen shared his experience of electronic conferences on information ethics, which testifies for the unlimited ICT capabilities to the public benefit.

Dr Duncan Langford, Computing Laboratory, University of Kent at Canterbury (United Kingdom), focused on the ICT-connected problem of the propriety of materials which are used in education. As he noted, the training materials face special requirements, thus it is vital to set the standards of reliability, which are to be met by the information placed on the educational sites. Under the wide ICT spreading, one of the imperatives of the instructor’s ethics is to teach a student how to determine if the information is reliable or not.
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Prof. Johnson underlined that one of the serious problems of ICT application is their impact on human thinking: when we transfer our activity into the informative – technological sphere, it starts shaping us. In that respect we can apply a ‘hammer’ metaphor, which perceives all the objects as nails. Prof. Johnson mentioned that currently much attention is paid to the problem of ICT access alignment, and an impression emerges that it is the major problem to direct the available resources to. But not to let education play the role of ‘a nail’ for ‘a hammer’ of the information technologies, the access mechanisms should correspond to the education objectives. Prof. Johnson suggested that critical thinking should become the important factor under these conditions. At the same time one should remember that one of the instructor’s goals is to promote students’ socialization, to bring them up as citizens.

Dr Evgueni Khvilon, Senior Programme Specialist, Higher Education Division of UNESCO Secretariat, expressed the wish that in the speeches the seminar participants should give concrete recommendations on the themes under discussion to be incorporated into certain training courses and on future UNESCO efforts to implement them.

Prof. Kinelev stressed that he sees the seminar’s objective in the research of fundamental issues related to the information technology increment and new culture shaping; and the Institute goal – to attract to the discussion of these problems as many specialists from UNESCO Member States as possible.

Dr Aleksey Sidorov, head of the chair of Moscow State Aviation Institute (Russian Federation), participating in the seminar as an observer noted that to discuss ethical aspects of ICT application in education it is vital to apprehend if ICT development leads to a new shaping of civilization or the new technology fits the old industrial liberal paradigm.

The evening session on 13 July 2001 dealt with the legal and social aspects of ICT application in education. Prof. Mikhail Fedotov, the head of UNESCO Copyright chair, Institute of International Law and Economics named after A.S. Griboedov (Russian Federation), drew the attention to the fact that the telecommunicative nets have become the space of legislative violations and crimes, however legal regulations lag behind technology developments. The Internet does not observe state borders, and state sovereignty does not observe cyberspace. As Prof. Fedotov mentioned, many problems emerging in this field, copyright including, are in some way connected with education.

Prof. Vladimir Pavlov, Russian Law Academy, pointed out and gave reasons for the statement that to comprehend the legal aspects of ICT applications in education one needs to account for the right of a human being to develop, including the right to study. The implementation of this right, which, above all, assumes reasonable prices on IT products used in education, should become the concern of a state.

Dr Bożhena Pietržhko, senior lecturer from University of Silezia, Institute for Policy Sciences and Journalism (Poland), dwelt on the ICT development in the social environment of modern educational institutions. From these viewpoints considering the practice of ICT applications in Poland, she drew attention to such factors as loss of the monopoly in knowledge transfer by the traditional institutions (and the transition of this role to those which work for corporations and international organizations), new attitude towards knowledge as to a consumer good which now spreads because of the need to pay for education as well as students’ attitude to ICTs not as to a means to get the knowledge but as to a knowledge substitute.

Prof. Vladimir Sobkin, Director of Sociology Centre of the Russian Academy of Education (Russian Federation), spoke about the results of the sociological research accomplished by his colleagues, which data give the base to estimate the forms and intensity of computer usage by students and teachers. Prof. Sobkin mentioned that with ICT development a fundamental issue emerges as to the place of a teacher in the system of education and his role of a cultural mediator.

This presentation was followed by a general discussion in which Dr Khvilon, Prof. Kinelev, Prof. Küchlin, Prof. Johnson, Prof. Voronkov took part.

At the morning session of the research seminar on 14 July 2001, the psychological and medical issues of ICT application in education were considered.

Dr Nicholas Dmitriev, head of laboratory, Institute of Medical Technology (Russian Federation), spoke about some hygienic aspects of computer – human being interaction, namely magnetic radiation impacts on a human body and protective means.

Dr Theodor Chernikov, Director of Centre of Medicine and Pharmacy “EDAS” (Russian Federation), said that the discussion of hygienic aspects of computer work should include the specifics of the information impact proper. Dr Chernikov stressed that a properly arranged information effect might be beneficial.

Dr Galina Ogutina, senior scientist from Scientific Industrial Union “SKYLAB” (Russian Federation), presented her technique of computer work organization, which accounts for biological cycles of a human body.

Dr Rostislav Prokopishin, scientist from Institute of Psychology, Russian Academy of Sciences, introduced his results of psychological studies of activity in the Internet. 
Prof. Yuri Voronkov, the head of a chair in Russian State University for the Humanities, told the audience about the pedagogical experiment on ICT application in the course of science and technology history, which is currently under way at the University. The experiment has been worked on for two years already and comprises a complex medical and psychological examination of the students; during the experiment the course proper is being corrected not only according to the logic of science but also according to the psychology of perception.

At the plenary session Humanitarian Aspects of ICT Application in Education, the participants expressed their views on the problems discussed during the seminar as well as on probable prospects of their study under the aegis of UNESCO, including the capacities of a working group, which can be organized for this purpose.

At the closing meeting a draft of the final document (recommendations) of the research seminar was presented. The participants discussed and approved it with several amendments to be accounted (See Annex 4). 

Prof. Kinelev thanked those who participated in the seminar and expressed the hope for their future fruitful cooperation with IITE.

On the behalf of the participants Prof. Johnson conveyed gratitude to IITE and the Director for the arrangement of the seminar.
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FIRST ANNOUNCEMENT

Dear colleagues,

We are very pleased to inform you about the research seminar Ethical, Psychological, Societal and Legal Problems of Application of Information and Communication Technologies (ICTs) in Education which will be organized by the UNESCO Institute for Information Technologies in Education (IITE) in Moscow on 13 and 14 July, 2001.

The aims of the research seminar are:

· to analyze state-of-the-art and evolution of ethical, psychological, societal and legal problems of the application of ICTs in education;
· to state ethical, psychological, societal and legal issues of ICT usage for various groups of students and educators; 

· to develop framework of ICT application in education reflecting ethical, psychological, societal, pedagogical and legal aspects.
The main goals of the research seminar are:

· to formulate requirements concerning elaboration of analytical survey Ethical, Psychological, Societal and Legal Problems of Application of Information and Communication Technologies in Education (composition of the international team, structure, content);
· to outline the main features of the future project Ethical, Psychological, Societal and Legal Problems of Application of Information and Communication Technologies in Education.

The outcomes of the meeting should be: 

· to form a committee to frame a common approach in the field and to take responsibilities; 

· to set up an international team to develop a training module. 
Yours sincerely,

Vladimir Kinelev

Director of IITE
ANNEX 2
IITE/MOS/RS1/01/DOC.1

AGENDA

1.
Opening of the research seminar

2.
Adoption of the agenda

3.
Election of the Chairperson of the research seminar

4.
Election of the General Rapporteur of the research seminar

5.
Issues to be discussed:

· Humanities Issues of Application of ICTs in Education 

· Ethical Issues of Application of ICTs in Education 
· Societal Issues of Application of ICTs in Education 
· Psychological Issues of Application of ICTs in Education 
· Legal Issues of Application of ICTs in Education

6.
Adoption of the final document of the research seminar

7.
Other matters

8.
Closure of the research seminar
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TIMETABLE 

July 12, Thursday

	
	Arrival of the participants


July 13, Friday

	09.30 - 10.00
	Registration of the participants



	10.00 - 10.30
	Opening of the research seminar

Welcome addresses 

Introduction of the participants

Adoption of the agenda

Election of the Chairperson

Election of the Rapporteur



	10.30 – 11.30
	Ethical Issues of Application of ICTs in Education

Prof. Deborah Johnson (USA), Prof. Rainer Küchlen (Germany), 
Dr Duncan Langford (United Kingdom), Prof. Irina Alexeeva (Russian Federation)

	11.30 - 12.00
	Coffee-break

	12.00 – 13.00
	Continuation of discussion

	13.00 - 14.30
	Lunch time

	14.30 - 15.00
	Medical Issues of Application of ICTs in Education
Dr Nicholas Dmitriev (Russian Federation), Dr Galina Ogutina (Russian Federation), Dr Theodor Chernikov (Russian Federation),

Mrs Nadezhda Putilova (Russian Federation)

	15.00 – 15.30
	Coffee-break


	15.30 - 17.00
	Societal Issues of Application of ICTs in Education 

Prof. Vladimir Sobkin (Russian Federation), Dr Bożena Pietržko (Poland)

General discussion



July 14, Saturday

	10.00 - 11.30
	 Psychological Issues of Application of ICTs in Education

Prof. Yuri Voronkov (Russian Federation), Dr Elena Belinskaya (Russian Federation) 
General discussion



	11.30 - 12.00
	Coffee-break



	12.00 - 13.00
	General discussion



	13.00 - 14.30
	Lunch time



	14.30 - 16.00
	 Legal Issues of Application of ICTs in Education 

Prof. Mikhail Fedotov (Russian Federation)

Plenary Session Humanities Issues of Application of ICTs in Education
All participants of the research seminar

	16.00 - 16.30
	Discussion and approval of the Recommendations of the research seminar

Closure of the research seminar




ANNEX 4

IITE/MOS/RS1/01/INF.3

LIST OF PARTICIPANTS

	Prof. Irina ALEXEEVA 

Institute of Philosophy

Russian Academy of Sciences 

Russian Federation

Tel.: 7 095 203 9590

E-mail: Ialexeev@iphras.irex.ru

	Prof. Mikhail FEDOTOV 

Head of UNESCO Chair

Institute of International Law and Economics

named after A.S. Griboedov (IILE)

Russian Federation

2/1, Spartakovskaya Str. 

Moscow, 107066 

E-mail: Fedotov@iile.ru


	Dr Elena BELINSKAYA 

Senior researcher

Moscow State University 

Psychological department

Russian Federation

Tel.: 7 095 203 3258

E-mail: abill@4unet.ru 


	Prof. Dr Rainer KÜHLEN 

Head of the Department of Computer and Information Science
University of Konstanz 

Germany

Tel.: 49 7531 882879
Fax: 49 7531 882048
E-mail: rainer.kuhlen@rz.hu-berlin.de
Web:www.inf-wiss.uni-konstanz.de/People/rk.html


	Dr Theodor CHERNIKOV 

Director 

Center of medicine and pharmacy “EDAS”

Russian Federation

Tel.: 7 095 952 6650


	Dr Bożena PIETRŽKO 

Senior Lecturer

University of Silezia

Institute for Policy Sciences and Journalism 

Poland

11, Bankova St.,
40-007 Katovice

Fax: (48 32) 258 04 15

E-mail: andzio@poczta.fm


	Prof. Deborah G. JOHNSON 
Director, MSPP Program
Director, Program in Philosophy, Science and Technology
School of Public Policy
Georgia Institute of Technology
USA

Atlanta, Georgia 30332-0345
Office: 404 894 6840
Fax: 404 385 0504
E-mail: deborah.johnson@pubpolicy.gatech.edu
	Dr Rostislav PROKOPISHIN 

Institute of Psychology

Russian Academy of Sciences

Russian Federation

E-mail: rost@psychol.ras.ru 



	Dr Duncan LANGFORD 

 Computing Laboratory, 

University of Kent at Canterbury 

United Kingdom

E-mail: D.Langford@ukc.ac.uk
	Prof. Vladimir SOBKIN 

Director

Russian Academy of Education

Centre for Sociology of Education 

Russian Federation 
8, Pogodinskaya Str. 

Moscow, 119905

Tel./Fax :7 095 2485184

E-mail: Sobkin@mail.ru

	Dr Galina OGUTINA

Senior researcher

Scientific Industrial Union “SKYLAB”

Russian Federation

Tel.: 7 095 188 3679


	Prof. Yuri VORONKOV 

Head of Department

Russian State University for the Humanities

Russian Federation 
Tel.: 7 095 250 6287



	Prof. Vladimir PAVLOV

Russian Law Academy

Ministry of Justice of the Russian Federation

Russian Federation

Tel.:  7 095 113 6688
	


Observers

	Ms Marina ADRIANOVA

Russian State University for the Humanities

Russian Federation 

Tel.: 7 095 250 6975

E-mail: mary@rsuh.ru

	Ms Julia EVSTIGNEEVA 

Researcher 

Russian Academy of Education

Centre for Sociology of Education

Russian Federation 
8, Pogodinskaya Str.

Moscow, 119905

Tel./Fax : 7 095 248 5184



	Dr Natalie BOBRITSHEVA-POUSHKINA

Moscow Medical University

Russian Federation

Tel.: 7 095 248 5537


	Mrs Nadezhda PUTILOVA 

Director of out-patients' clinic 

Russian Federation
9a, Molodezhnaya Str. 

Samara 

Tel.: 7 8462 159472



	Dr Nicholas DMITRIEV 

Head of laboratory

Institute of Medical Technology
Russian Federation

Tel.: 7 095 283 9723
	


	UNESCO 

Higher Education Division

Dr Evgueni KHVILON

Senior Programme Specialist 

7, Place de Fontenoy

F 75352 Paris 07 SP

E-mail: E.Khvilon@unesco.org

	

	
	

	IITE 


	

	Prof. Vladimir KINELEV

Director


	Mr Lev GORDON

Programme Specialist



	Prof. Valery MESKOV 

Consultant


	Mrs Irina OBUKHOVA

Programme Specialist

	
	


ANNEX 5

IITE/MOS/RS1/01/DOC.3
RECOMMENDATIONS

On 13 and 14 July 2001 the UNESCO Institute for Information Technologies in Education (IITE) held the research seminar Ethical, Psychological, Societal and Legal Problems of Application of Information and Communication Technologies in Education in Moscow (Russian Federation).

 23 participants from Germany, Poland, Russian Federation, United Kingdom, USA and UNESCO:
· discussed the above-mentioned aspects of ICT application in education, adverting to the Information Materials prepared by IITE;

· endorsed the UNESCO’s position as a forum for ethical reflection on science and technology;

· gave their support to the UNESCO’ initiatives regarding consideration of ethical, legal and sociocultural challenges of the information society (30 C/5, p. 04125) as a high priority for the sustainable development of the international community; 
· suggested to extend these reflection and investigations as applied to education taking into account the importance and specificity of education in social life, on the one hand, and a lack of relevant applied researches and scientific information, which could be helpful for teachers, learners and decision-makers in educational sphere, on the other hand;

· underlined the need for thorough examination of ethical, psychological, societal, legal and medical questions raised by the rapid development of ICTs and their growing influence both on the educational process and its environment.
 In order to foster investigations on these issues, which could serve as a basis for (a) promoting duly informing and dialogue on challenges and impact of ICTs on education, (b) augmenting awareness of pertinent problems, (c) assisting educational personnel in adequately meeting modern requirements, the participants suggested the Institute’s undertakings should be supported in this field, including those aimed at elaboration of an analytical survey on the basis of submitted Information Materials. An international working team for preparation of the survey is recommended to be set up by IITE. 
While elaborating the survey, the team members should keep in mind a possible further usage of the survey for its dissemination among UNESCO Member States, preparation of a Position Paper based on the analysis carried out, compiling a set of materials for an information and guiding module designed for policy- and decision-makers and a training module for educational personnel, both on ethical, psychological, societal and legal aspects of ICT application in education, to consider in the IITE clearing-house activity planning as a design and development effort within the framework of the IITE information system, a special sub-system supporting the features of obtaining and disseminating data on the existing experience and best practices on the issues under discussion.
ANNEX 6

INFORMATION MATERIALS 
ON ETHICAL, PSYCHOLOGICAL AND LEGAL ASPECTS 
OF ICT APPLICATION IN EDUCATION 
PREPARED FOR THE SEMINAR BY IITE
Introduction

UNESCO devotes significant attention to the use of new information and communication technologies (ICTs) and with good reason associates it with the potential of expanding new cultural, social, cognitive and professional horizons of education at national, regional and global levels. The use of ICTs will be the most important factor ensuring stable global development. 

While recognizing the achievements of and prospects for using ICTs in education, the world community cannot ignore various pitfalls it entails. On the social plane, the trend of developing open and distance educational institutions may considerably limit the opportunities of obtaining education, instead of ensuring equal access to it, due to the undeveloped infrastructure of some regions, the commercial character of educational services and the gap in extent of usage of the English and other languages. With respect to educational methods, there is already an acute need for creating different principles for structuring and selection of educational material available on the Internet. The increase of on-line courses to 2,500,000 expected by 2003 will make it difficult for an individual user to search and locate high-quality academic material. This large degree of ‘virtual education’ may weaken the communicative structure of education and also disorient students. Hundreds of thousands of students engaged in virtual forms of education may serve to undermine the academic process, erode academic culture, and lessen the quality of education. The nature and scale of these existing and potential pitfalls and possible ways to overcome them require concerted effort at every organizational level ranging from individual universities and their consortia to the worldwide community. A qualitatively new type of international cooperation is required – not only to define and analyze the situation but also to take action by developing specific projects that radically reform education to ensure sustainable development for humankind.

Despite the variety of surveyed sources, all of them are remarkably similar to each other in their objectives regarding the introduction and employment of modern educational technologies. Here are some of these objectives:

- to intensify the educational process (to shorten the time spent on education);

- to increase the efficiency of education, i.e. the criteria of evaluating results;

- to facilitate access to quality education;

- to provide additional skills unavailable through traditional methods.

When examining the application of ICTs in education, it is useful to consider two interrelated issues. First, for the time being the use of ICTs in education is secondary to the traditional methods and is initiated by educational institutions themselves without active involvement of relevant large commercial organizations. It is noteworthy that expenditures for ICTs are exorbitant for educational institutions. Second, in spite of the nearly 20-year experience of using ICTs in education and the progress achieved, the development rate of ICTs as a whole and the enormous need for ICTs in education, we are still in the early stages of ICT implementation. The strategic aspects of ICT use in education will become manifest as soon as ICT use is an integral part of education. It is plausible to envisage the development of fundamental educational trends such as a new understanding of the nature of knowledge, incorporating social and psychological factors, as well as new methods of obtaining knowledge; realization of cultural and historical limitations of dividing knowledge into educational and scientific, natural and scientific, technical, and social and humanitarian categories; the search for new ways of structuring knowledge; an unavoidable expansion of databases, and in due course the merging of databases into a single worldwide system (a kind of integrated global intellect) or a place for universal communication; and a new level of awareness of educational ideas and values.

It is certain that vigorously developing ICTs will change the character of education substantially. Moreover, ICTs are expected to form the basis of a new worldwide educational environment in which national universities will implement their education strategies with the support of ICTs. Such an international environment will have its own philosophical foundation, modern multimedia forms of presenting knowledge, and Internet technologies. This environment would not be reducible to the aggregate of individual databases. With time the environment will provide information support for a practically unlimited number of disciplines, general and specialized courses. It will serve as a necessary means (tool) of the educational process and will gradually develop into both the form and content of research and educational activity.

Ethical Issues of Application of ICTs

Both special literature on computer ethics and more general literature addressing information society development, values and other cultural issues focus on ethical aspects arising from application of computer technologies in education. 

As a scientific trend computer ethics has been developing, mostly in the USA, since the mid-1980s. It focuses on questions of responsibility for defects in the work of software, on preventing access to private information stored in computer databases, centralization and decentralization of power in computerized environments, as well as copyright, intellectual property, and commercial confidentiality issues. Despite a great variety of ethical and axiological concepts employed in this field, it is the categories of responsibility and right that form the basis of computer ethics. The ethical right and responsibility vis-à-vis computer technology are intricately related – it is not uncommon in other areas of so-called applied ethics – with legal responsibility and legal rights. Legal acts tend to be assessed on their ethical merits, while amendments to existing laws or legal acts or introduction of new ones increasingly require ethical grounding. Such is the broader context for considering specific cases of computer technologies application in education. 

D. Johnson in Computer Ethics (1985) – a widely acclaimed book – emphasizes the need for a thoughtful approach to the introduction of computer technology in education. She cites inequality in access to information as an undesirable potential consequence that could further widen the gap between the ‘haves’ and ‘have-nots’ both within industrialized societies and between industrialized and developing countries. Moreover, Johnson focuses on computer technologies’ potential to promote and even impose on the unsuspecting user a variety of different cultural and moral values. Hence, the need to encourage a reflective and critical attitude towards information transmitted through computer systems. Contributions to Possessing Scientific and Technical Information (Weil and Snapper (eds.), 1989) consider the issues of intellectual ownership of software within the context of contradictions between commercial norms and academic ethics promoting dissemination, with minimum restrictions, of scientific and educational information. When discussing ethical aspects of computer technologies’ application, Weil and Snapper examine the existing legislation and try to elucidate rather intricate relations between ethical and legal rights and various related forms of responsibility.

While some researchers consider legal compliance as a minimum ethical requirement, others question the ethical validity of certain laws that are in practice often violated by computer users. The latter situation is illustrated in H. Nissenbaum’s article Should I Copy My Neighbor’s Software. Nissenbaum argues that copying of software for non-commercial purposes can be ethically acceptable even though it could contradict the law. She also expands the traditional interpretation of the ethical base of intellectual ownership and copyright by including in it both the manufacturer's and private user's rights. Nissenbaum proceeds from the conviction that the seller should not constrain the customer's individual choice by imposing on him or her a single model.

The nineties expanded the scope of research in computer ethics to include a new cluster of issues related to the increase in non-professional computer use and development of computer nets. The editors of Computers, Ethics and Social Values (1995) introduce the section The Net World by asking:

As we probe the implications of a world closely connected electronically and increasingly dependent on these electronic connections, it is important that we not sit passively by, watching and predicting what it will all mean, rather than actively engaging in shaping it. We should be asking what form we want these electronic connections to take. Who should have control? What values should the system embody or promote? Who should have access? What social or personal interests should these connections serve? 
Information on the ‘net etiquette’ can be found today in the Internet User Guide. The expression ‘net etiquette’ has entered common parlance, and a special web site has appeared on the Internet (http://webethics.com). Internet-related ethical issues, including its use in education, are discussed in a number of specialized publications such as Science and Engineering Ethics, UK; Journal of Information Ethics, USA; Ethics and Information Technology, The Netherlands; The Australian Journal of Applied and Professional Ethics. These journals publish papers on such issues as formatting of Internet data sources to meet the specific requirements for academic and educational sources, as well as building Internet-based electronic libraries. 

People of different occupations, age groups and educational backgrounds who live in different countries and representing a variety of cultures use resources available through the global computer net. This, however, complicates the problem of developing universal standards of behavior and a system of ethical norms, which could be widely recognized in the ‘world web’. Meanwhile many believe that such a system is really needed today. For example, M. Woodbury in “Defining Web Ethics” (Science and Engineering Ethics, 1998, No. 2) maintains that some sort of ‘traffic regulation’ rules is required, which should be clear and easy to follow for both amateurs and professionals working in the Internet. Woodbury argues that present-day net technologies make it possible for people without special training and universally shared ethical standards to become, for example, Internet ‘publishers’. Since Internet browsers are a relatively new phenomenon, there is no effective way to control the quality of such publications or to adopt particular standards. However, earlier mistakes bring awareness of the need for such ethical guidelines. Woodbury believes that the ‘net ethics’ should contribute to promoting ethical standards and increase the probability of ethically acceptable behavior of software developers and Internet users. Thus she stresses that the question of quality of information sources is acquiring greater importance. The quality of information sources used in education should be of particular concern. Their reliability must be ensured. Woodbury defines one of the tasks facing today school teachers, university lecturers and librarians as being able to help students navigate in the sea of electronically available information.

Serving originally as the means of data storage and systematization, the computer is increasingly becoming a universal intermediary for gaining and assimilating knowledge. Research shows that computer engineering gives rise to a variety of complex systems (related to a wide range of asynchronous text-based – including video conferencing – systems), which includes the elements of encouraging the student, while at the same time stimulating his effort. Methods of the kind patently lift space, time, racial, sex, age and other restrictions standing in the students' and other people's paths of acquiring knowledge.

In other words, the technology combines chat with other students and the teacher, writing, electronic publications and so on. Computer-based methods of education, possessing all the above characteristics and geared towards feedback, form the “Zone of immediate development” for diverse educational systems. These can be classed based on a variety of criteria: distance, multimedia, real time, or off-line; meant for professional or supplementary, higher, primary, and secondary education, and so on.

Combining the social orientation of the traditional forms of education (primarily with reference to university-level education where new methods have become widespread) with the flexibility and instant response of individual training, the described educational technologies evolve into a new field of pedagogical practice.

Some American authors suggest that the principles laid down in the codes of professional organizations uniting ‘computer professionals’ (the US term) should serve as the basis for ‘global net ethics’ (very often the ethics of using any computer technology in any sphere, including education). This, first of all, concerns the ethics codes of the Association for Computing Machinery (ACM) and the Institute of Electrical and Electronics Engineers (IEEE). These organizations have developed the Software Engineering Code of Ethics and Professional Practice, which is published on the Internet (http://www.computer.org/tab/seprof/code.html).

The idea of spreading the rules of these professional codes to a wider circle of software designers and users of computer technologies is supported by D. Gotterbarn in Computer Professionals and Your Responsibilities: Virtual Information and the Software Engineering Code of Ethics. In Gotterbarn’s opinion the professional ethics codes can aspire to a universal – embracing the field of virtual information – status. These codes require from the associated members to carefully consider the rights and well-being of those who are affected by the results of their work, are able to evaluate their actions or decisions from the point of view of the larger public (assuming that the public is reasonably well-informed), to analyze the consequences of their work-related decisions as experienced by the least protected individuals and groups, and to measure their work against the highest standards of software engineering.

The general principles of professional codes are, as a rule, specified in accordance with particular types of activity. For instance, one of the principles of the ACM code says: “An ACM member shall use his/her knowledge and qualification to contribute to human well-being.” This rule is specified as follows: “In performing his/her work, an ACM member shall take into account the questions of health, property and people’s well-being.” In reference to the work with personal information this rule is amended by further recommendations: “to minimize the collected data”, “to restrict a sanctioned access to information”, “to ensure the proper safety of information” and so on. It would be useful to consider similar recommendations as applied to development and utilization of computer technologies in education. In particular, this refers to the university automated systems of collecting and processing personal information on students. Designed to increase efficiency of administrative and management processes such systems are widely used in educational institutions and represent a transitional stage to the “worldwide educational technologies”.

When looking at problems associated with the application of computer technologies, American scholars often appeal to the “standards of professional ethics” and professional ethics codes. This can be largely explained by the existence of a long-standing tradition of articulation and codification of ethical standards in professional activity in the USA. W. Gellerman, M. Frankel and R. Ladenson comment: “Indeed, the normative feature of professions in our society has traditionally been defined as the articulations of ethical standards.” Long before research in computer, biomedical, business and other ‘applied’ types of ethics took off in the USA there had existed influential independent professional societies and associations engaged in formulating ethical standards of professional behavior for their members. Frequently those standards were subsequently codified in ethics codes of the corresponding societies. In the 1970s-1980s the study of ethical issues related to the development of science, engineering, medicine, and economics was accompanied by a growing tendency towards codification of norms within different organizations and professional associations.

However, there exists an opinion that professional ethics codes can inhibit the development of ethical norms rather than facilitate it. Such position is represented in J. Ladd’s article The Quest for a Code of Professional Ethics: An Intellectual and Moral Confusion, which produced a heated discussion within the field of ‘applied ethics’. J. Ladd maintains that the concept of organized professional ethics is at least absurd, both in the intellectual and ethical sense. His argument is based on the understanding of ethics as an open, reflective and critical intellectual pursuit. According to Ladd, ethical principles can be established as a result of research and argumentation, but they cannot be introduced by means of a decree, agreement or pressure. Therefore, ethical principles cannot be established by the leaders of associations, organizations or by consensus of their members. Even if an agreement about ethical principles is reached and they are laid out in a code, an attempt to impose these principles on other people under the guise of ethics runs counter to the very notion of ethics which presupposes that individuals are autonomous moral agents. Therefore ethics itself, says Ladd, “consists of issues to be examined, explored, discussed, deliberated and argued”. 

Thus the idea that ethical problems of development and application of computer technologies should be reduced to a mere creation of ethics codes seems rather simplistic. J.H Moor in What Is Computer Ethics?
 (1985) attempts to determine the characteristics of computer ethics as an independent discipline. He says: 

In my view, computer ethics is a dynamic and complex field of study that considers the relationships among facts, conceptualizations, policies and values with regard to constantly changing computer technology. Computer ethics is not a fixed set of rules, which one shellacs and hangs on the wall. Nor is the computer ethics the rite application of ethical principles to a value-free technology. Computer ethics requires us to think anew about the nature of computer technology and our values. Although computer ethics is a field between science and ethics and depends on them, it is also a discipline in its own right which provides both conceptualizations for understanding and policies for using computer technology. 
International cooperation in the Internet (including the educational sphere) is discussed in Internet Ethics. The Australian scientist J. Veckert, who co-authored the book, believes that the global nature of the net not only opens up new exciting opportunities for the production and dissemination of knowledge but also increases the danger of tensions between values and standards characteristic of different national cultures. Veckert defines cultural imperialism as the use of political and economic power to disseminate values and customs of a foreign culture, which leads to the ousting of national or indigenous values and culture. Veckert takes issue with the social-Darvinist argument of the ‘natural’ and even useful character of such processes. Socio-Darvinists interpret the replacement of one culture by another as an example of cultural evolution where, like in any other type of evolution, the strongest and most adaptable survive, and the weak perish. D. Rothkopf shares a similar view (http://www.mtholyoke.edu/acad.intrel/protected/rothkopf.html). However Veckert emphasizes that ‘stronger’ does not necessarily mean ‘better’. Therefore the replacement of the values of a group with a less developed economy or military capabilities (or less aggressive) by values of a stronger group shall not be hailed as a manifestation of cultural progress. Moreover, Veckert believes that diversity of cultures per se should be regarded as a value. A multi-cultural context of computer technologies produces difficulties in ethical substantiation of legal norms, even those which are believed to be international. Veckert illustrates this by analyzing illegal copying of intellectual property. The notion of intellectual property is not very old even in Western countries. Many other countries attach little importance to it. For instance, in China copying of any objects or works of art has been a respectable and useful occupation for centuries. In many Asian countries copying is perceived as a sign of appreciation of the work done by the author of the original. These cultural traditions are highlighted in papers on the cultural foundations of intellectual ownership, such as The Morality of Software Piracy: a Cross-Cultural Analysis by W.R. Swinyard, H. Rinne, and A.K. Kau and China Traditions Oppose War on IP Piracy by N. Wingrove. Veckert believes that many ethical problems emerging from the Internet's development are not new in ethics. Systematic study of ethical issues has been conducted for at least two thousand years. Essentially, completely new problems are unlikely to emerge. However, the world net provides a new context for old questions and, therefore requires newly formulated answers. New definitions of many ethical issues are called for by the global nature of the Internet, by the extension of the anonymous sphere, the means of interaction and reproduction, and by its uncontrollability.
Ethical aspects of using computer technologies in education, particularly those related to production of national information resources and ensuring access to these resources are reviewed in papers on information society. The challenge of computer technologies to national languages and cultures was highlighted in the report by S. Nora and A. Mink to the President of France (1978). One of the chapters from the book by S. Nora and A. Mink is entitled Will the Computerized Society be a Society of Conflicting Cultures? Believing that the information society will have a less clear social structure and will become more polymorphous than the industrial society, the authors argue that one of the manifestations of polymorphism is the way in which different groups will react to the simplification of language, caused, in particular, by considerations of efficiency of various databases and other electronically mediated means of communication. Thus, opting for a single language, computer technologies contribute to growing cultural inequality. But despite the fact that a single, considerably simplified language will be improving to facilitate more sophisticated dialogues, it will, nevertheless, be met with resistance. The acceptability of such a codified language will depend on the individual's cultural level, which will condition a discriminatory effect of telematics. The French authors didn’t consider a possibility of satisfactory analysis of those questions within the framework of the liberal approach to the information society (chosen, for instance, by the American sociologist D. Bell). Bell characterizes the information society as ‘knowledge-based society’ where education will become a principal value and will play a key role in the social stratification. Nora and Mink, however, considered the liberal approach to be limited as it considers conflict only in terms of the market, and when conflict exceeds its bounds it tends to return it to its sphere. Therefore prospects for social development are limited to the ‘tranquilized post-industrial society’, where economic abundance and growing equality of living standards will make it possible to rally the nation around the huge culturally homogenous middle class and to overcome social tensions. The French authors regard the liberal approach productive with respect to the analysis of information as guiding the behavior of producers and buyers, but they see it as ineffective in explaining the problems going beyond pure commercial activity and more grounded in cultural models.

When discussing national and cultural aspects of the use of information technology in education it is important to specify if the information society is viewed as having a national or global character. The ‘globalist’ interpretation, of the information society due to a different ‘perspective’ allows to adopt a more detached attitude to arising problems or at least present them in a ‘softer’ way. And yet, the practical consequences of ‘information and cultural’ collisions cannot be completely ignored. Thus T.V. Ershova, the Executive Manager of the Institute of the Development of the Information Society, notes:

The conditions of the intensive use of the global nets give rise to new forms of aggression of more developed countries in relation to less developed ones. A danger arises for whole communities to lose their cultural and national originality, including indigenous language, and consumer preferences and tastes are forced upon the humanity in the interests of a narrow group of people (transnational product companies). Similar to the case of protection of national producers efficient methods of opposing these and other dangers of the information age not in hiding from the global information space, instead they should consist in active involvement in shaping that space (T.V. Ershova, Conceptual Issues of Transiting to the Information Society in the 21st Century).
Two different but interconnected trends can be discerned in contemporary philosophical, sociological, and political science thinking with respect to the processes of shaping the information society. The difference is in academic attitudes to the social role of scientific knowledge and scientific information. One trend views the information society as ‘society based on knowledge’ and recognizes the importance of scientific and, primarily, theoretical knowledge. This approach is developed in the classical post-industrialism and elaborated in D. Bell's works. Conceding the importance of information ‘in general’ for the analysis of social development, those supporting the other trend link the prospects for social development with the growing role of non-scientific information, with the loss by scientific discourse its privileged status, and with computer and telecommunication technologies capable of transmitting unauthentic information, disinformation or such forms information which defy distinction between true and false. The latter trend is embodied in the concept of the ‘mode of information’, developed by the American sociologist M. Poster, who follows the post-modernist paradigm. 

Of the two academic trends the idea of the information society as ‘society based on knowledge’ can serve as a real alternative to ideologies of national and civilizational egoism which gather momentum against the background of disillusionment with both liberal and Marxist doctrines. The key characteristic of this idea is its potentially universal appeal, the implication of humanity's progressive development to a new stage. Presence of leaders among nations should not be considered as barrier for other countries that develop at their own pace due to specific features of their political, economic or cultural systems. The fundamental possibility of achieving the stage of ‘society based on knowledge’ by every country depends, for all of them, on scientific knowledge, the international nature of science, and on the processes of ‘scientification’ of technology, economic activity, and politics. Success will depend on how the versatile potential of this ideology will play out in specific conditions of individual and collective activity.

Many US and West-European authors consider issues related to facilitation of access to information in the context of the philosophy of ‘equal opportunities’ and ‘cultural rights’. 

The urgency of the ethical dimension in application of computer technologies in education has become obvious with the rapid expansion of computer technologies in education, growth of variety in educational material and forms of their electronic presentation, and the increase in the number of teachers and students who use (or would like to use) computer technologies in their work and studies. The ethical element must become essential in the multi-dimensional evaluation of the quality of technologies, electronic educational material, information resources and modes of their organization and employment. Such evaluation must focus not only on the quality of the subject, its technical and economic merits but also on the legal and psychological issues. The ethical evaluation of electronic communications in education is acquiring greater significance. Emphasis on education as an important area of computer technologies application is supported by the experience gained by computer ethics, professional ethics and the studies of the information society. At the same time it is worthwhile to conceptualize the accumulated practical experience of teachers and university lecturers, as well as many different educational institutions.

The psychological analysis of man's perception of a computer allows us to assume that, on the one hand, there is a certain logic and regularities in the introduction of educational technologies. On the other hand, the use of computers as a teaching means is possible when the user's psychological and other individual characteristics are properly considered. 

Psychological Issues of Application of ICTs

Present-day psychology has collected convincing data showing that, for instance, any educational process begins with a certain preparatory stage. At this stage a student becomes acquainted with the material, learns basic notions, and immerses himself in the material that will become the subject of his/her study at the next stage. In the context of this review those findings can be specified in the following way. Prior to the use of educational technologies the student should go through this preparatory stage in relation to both the subject matter and the technology to be used. Otherwise, it can be suggested, the psychological conditions for organizing the learning process with computer technology will be inadequate.

Some data show that despite man's experience in using computers, at every transition to a new objective or program with the use of computer technology it is necessary either to assign a special preparatory stage, or to allot time and place in the educational process itself where the student could master this technology as applied to the subject he is studying. Otherwise to employ computer technologies as a means of teaching can be less effective.

Yet another issue should be considered as part of the discussion. It is the correlation between technical resources and educational computer technologies and the subject of teaching. At present we are not always able to determine the cause of the failure to achieve expected results from the use of computer technologies in the educational process when such failures occur. Such negative results can be explained by the fact that the specific learning situation cannot produce the kind of results we hoped for. It can equally be caused by the fact that the employed technologies have limited capabilities and cannot produce the desired effects. And finally, the reason could be in the incompatibility between the content of learning and the use of computer technology.

To find a psychologically valid explanation of the failure and to continue effectively using computers in teaching it is necessary to examine the technological resources employed, the particulars of the educational material (its objectives and tasks) and to compare the subject and the capabilities of the employed technologies to find out if and where the technologies can be successfully used. The purpose of computer technologies application is particularly important. If it is simply the replacement of one type of video presentation by another, it could be useful to consider a comparison between, for instance, the real video presentation and computer-based video.

Yet another important aspect of computer technology application in education is the use of direct and mediated forms of activity. The logic of the psychic development of a man indicates that first, as a rule, a man masters some activity and only later this activity can become mediated. For instance, first a child learns to communicate and only after he/she has mastered the skills of communication, this ability can be used as an educational means. There are similar data on the development and use of games and other forms of activity.

Numerous psychological studies show that the direct mastering of an activity is subject to the certain logic of development. For instance, without mastering direct communication a man cannot learn to play. If he can't play he will not be able to join in an organized educational process. The peculiarities of mastering computer technologies in education have not received much attention in the literature. Thus, the use of computers in education is rather ad hoc today and has little grounding in scientific analysis. Neither is there evidence of attempts at introducing psychological control over it. 

One more comment should be made with respect to the above analysis. Modern psychology divides learning into spontaneous (when a student is learning following his/her own programme) and reactive (following an ‘external’) programme. As a rule, reactive learning contains some elements of spontaneous learning. In other words, if a student consciously studies based on the external programme, it means that he/she needs it. To put it differently, a man can be involved in the organized educational process only if he has some ‘ownership’ over it. Viewed from this perspective, application of computer technology in education will require a special examination with a view at understanding how man learns the computer and other educational technologies, and how he learns the substantive material delivered by these technologies.

In the past decade or so pedagogy and pedagogical psychology have been debating the question of the collective and individual modes of education. Convincing data have been obtained which indicate that, in considering the effectiveness of learning, the choice between the modes depends on the student's psychic age and on the subject to study. In one case frontal teaching is more effective, in another – work with micro-groups (a group is divided into several teams), still another case would require individual tuition.

Choice between modes of teaching is important for the organization of the educational process with the application of computer technology. As a rule instruction with the use of educational and computer technologies is carried out in educational institutions where the teacher has to work with a group of students. The question of the students' psychic age and need for individual approach in teaching have nevertheless to be resolved in this environment. Otherwise, some students will benefit from teaching without the computer more than with it, while for others its use will decrease the efficiency of teaching. Besides, the collective mode of teaching coupled with computer technologies often does not take into account the peculiarities of communication between the participants in the educational process. Russian psychology has obtained ample data, often used in international research, which shows that the results of learning can significantly depend on the nature of communication between the students in the group and their teacher and on the interaction among the students themselves.

When considering appropriateness of different modes of teaching – collective or individual – it is useful to bear in mind the stage of educational attainment. For instance, individual work with computers is quite suitable for specific training purposes. At the same time when the student is just beginning to familiarize himself with the subject of computer technology or has to learn totally new material, the collective mode could be more appropriate.

The cognitive and emotional components of the psychic development will be analyzed as part of the close relationship between learning and the psychic development. Particular attention will be devoted to the examination of changes in the individual as a result of learning and the impact of a particular type of teaching. Besides, the psycho-physiological transformations emerging as a result of the educational process will be carefully examined.

The study of ethical aspects of computer technologies application in education requires reflexive attitude to the values and standards regulating activity in this sphere, articulation of the values and standards important for both individuals and groups, sensitivity to arising tensions and looking for solutions that lead to consensus. Therefore the following is important:

· value orientations in using computer technologies in education; 

· awareness of value differences and ability to prioritize values with regard to circumstances, communicative situations, organizational and national environments; 

· comparison of educational values with those espoused by computer engineers and suppliers of computer technologies;

· the standards regulating the behavior of individuals and groups involved in developing and use of computer technologies in education.

Legal Issues of Application of ICTs 
In the past three decades legal issues related to the use of computer, communication and information-processing technologies have been highlighted in specialized and general interest literature, as well as in popular science literature and periodicals. In the past ten years local and global computer nets – an ideal means for distance learning and teaching – have been also widely used by all sorts of specialists as a major source of information. These same nets are often used by numerous international and national non-commercial organizations and by expert communities for swift exchange of legal documents, surveys, reviews, electronic publications, software, and information on teaching methods.

The copyright institute is the most important among the entire range of the institutions of legal protection of the results of scientific and educational activity. Copyright is relevant not only to traditionally published academic papers and teaching aids. For twenty years copyright has been also applied to such non-traditional intangible media as the information stored in the electronic digital machine. It could only be appropriate if the same copyright norms, adapted to software and databases, were applied to the communication technologies of the local and global nets without too many adjustments.

However, copyright cannot be applied to all information and net program components. While very few questions arise about the applicability of copyright norms to the programs used for processing and communicating information in the nets, to various databases placed in the net units, to search systems and technologies, to works (electronic books, abstracts, instructions on employment, etc.). It is worth reminding that copyright is applied exclusively to protect an appropriate work from illegal copying by the third person. If the circulation and distribution of a work does not take place in the net, the mechanism of copyright is powerless to help the legal owner to protect this work. This is explained by the fact that the basic part of the information placed and communicated in any net is protected neither by the author's right nor by any other rights. Individual incidents of the access to information without copying in the limits of the protected work's copyright do not formally violate any rules of the law of copyright. The owner of such information can consider it to be confidential and therefore it can be applied to the rules of the law protecting commercial secrets. As to various methods and modes of teaching in traditional educational institutions and systems of distance education, they are not protected by any law either. Such objects are not protected either by the copyright law or by the licensing law. No doubt the author of any method can publish it openly for general information. In this case the author can get at least ethical satisfaction and can count on the recognition of the fact that he was the first who published it.

At the same time legal means of restricting the unscrupulous competition are often used in the educational sphere. The appendixes to the Conference Final Report give recommendations on restricting unfair competition in processing digital pictures, in distance education, in using multimedia technologies for education and the employment of software in the library business. The final section of the report contains an extensive bibliography and a list of all the participants to the conference, their web sites and e-mail addresses. It is logical that the application of legal rules restricting unfair competition is based on the application of, the copyright rules to the traditional educational material and aids and to their up-to-date variants based on information technologies and nets.

In recent years attempts have been repeatedly made to improve the copyright laws in regard to the global nets and information technologies.
An attempt of the World Intellectual Property Organization (WIPO) to conclude an international treaty on intellectual property in respect of the databases has not been driven to the practical implementation. The matter ended merely in the discussion of the draft of the related treaty at the diplomatic conference in December 1996. Its text was supposed to extend the legal protection not only to the structure of the databases but also to the specific information contained in them. It is quite evident that the conclusion of such a treaty would substantially change the relationship between providers and users in the Internet type global nets. An information meeting held in September 1997 confined itself to adopting seven documents of purely informational character. Until now WIPO has not made any active attempts to continue the work. The analysis of the WIPO Copy Treaty signed at the Diplomatic Conference in 1996 shows that its authors proceeded from the generally accepted definition of a database (Article 5 of the Treaty) and the right of distribution (Art.6). In the USA similar investigations ended in publishing a detailed report on legal protection for databases in 1997. This report offered a rather complete analysis of rules of the related law. The next section of the report analyzed various practical measures supplementing legal protection of copyright by various individual adaptations of the structure of databases, by additional elements of protection in the treaties with users and by software protecting technologies. Besides, the US copyright legal system is characterized by such an efficient extra mechanism as a system of the obligatory registration of all the works in the Copyright Office. The Report also focused on special features of the related European guidelines and on the international treaty draft which is being elaborated under the WIPO guidance.

Simultaneously with WIPO the European Economic Community organizations were drafting methodological and normative documents in the copyright field which are applicable to information technologies, including Bangemann's report Europe and the Global Information Society published in 1994, numerous recommendations and guidelines, white and green papers. New copyright rules, which can be applicable to information technologies, have not been formulated in Europe either, despite the fact that the guidelines on the legal protection of databases contain some elements of special legal protection. Articles 7-11 of the guidelines form Chapter 3 which defines the object of special protection, the rights and duties of legal users, exclusion from the protection, the special protection clause and the advantages of the protection based on the special right. The basic article 7 in this chapter envisages a special right to prevent an extraction or a repeated employment of the whole content of the database or its considerable part for the database's maker who made a remarkable contribution into the obtaining, control or presentation of the data forming the base. Thus, the classical educational technologies and information technologies of distance teaching and learning should be based on the classical approach of the institute of copyright. The legal protection in the country of a work's origin is determined by the national copyright law. Beyond the Russian Federation the legal protection of the same work is provided in compliance with the Berne Convention and the related national law of the country where this work is used, for instance, in the USA in compliance with its law.
Nobody could assert that such an approach completely meets today's requirements. However, in numerous attempts to ‘invent’ identical situations the legal rules were not successful either on the international or on the national level. In practice many teachers, researchers and book sellers (the electronic trade on the Internet's sites of Amazon.com. type among them) adhere to the recommendation of Art.139 of the Civil Code of the Russian Federation and to similar articles of the national law of the related countries. According to this recommendation the owner of information of potential and actual value is offered to take his own due measures restricting the access of the third persons to the information. In other words the owner of any kind of information (an electronic book, a program, a database or copies of works in the traditional forms) should use all the available to him software technologies to prevent the unsanctioned access of the users of the net (various passwords, polls, keys, etc.). As to the on-line educational programs, teachers happily use similar technologies in many countries, among them the USA, Australia, Canada, and the Russian Federation. Together with individual measures, which can be made by the owner of trade secret information, there are also various official recommendations securing confidentiality on the Internet and the recommendations on using such means as electronic signature. The normative documents regulating the processing and the communication of the data of personal nature are also of great importance. By request of the related persons such personal (nominative) data must be kept in secret not only with respect to state officials of any rank but also to the persons taking training in the traditional educational institutions and in the organizations providing services in distance education. Such normative documents are widely distributed in Europe where in the majority of countries there exist relevant national laws. A number of documents regulating the processing of nominative data have been adopted on the European level. In 1990 the related rules were adopted by UN General Assembly.
A lot of normative and methodological documents pertain​ing to teaching and learning in the information society have been worked out and published in recent years. White Paper on Education, was prepared by the EEC Commission in I995. Green Paper highlighting a wide range of problems was published in 1996. In May 1999 a minute report on copyright and digital distance education was published in the USA. The report expounds the history of the issue and gives a comprehensive analysis of the nature of distance education. The licensing of the information technologies of distance education, the analysis of the adequacy of the existing laws to the exploited technologies, the elaboration of more precise definitions of the terms and the legal provisions are also in the focus of the report. The report's nine appendixes devoted to different problems contain specific practical recommendations. Hundreds of information sources on the issue of distance education are listed in the bibliographic survey and systematized according to the basic sections.

Thus the relationship between the principles of pedagogical ethics, the ethics of researchers, engineers and other professionals are of particular significance. The above principles can be used as a basis for compiling a specific code of ethics guiding the use of computer technologies in education. Such a code can be tested in a number of case studies focused on creation and dissemination of the hypertext, multimedia and educational aids in organizations, to the use of electronic libraries, and the practice of academic publications in the Internet. 

Conclusion

The information materials on ethical, psychological and legal aspects of ICT application in education have revealed, on the one hand, the growing importance of these issues, and insufficient attention and low level of awareness on the other.

Despite a wide range of available literature and some structures in place, it is not particularly easy to draw a comprehensive picture of the present state of affairs in the field of computer and information technologies application. There is a paucity of literature with holistic analyses of the issues involved, neither is there enough specialists engaged in research and practical aspects of this complex phenomenon. Besides, the review has revealed scarcity of original comparable data on particular geographical regions, certain types of education, academic programs and curricula, teaching methods, and so on. Qualitative research of individual issues dominates the research agenda. All this is indicative of an early stage of conceptualization and theorizing in the study of computer and information technologies application in education. 

Rapid growth in the use of ICTs in education, establishment of open and virtual universities offering courses to hundreds of thousands of students worldwide provide ample proof of global integration. Globalization of product and services markets is changing the economic situation, while increased cross-border labor mobility and leveling up of the educational standards demand a swift and adequate response from the international community. The World Declaration on Higher Education for the 21st Century and the Framework of the Priority Actions Towards the Reform and the Development of Higher Education adopted by the 1998 UNESCO World Conference on Higher Education represents a strategic response to the historical challenge facing educational systems worldwide. The conference emphasized the need to develop more efficient forms of international cooperation in education through various joint projects.

A series of research projects dealing with optimum structures and environment characteristics, as well as with adequate selection of educational strategies based on specified research agendas have been already carried out. These projects served the basis for formulating a wide spectrum of further research objectives covering psycho-pedagogical methods as well as articulating qualitative and quantitative criteria of ICT application. On the one hand, these criteria help assess the quality of the information environment and, on the other, facilitate efficient use of available resources to pursue specific educational strategies. Experts agree that the obtained results expand the scope of research to include the ethical and legal aspects of ICT implementation leading to subsequent normative recommendations.

The review results point out issues of further research. First, there is a need to arrive at some kind of semantic uniformity in various segments of research. A specialized Internet web site and a series of teleconferences could address this issue and facilitate discussion of currently existing conceptual approaches.

It is important to keep in mind that disparate and selective application of ICTs in education is bound to be short-lived. Dissemination of electronic and telecommunication technologies is a complex and integrated process of simultaneous generation and development of a new information and educational environment, new means of communication, and a new language. It has no precedents in the past. The evolving conceptual framework has a formative function as it contributes to the development of this process. Playing a specific and ambitious role in education – to create a new reality based on educational systems – ICTs and the relevant ethical, psychological and legal issues of their application acquire particular salience in shaping the future of education as a socio-psychological institution. The review research results corroborate this conclusion. At the same time they indicate that narrow, non-systematic approaches still dominate and frequently obscure a truly global scale of the discussed issues. Meanwhile a holistic vision of the educational process can generate a tremendous synergistic effect, which may boost systematic research based on specified objectives.

Results of such research combined with information on existing research centers, educational institutions and their activity will become an important factor in creating an international multimedia educational and scientific module to provide assessment of ICT use in education. As this Internet-based module develops, it can turn into the hub for exchanging new ideas and approaches – a crucial process in conditions of rapid and constant change accompanying the merger of ICTs with educational systems worldwide.
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