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Preface

A large part of the vast amounts of information produced in the world is born digital, and
comes in a wide variety of formats. text, database, audio, film, image. For culturd ingitutions
traditionally entrusted with collecting and preserving cultural heritage, the question has become
extremely pressing as to which of these materias should be kept for future generations, and how to go
about sdlecting and preserving them. This enormous trove of digitd information produced today
in practically dl areas of human activity and designed to be accessed on computers may vl
be lost unless specific techniques and palicies are developed to conserveit.

Preserving vauable scientific information, research data, media output, digitd art, to
name but a few areas, poses new problems. If such materid is to be accessed in its origind
form, technicd equipment — origind or compatible hardware and software - must be
maintained aongsde the digitd files that make up the data concerned. In many cases the
multimedia components of webgtes, including Internet links, represents additiona difficulty
in teems of copyright and geography, sometimes making it difficult to determine which
country awebsite belongsto.

UNESCO has been examining these issues with a view to defining a standard to guide
governments  preservation endeavous in the digitd age The Generd Conference adopted
Resolution 34 a its 31st sesson, drawing attention to the ever growing digital heritage in the
world and the need for an internationa campaign to safeguard endangered digitad memory.
The Generd Conference aso invited the Director-Genera to prepare a discussion paper for
the 2001 Spring sesson of the Executive Board containing eements of a draft charter on the
preservation of born-digita documents, as wel as to encourage the governmenta and non
governmental  organizations and internationa, nationd and private inditutions to ensure that
preservaion of the digitd heritage be given high priority a the nationd policy levd.

During the meeting of the Organization's Executive Board in May 2001, Member
States agreed on the need for rapid action to safeguard digita heritage. The debate was largely
ingpired by a discusson paper compiled for UNESCO by the European Commisson on
Preservation and Access (ECPA)!, an Amsterdambased non-profit foundation, which
outlined the issuesinvolved in digita preservation.

Traditiond preservation methods, such as the “legad deposit” used by nationd libraries
to ensure that copies of dl printed materids are kept, cannot be applied as such to digita
material for a variety of reasons, notably because Web “publications’, often draw on data
sored on servers in different parts of the world. The sheer volume of data concerned aso
poses a problem. It is edimated that the Internet features one hbillion pages whose average
lifepan is extremey short, estimated at 44 daysto two years.

Conddered as the most democratic publishing medium ever, some argue tha the ever
growing Internet deserves to be preserved as a whole as its pages and discussion forums can
be considered a priceless mirror of society.




There are technicd problems in ensuring that the digitd materid tha is saved in
achives remans accessble in its origind form. While the share of totd information and at
produced around the world on traditiona media such as the printed page, anaogue tape or
film, is declining yearly as compared to materiad designed for computer access, software and
hardware are congtantly replaced by more powerful new generations which ultimately become
incompatible with ther predecessors. This means that within just a few years materid -
which often incdludes sound and moving graphics or pictures, as wel as links to Internet Stes
and, or, databases - becomes inaccessible.

The sheer volume of data to be sfted in ader to sdect what is worthy of preservation
is staggering. “The world's tota yearly production of print, film, optica, and magnetic content
would require roughly 15 billion gigabytes of dorage. This is the equivdent of 250
megabytes per person for ech man, woman, and child on earth,” according to a recent study
by the Szchool of Information Management and Systems a the Universty of Cdifornia at
Berkeley.

Another complex issue concerns copyright, including copyright of software required
to access digitd files A dazzling aray of rights may be associated with websites combining
mixed materids from various sources and agreement on the principle of “the right b copy for
preservation” still has to be developed worldwide.

While vaduable inititives have been undertaken in many countries to preserve digitd
heritage, including webgtes, the ECPA gudy points to the limits of these efforts arguing in
favour of internationa standards.

The complexity of the problems involved means that the task of presarvation must
involve producers of digitd information, including software, who should take conservation
into condderation as they desgn ther products. Obvioudy the days are gone when
preservation was the sole responsbility of archiva ingtitutions.

Co-operation, guidance, leadership and sharing of tasks are dl key eements for
preservation of digitd heritage. Cultura inditutions need the co-operation of creators of
information and of software producers. Adequate resources and support a policy leve are
indispensable to ensure that future generations continue to have access to the wedth of digita
resources in whose creation we have invested so much over the past decades.

Based on the above findings, UNESCO has developed a sirategy for the promotion of
digitd presarvation. This drategy is centred on: @ a wide consultation process with
governments, policy makers, producers of information, heritage institutions and experts, the
software industry as wel as dandard-setting organistions, b) dissemination of technica
guidelines, ¢) implementation of pilot projects and; d) and preparation of a draft charter on the
preservation of digital heritage for adoption by the General Conference at its 32nd session.

The present document, prepared for UNESCO under contract with the Nationa
Library of Audrdia, introduces generd and technicd guiddines for the presarvation and
continuing accessbility of the ever growing digitd heritage of the world. This document is
intended to be a companion volume of the Draft Charter on the Presarvation of the Digitd
Heritage.
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Chapter 1.  Introduction

Our culturd, sdentific and information heritage exists incressingly in digitd forms, and
increesingly only in digitad forms. The technologies we use to creaste and enjoy the digitd
heritage have many advantages that explain thelr extraordinarily rapid take up in many parts
of the world.

But there are very serious chadlenges in keeping our emerging, but dready burgeoning, digita
heritage usable and available. The media we use to cary and dore it are unstable, and the
technology needed for access is quickly superseded by newer technologies, wave after wave.
Astechnologies lose support, access to the digital heritage that they fostered isaso lost.

Thee chdlenges ae not only technical in naure they have organisstiond and societd
dimensons as we druggle with the respongbility of keeping access lines open over extended
periods of time, often with insufficient resources and uncertain strategies.

The interest of UNESCO in this Stuation comes as no surprise. UNESCO exigts in part to
encourage and enable the presarvation and enjoyment of the culturd, scientific and
information heritage of the world's peoples The growth of digitd heritage and its
vulnerability could hardly go unnoticed.

These Guiddines form a amdl pat of a far-seeing campaign by UNESCO to improve access
to digital heritage for dl the world's peoples, and to ensure that the means of presarving their
digita heritage are in the hands of every community.

The scope and ambition of the Guiddines are condrained. In such a rapidly evolving, but
dready extensve and complex fidd, they can only present a smdl amount of information. In
the interests of offering guidance to individuds and organisations who are contemplating a
respongbility for preserving digitd heritage — frequently from a postion of few resources and
a plethora of information — it was decided to adopt a principles approach that might serve as a
(rather extended) checklig of issues and possbilities that programmes need to take into
account.

It is impossible to provide answers to every technical and practical question that will arise in
managing digita presarvaion programmes, 0 the Guiddines will perhaps be most usefully
Seen as a guide to the questions that programme managers need to find answers to. However,
they are based on a firm conviction that it is time to ask quedtions that can lead to pogtive
action, rather than continuing to ask questions that merely highlight difficulties.

It is to be hoped that the Guiddines, in conjunction with a wedth of technicd informetion
dready avalable from sources liged in the Reading Ligt, will hep preservaion programme
managers identify the decisons they need to make, the actions they need to take, the
principles they should take into account, and the practical consderations they need to address.

It is expected that the audience will include culturd and research organisations such as
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libraries, archives, museums, research inditutes, data archives, publishers, community groups,
and others with an interest in and a potentid respongbility for presarving digitd  heritage.
Such an audience will incude many with a long hisory of collecting and presarving the
world's ‘memory heritage of documents, records, publications, maps, manuscripts, artworks,
images, sound recordings, moving imagery, culturd objects, and scientific, research and
datigica information. It will dso indude many coming to digitd preservation for a different
background, less familiar with the preservation perspectives developed in ‘memory’
organisations.

These Guidelines were prepared by the National Library of Audralia under contract with
UNESCO, and are based on extensive review of literature, the Library’s own experience, and
UNESCO-organised consultations in various regiond centres. For more information on inputs
and responghilities, readers should consult the Acknowledgments page; for help on how to
use the Guidelines, readers should consult chapter 3: A guide to the Guiddines.
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Chapter 22 The UNESCO Draft Charter on the
Preservation of theDigital Heritage

INTRODUCTION

The UNESCO Drat Chater on the Presarvaion of the Digitd Heritage presents a

compeling case for digita preservation. It is included in the Guiddines to provide a clear link
between the two documents, and to present hose advocacy and public policy issues that are
outside the scope of technica and practical guiddines.

REVISED DRAFT CHARTER ON THE PRESERVATION
OF THE DIGITAL HERITAGE
PREAMBLE

The General Conference,

Considering that the disgppearance of heritage in whaever form conditutes an
impoverishment of the heritage of dl nations,

Recalling that the Conditution of UNESCO provides that the Organization will maintan,
increese and diffuse knowledge, by assuring the conservation and protection of the world's
inheritance of books, works of art and monuments of history and science, tha its “Information
for All” Programme provides a platform for discussons and action on information policies
and the safeguarding of recorded knowledge, and that its “Memory of the World” Programme
amsto ensure the preservation and universal accessihility of the world' s documentary heritage,

Recognizing that such resources of information and cregtive expresson are increesngly
produced, digtributed, accessed and maintained in digitd form creating a new legacy — the
digitd heritage,

Aware that permanent access to this heritage will offer broadened opportunities for crestion,
communication and sharing of knowledge among al peoples, as wdl as protection of rights
and entitlements and support of accountability,

Understanding thet this digitd heritage is at risk of being lost and that its preservation for the
benefit of present and future generationsis an urgent issue of worldwide concern,

Bearing in mind the UNESCO Universd Declaration on Cultura Diversty,

Proclaimsthe following principles and adoptsthe present Charter.
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THE DIGITAL HERITAGEAS A COMMON HERITAGE
Artide 1 - Digital heritage

Resources of human knowledge or expresson, whether cultura, educationd, scientific and
adminidrative, or embracing technicd, legd, medica and other kinds of informaion, are
increedngly created digitdly, or converted into digitd form from existing andogue resources.
Where resources are “born digital”, there is no other format but the digitd origind.

Digitd materids incude texts, databases, gill and moving images, audio, graphics, software,
and web pages, anong a wide and growing range of formats. They are frequently ephemerd,
and require purposeful production, maintenance and management to be retained.

Many of these resources have lading vaue and dgnificance, and therefore conditute a
heritage that should be protected and preserved for current and future generations. This
heritage may exig in any language, in any pat of the world, and in any aea of human
knowledge or expression.

Artide 2 — Accessto thedigital heritage

The purpose of presarving the digitd heritage is to ensure that it remans permanently
accessble. Accordingly, access to digitd heritage materids especidly those in the public
domain, should be eguitable and free of unreasonable redrictions. At the same time, the
security of sengtive and persond information should be protected from any form of intrusion.

It is for each Member State to cooperate with reevant organizations and inditutions in
encouraging a legd and practicad environment which would maximise accesshility of the
digita heritage. A far baance between the legitimate rights of crestors and other rights
holders and those of the public to access digitd heritage materids should be reeffirmed and
promoted.

GUARDING AGAINST LOSS OF HERITAGE
Articde3— Thethreat of loss

The world's digitd heritage is a risk of being lost to poderity. Contributing factors include
the rapid obsolescence of the hardware and software which brings it to life, uncertainties
about resources, respongbility and methods for maintenance and preservation, and the lack of
supportive legidation.

Attitudind change has fdlen behind technologica change. Digitd evolution has been too
rgpid and cogly for governments and inditutions to develop timey and informed preservation
drategies. The threat to the economic, socid, intdlectud and culturd potentid of the
heritage — the building blocks of the future — has not been fully grasped.

Artide4 — Need for Action

Unless the prevailing threats are addressed, the loss of the digital heritage will be repid and
inevitable. Awareness-raisng and advocacy is urgent, derting policy makers and sengtizing
the gened public to both the potentid of the digitd media and the practicdities of
preservation. Member States will  benefit by encouraging legd, economic and technical
measures to safeguard the heritage.
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Article 5— Continuity of digital information

The digitd heritage is pat of the wider continuum of digitd informaion. To preserve digitd
heritage, measures will need to be taken throughout the information’s life cycle. Preservation
of digitd heritage begins with the design of relidble sysems which will produce authentic and
sable digita objects.

MEASURES REQUIRED
Artide 6 — Developing strategies and policies

Strategies and policies to preserve the digitd heritage can be developed, taking into account
the levd of urgency, locd circumdances, avalable means and future projections. The
cooperation of creators, holders of copyright and reated rights, and relevant inditutions in
Seiting common standards and compatibilities, and resource sharing, will facilitate this,

Article 7 — Defining what should be kept

As with al documentary heritage, sdection principles may vary between countries, athough
the man criteria for deciding what digitd materids to keegp would be their sgnificance and
lagting culturd, scientific, evidentid or other vdue Sdection decisons and any subsequent
reviews need to be carried out in an accountable manner, and be based on defined principles,
policies, procedures and standards.

Article 8 — Protecting the digital heritage

Member States need appropriate frameworks to secure the protection of their digitad heritage.
Market forces done will not achievethis.

As a key dement of nationd preservaion policy, archive legidation and legd or voluntary
deposit in libraries, archives, museums and other public repostories should embrace the
digitd heritage. Copyright and related rights legidation should alow preservation processes
to be undertaken legdly by such indtitutions.

The rigt to pemanent access to legdly deposted digita heritage materids, within
reasonable redrictions, should be guaranteed without causng prgudice to their normd
exploitation.

Legd and practicd frameworks for authenticity are crucid to prevent manipulation or
intentional dteration of digital heritage. Both require that the content, functiondity of files
and documentation be maintained to the extent necessary to secure an authentic record.

Artide 9— Promoting cultural diversty

The digitd heritage is inherently unlimited by time, geography, culture or format. It is culture-
specific, but potentidly accessble to every person in the world. Minorities may spesk to
mgjorities, the individua to a globd audience,

The digitd heritage of dl regions, countries and communities should be preserved and made

accessible, creating over tme a baanced and equitable representation of al peoples, nations,
cultures and languages.
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RESPONSIBILITIES
Articdle 10— Rolesand respongbilities

It is for eech Member State to dedgnate one or more agencies to take coordinating
respongbility for the preservation of digitd heritage, and to provide the necessary daff and
resources. The sharing of tasks and respongbilities may be based on exising roles and

expertise.
Measures should be taken to:

(& urge hardware and software developers, creators, publishers, producers, and
digributors of digita materids as wel as other privae sector partners to
cooperate with nationd libraries, archives, museums and other public heritage
organizations in presarving the digital heritege;

(b) deveop traning and research, and share experience and knowledge among the
ingtitutions and professional associations concerned;

(c) encourage univerdties and other research organizations to ensure preservation of
research data.

Article 11 — Partnershipsand cooper ation

Preservation of the digitd heritage requires sustained efforts on the part of governments,
creators, publishers, relevant industries and heritage ingtitutions.

In the face of the current digitd divide, it is necessary to reinforce international cooperation
and solidarity to enable dl countries to ensure credtion, dissemination, preservation and
continued accessibility of their digitd heritage.

Industries, publishers and mass communication media are urged to promote and share
knowledge and technica expertise.

The dimulaion of education and training Programmes, resource-sharing arangements, and
dissemination of research results and best practices will democratize access to digita
preservation techniques.

Articdle12 — Therole of UNESCO
UNESCO, by virtue of its mandate and functions, has the responsibility to:

(@ take the principles sat forth in this Charter into account in the functioning of its
Programmes and promote ther implementation within the United Nations system
and by intergovernmenta and international nontgovernmental  organizations
concerned with the preservation of the digital heritage;

(b) serve as a reference point and a forum where Member States, intergovernmental
and international non-governmental  organizations, civil society and the private
sector may join together in eaborating objectives, policies and projects in favour
of the preservation of the digitd heritage;

(c) foster cooperation, awareness-rasng and capacity-building, and edablish
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(d)

dandard ethicad, lega and technicad guidelines, as a companion sourcebook to this
Charter;

determine, on the bads of the experience gained over the next Sx years in
implementing the present Chater and the Guiddines, the need for further
standard-sdtting ingruments for the promotion and  preservetion of the digita
heritage.
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Chapter 3.  Guidetotheguidelines

INTRODUCTION

31 Aim

The Guiddines have been prepared to address a number of different audiences, and to cover
a vay lage teritory of information. This chapter ams to serve as a road map, helping readers
find ways of usng the Guiddines that will suit them best. (The table of contents, index, and
cross referencing at the end of each chapter dl have Smilar ams)

32  Audiences
The consultation process reveded at least four audiences who can be expected to use the

Guiddines, each with different but overlapping needs.

Policy makers requiring vey high levd information regarding the case for digitd
pressrvation, and  aufficent outline  to  inform  ther  policy  commitment.

The Guiddines address these needs through:

Theincluson of the UNESCO Draft Charter on the Preservation of the Digital
Heritage in chapter 2

The summary of principlesin chapter 5
The In a nutshell summaries a the start of most chapters.

High level managers seeking to understand the conceptua basis for digital preservation and
the management issues their programmes will face.

The Guiddines address these needs through:
The chaptersin Section 2, which dl have a management focus

The key management challenges and principles sections of the more detailed chapters
on processes found in Section 3

The summary of principlesin chapter 5

Line managers involved in day-to-day decisons, who need both a good conceptua
undergtanding, and insght into the detailed issues they will have to manage.

The Guidelines address these needs through:
The conceptual overview chaptersin Section 2, (especidly chapters 7, 8 and 10)

The detailed chapters in Section 3, each looking at issues associated with particular
processes
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Technical practitioners, needing detailed technical guidance as well as a good perspective on
how the various technical issues and processes fit together to make an integrated programme
with coherent preservation objectives.

The Guiddines do not attempt to address the need for detalled technicad information, which
was both too gtuation-specific and too quickly outdated to fit easly into the Guiddines.
However, it is recommended that UNESCO creste a Technicd Information section of the
Web verdon of these Guiddines, where technical standards, manuals, and useful tips can be
sourced.

The Guiddines dhould, however, provide technicd practitioners with an integrating
perspective through the arrangement of the chapters. The Reading List should aso provide a
useful guide to further sudy.

33  Content
The arrangement of chaptersis sgnificant.

Section 1 contains introductory materids, including the case for digitd preservation, argued
by the UNESCO Draft Charter (chapter 2); a note on terminology needing to be understood
before embarking on reading the Guiddines (chapter 4); and a summary of principles (chapter
5).

Section 2 presents a management perspective. It begins with an explanation of digital
heritage and why it is threatened (chapter 6), then introduces digital preservation (chapter 7),
the nature of digital preservation programmes (chapter 8), the basis for deciding what
preservation responsibility to accept (chapter 9), the management of preservation
programmes (chapter 10), and opportunities to work cooper atively (chapter 11).

Section 3 presents a more detailed and process-focused view, discussing each of the mgor
aress of responghbility in managing digitd heritage preservation, beginning with selection of
what is important enough to keep (chapter 12), working with the producers of digitd heritage
(chapter 13), taking control of maerids — trandering, identifying and describing them
(chapter 14), managing rights issues (chapter 15), looking after authenticity and data
protection (chapter 16), and finding ways to maintain the means of providing access (chapter
17) — the core area of presarvation uncertainty. This chapter is sructured differently from the
others as it seeks to compare arange of options.

The section finishes with some suggested starting points for programmes as a simulus for
discusson and thinking, and a proposed set of minimum expectations for programmes seeking
to undertake some kind of digital preservation programme (chapter 18).

Section 4 contans a sdective glossary of terms and an extensve reading lig, as wel as
references to good resources for keeping up to date.

34  For programmeswith few resources
The Guiddines accept a specid responghility to offer some guidance for those people
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druggling to st up programmes with extremely limited resources. Each chapter in section 3
includes some suggestions specificaly amed at this need.

34 Casedudies

A number of chapters in section 3 include brief case sudies These are dmogt dl fictiondisad
cases, based on red experiences. Fictiondisng alows certain aspects to be emphasised to
illudrate a paticular issue without misrepresenting the actud programmes on which they may
have been based.
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Chapter 4. A noteon terminology

INTRODUCTION

41 Aim

A few terms have been used in the Guiddines in ways tha may fdl outsde norma usage.

Because they are core terms used repestedly in these Guiddines, it is important to explain
their use from the beginning.

A number of other terms, used less idiosyncraticaly, are explained in the Glossary in section
4.

4.2 Teams

Digital preservation is used to describe the processes involved in maintaining information
and other kinds of heritage that exist in a digitd form. In these Guiddines, it does not refer to
the use of digitd imaging or capture techniques to make copies of non-digitd items even if
that is done for preservation purposes. Of course, digital copying (aso known as digitisation,
or digitdisation), may well produce digita heritage materids needing to be preserved.

Digital materials is generdly used here as a preferred term covering items of digitd heritage
a a generd leved. In some places, digital object or digital resource have aso been used. The
terms have been used interchangesbly and genericaly: they do not imply a particular kind of
item unless that is clearly stated.

Preservation programme is used to refer to any set of coherent arrangements amed a
presarving digitd materids. More commonly used terms such as digital archive and digital
repository have been avoided because of ther potentid ambiguities archive has different
meanings for the records management community and the ICT community, whereas both
archive and repository may imply a single sorage Ste — not an gppropriate implication where
very digtributed arrangements may bein place.

Of course, the term programme aso comes with some baggage. It should be understood to
cover dl the aspects of preservation responghility, including policy and drategy as wdl as
implementation.

Presentation, re-presentation are used to describe the processes of providing access to digital
materids. The second term has been conggently (and idiosyncraticdly) hyphenised to
emphasse the undergtanding that digital preservation seeks to re-present what was previoudy
presented.
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Chapter 5. A summary of principles

INTRODUCTION

51 Aims

The purpose of this chapter is to bring together the main satements of principles from
throughout the Guidelines, as a summary for manegers.

52  Prindples
5.2.1 Heritage

1. Not dl digitd materids need to be kept, only those that are judged to have ongoing vaue:
these form the digitd heritage.

2. For those materids that warrant keeping, continuity of survivad and accesshility is criticd.
The chances of recovering lost access to large amounts of data are very dim. Continuity
requires sustained, direct action (cdled digital preservation) rather than passve ‘benign
neglect.

5.2.2 Digital preservation

3. Digitd materids canot be sad to be preserved if access is lost. The purpose of

preservation is to maintain the ability to present the essentid dements of authentic digita
materials.

4. Digitd preservation must address threets to dl layers of the digita object: physicd, logicd,
conceptua and essentid.

5.2.3 Responsibility

5. Digitd preservation will only happen if organisations and individuas accept respongbility
for it. The garting point for action is a decision about responsibility.

6. Everyone does not have to do everything; everything does not have to be done dl at once.

7. Comprehensve and reliable preservation programmes are highly desrable, but they may
not be achievable in dl circumstances of need. Where necessary, it is usudly better for
non-comprehensve and non-reliadble action to be taken than for no action a dl. Small
steps are usualy better than no steps.

8. In taking action, managers should recognise that there are complex issues involved. It is
important to do no harm. Managers should seek to understand the whole process and the

objectives that eventualy need to be achieved, and avoid steps that will jeopardise later
preservation action.

9. Acceptance of responghbility should be explicitly and responsbly declared, taking account
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of thelikely implications for other preservation programmes and for other stakeholders.

5.2.4 Deciding what to keep
10. Sdlection decisons should be informed, cond stent and accountable.

11. A decison to preserve can be made subject to later review; a decision rot to preserve is
usudly find.

5.25 Working with producers

12. Currently, presarvation efforts have to work againg the prevaling trend of digita
technology and how it is developed and used.

13. Digitd materids are very often crested without |ong-term preservation intentions in mind.

14. Working with producers to influence the standards and practices they use, and to increase
thelr awareness of preservation needs, are important investments.

5.2.6 Rights

15. Presarvaion programmes must claify ther legd right to collect, copy, name, modify,
preserve and provide access to the digitd materias for which they take responsibility.

5.2.7 Control

16. Digitd heritage materidls must be moved to a safe place where they can be controlled,
protected and managed for preservation.

17. Digitd heritage maerids must be uniqudy identified, and described using appropriate
metadata for resource discovery, management and preservation.

18. Taking the right action later depends on adequate documentation. It is easer to document
the characterigics of digital resources close to ther source than it is to build that
documentation later.

19. Preservation programmes should use standardised metadata schemas as they become
available, for interoperability between programmes.

20. The links between digitd objects and their metadata must be securely maintained, and the
metadata must be preserved.

5.2.8 Authenticity and data protection

21. Authenticity is a criticd issue where digital objects are used as evidence. It may also be
important for other kinds of digital heritage.

22. Data that underlies digitd objects must be safdly stored and managed if there is to be any
chance of re-presenting authentic objects to users.

23. Digitd presarvation programmes are subjected to increased authenticity concerns because
they o frequently have to use processes that involve change.

24. Authenticity is best protected by measures that ensure the integrity of data is not
compromised, and by documentation that maintains the clear identity of the materid.
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25. Daa protection is built on the principles of system security and redundancy. For
presarvation programmes, redundancy must include securdy stored backups designed
around the long-term maintenance of data rather than a cycle of overwriting old data with
new.

5.2.9 Maintaining accessibility

26. The god of mantaning accesshility is to find cos-effective ways of guaranteeing access
whenever it is needed, both in the short-term and the long-term.

27. Standards are an important foundation for digita preservation, but many programmes
must find ways to preserve access to poorly standardised materids, in an environment of
changing standards.

28. Presarvation action should not be delayed until a single ‘digital preservation standard’
appears.

29. Digital data is dways dependent on some combination of software and hardware tools for
access, but the degree of dependency on specific tools determines the range of
preservation options.

30. It is reasonable for programmes to choose multiple strategies for preserving access,
epecidly to diverse collections They should congder the potentid benefits of
maintaining the origind data streams of materids as wel as any modified versons, as an
insurance againg the failure of ill uncertain Srategies.

31. Strategies for preserving accesshility do not stand aone they are supported by other
responghilities, and many strategies can be combined to good effect.

32. Presarvation programmes are often required to judge acceptable and unacceptable levels
of loss, in terms of items, eements, and user needs.

5.2.10 Management

33. Waiting for comprehensive, rdiable solutions to appear before taking responsible action
will probably mean materid islog.

34. Presarvation programmes require good management that condsts largey of generic
management  skills combined with enough knowledge of digita preservaion issues to
make good decisons a the right time.

35. Digita preservation incorporates the assessment and management of risks.
36. programmes are usudly faced with more materid and more issues than they can cope
with, so they must set priorities.

37. The costs of preservation programmes are hard to estimate because they encompass so
much uncertainty, including evolving techniques, changing technologies and very long
timeframes. Cods may wdl be lower per unit of information than for non-digitd
materias, but the amount of informaion to be managed in digitd form is very lage 0
totd costs ae dw likdy to reman high, induding set-up costs and sgnificant recurrent
costs.

38. Preservation programmes may start as pilot projects but they eventualy need to establish

23



sustainable business modds.

39. While auitable sarvice providers may be found to cary out some functions, ultimaey
responsible for achieving preservation objectives rests with preservation programmes, and
with those who oversee and resource them.

5.2.11 Working together

40. Working collaboratively is often a cost effective way to build preservation programmes
with wide coverage, mutua support and the required expertise.

41. Collaboration involves costs and choices as well as potentia benefits.
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Chapter 6. Under standing digital heritage

INTRODUCTION

61 Ams

The purpose of this chapter is to introduce the concepts of digital heritage and digital
continuity. The chapter ams to help readers understand the value and range of digitd heritage
materids and the threats to ther surviva. These are important understandings for managers as
well as those designing and implementing programmes.

6.2 Inanutshdl

Digital heritage is made up of computer-based materids of enduring vaue that should be kept
for future generations. Digitd heritage emanates from different communities, industries,
sectors and regions. Not dl digitd materids are of enduring vaue, but those that are require
active presarvation gpproaches if continuity of digital heritage is to be maintained.

MANAGEMENT PERSPECTIVE

6.3 Heritageand digital heritage

Heritage is explained in UNESCO documents as “our legacy from the pagt, what we live with
today, and wha we pass on to future generations” A heritage is something that is, or should
be, passed from generation to generation because it is valued.

The idea of culturd heritage is a familiar one those dtes, objects and intangible things that
have cultura, higtoricd, aesthetic, archaeologicd, scientific, ethnologicd or anthropologica
vdue to groups and individuads. The concept of naturd heritage is dso vey familiar:
physica, biologica, and geologicd fesatures, habitats of plants or anima species and areas of
vaue on scientific or aesthetic grounds or from the point of view of consarvation.

Isthere an emerging digital heritage?

According to the Draft Charter for the Preservation of Digitd Heritage:

Resources of human knowledge or expression, whether cultural, educational, scientific and
adminigtrative, or embracing technical, legal, medica and other kinds of information, are
increasingly created digitally, or converted into digital form from existing analogue resources.
Where resources are "born digital", there is no other format but the digital original.

Digital materids include texts, databases, till and moving images, audio, gaphics, software,

and web pages, among a wide and growing range of formats. They are frequently ephemeral,
and require purposeful production, maintenance and management to be retained.

28




Many of these resources have lasting value and significance, and therefore constitute a
heritage that should be protected and preserved for current and future generations. This
heritage may exist in any language, in any part of the world, and in any area of human
knowledge or expression.

Usng computers and related tools, humans ae credting and sharing digitd resources —
information, cregtive expresson, ideas, and knowledge encoded for computer processing -
that they vdue and want to share with others over time as wel as across space. This is
evidence of a digitd heritage. It is a heritage made of many parts, sharing many common
characterigtics, and subject to many common threats.

Definitions of heritage need to be seen in context. For example, UNESCO defines a world
heritage made up of globaly outstanding Stes of culturd and natura vaue that should be
preserved;, many nationd and date legidatures dso define their own nationd, regiond or dae
heritage. However, heritage value may dso be based on what is important a a group or
community level. Heritage materids can exis well beyond the limits suggested by nationd
legidation or internationd conventions. Anything that is conddered important enough to be
passed to the future can be considered to have heritage vaue of some kind.

This digitd heritage is likely to become more important and more widespread over time.
Increesingly, individuas, organistions and communities are using digitd technologies to
document and express what they vaue and what they want to pass on to future generations.
New forms of expresson and communication have emerged that did not exist previoudy. The
Internet is one vast example of this phenomenon.

It is dso likdy tha the development of tools to support greater multi-lingud and multi-script
use of the Internet will lead to further rapid growth in digitd heritage in parts of the world that
are currently disadvantaged by the predominant use of English on the Internet.

Méaking sure this burgeoning digital heritage remains avalable is thus a globd issue reevant
to dl countries and communities.

6.4  Typesof digital heritage

Over time, new types of digita heritage can be expected to emerge: we have dready seen the
enabling power of the technology in forms as diverse as word processng, email, webgtes,
relational databases, computer modds and smulations, digitd audio and video, space imagery
and computer games. At the time of writing, digitd heritage indudes a grest range of
materidsincduding (by no means exhaudivey):

Electronic publications, being information that is made avalable for wide readership.
Publications are digributed in various ways including online via the World Wide Web,
or on portable carriers such as CDs, DVDs, floppy disks and various eectronic book
devices. Some publications manage to combine both online and portable carrier access
to different pats of the publication. As wdl as ther means of digribution, digitd
publications may be dassfied by genres some familiar from traditiona publishing
formats like monographs and serids, and others less easily defined like websites and
e-zines. Some publications are released as complete items, but others evolve over
time, their creators teking advantage of the interactive potentid of the Internet. Print
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publishing continues to grow, but increesngly publications are gppearing in digita
vagons, increedngly in digitd-only versons. Both commercid and non-commercid
publishers produce digitd publications, as do millions of other people who would not
see themsealves as publishers a all

‘Semi-published materids such as pre-print papers and theses hed in e-print and
other archives avalable for redricted use within specific communities such as
universities and scholarly societies

Organisationd and persona records of activity, transactions, correspondence, etc. A
very large pat of the world's busness and government records now exist in eectronic
record keeping sysems. Email, messages to discusson lists and bulletin boards, web
diaries, ‘blogs and ‘cams — dynamic, informa interactions enabled by digitd
technology - may aso include important digital records amongst atidal wave of deta

Datasets collected to record and anadyse scientific, geospatial, spatia, sociologicd,
demographic, educationa, hedth, environmenta and other phenomena

Learning objects usad in technol ogy-assisted education
Software tools such as databases, models, smulations, and software applications

Unique unpublished materids that may include research reports, ord history and
folklore recordings

Electronic ‘manuscripts such as drafts of works and persona correspondence

Entertainment products from the film, music, broadcagting and games industries, both
commercid and non-commercia

Digitaly generated artworks and documentary photographs

Digitd copies of images, sound, text and three-dimensiond objects from non-digita
originds

Many of these materids exig only in a digitd form (even if caried on a physcd carier of
some kind). With no equivdent non-digita verson, their content is especidly vulnerable to
the influences that threaten digital materials.

There are dso regpidly growing collections of digita copies. Having origindly been generated
from non-digita sources, these might appear to be less vulnerable, but many of them are the
only surviving verson of originals that have since been damaged, lost or digpersed.

6.5 Digital continuity

Continuity of the digitd heritage is profoundly important. Increesngly this is a heritage tha
documents the actions of governments, the results of scientific research, the debate of idess,
the aspirations and imagination of communities, the histories of the current and coming world.

If these ae not to be lost or digorted, continuity is required: continuity of production,
continuity of survivd, and continuity of access. This must be achieved in the face of many
thrests:

The cariers used to dtore these digitdl materids are usudly ungtable and deteriorate
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within afew years or decades at most

Use of digitd materids depends on means of access thet work in paticular ways.
often complex combinations of tools including hardware and software, which typicaly
become obsolete within a few years and are replaced with new tools that work
differently

Materids may be lost in the event of disasters such as fire, flood, equipment fallure, or
virus or direct attack that disables stored data and operating systems

Access barriers such as password protection, encryption, security devices, or hard-
coded access paths may prevent ongoing access beyond the very limited circumstances
for which they were designed

The vaue of the materia may not be recognised beforeit islost or changed
No one may take responghility for the materia even though its valueis recognised
Thaose taking respong bility may not have adequete knowledge or facilities

There may be insufficient resources available to sustain preservetion action over the
required period

It may not be possible to negotiate legd permissions needed for preservation

There may not be the time or sills avalable to respond quickly enough to a sudden
and large change in technology

The digital materids may be well protected but so poorly identified and described that
potentia users cannot find them

S0 much contextud information may be log tha the materids thenmsdves are
unintelligible or not trusted even when they can be accessed

Criticd aspects of functiondity, such as formatting of documents or the rules by
which databases operate, may not be recognised and may be discarded or damaged in
preservation processing.

The geps taken to maintain continuity in the face of these and other thregts have come to be
cdled digital preservation — a new form of preservation specificdly concerned with digitd
heritage materids.

SPECIAL CONSIDERATIONS

6.6  Thedability of the Internet asa specificrisk scenario

The Internet is an interesting scenario in which many of these thrests are played out. In
asessing the risks associated with the Internet, it is necessary to distinguish between two
overlgpping but different concerns.

One concern is to look a the Internet as a whole. There is no centra agency that can decide
what happens to materid made avallable through the Internet. Typicdly, users connect with a
kaeidoscope of information for which no sngle creator, publisher, or any other agency is
reponsble. Is this smorgasbord of information, and the experience of using it, to be lost
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because it is no one' s responsbility?

A different viewpoint isto look at individual resources published through the Internet. These
may also be quite unstable, but their instability reflects the decisions and actions of their
ownersin deleting, changing, moving, or renaming them. The loss of materialsin this
environment is attributable to how they are managed at a local level, exposed to many of the
same threats that other kinds of digital materials experience.

While it is largely beyond the power of Internet users to control whether information remains
avalable, it is very much within the power of those owning and managing digital objects and
stes. If they are committed to maintaining access, it is generally within their power to do so.

However, the Internet does present some specid risks. For example:

There is a drong novety factor, so some publishers choose to change things
frequently — sometimes the way information looks, sometimes aso the content

Many Internet resources are a virtua composite drawn from a number of sources,
which may not be stored together anywhere. Changes in one part may destroy the
whole

The sense of globa access may lead some information managers to assume they will
be able to rebuild therr information if it is logt, ignoring the fact that ther information
exigs on a locd sysem and is vulnerable to damage or loss associated with that
sysem. There is a danger that information manegers may fal to teke the normd
backup and security measures that they would automéicdly teke in a stand-done
system

It is possble to publish digitd materids on the Internet quite easly and chegply, so
many ‘publishers have no plans for maintaining their publications or the means to do
s0: their works are truly ephemerdl.

CASE STUDIES

(These fictiondised case studies have been chosen to illudrate just a few examples of digitd
heritage materia — not necessarily to endorse the way they are managed.)

A government department has recently issued persona computers to al staff so they
can produce ther own letters, interna memos, reports, and send messages by email.
The department issues a directive that dl find documents and important drafts, as well
as busness emalls, mus be filed for long-term retention. (They are part of the digita
heritage.) However, persona emails and rough drafts do not need to be kept.

An isolated rurd community has long been concerned that its traditional cohesion is
being logt adong with respect for its way of life. Community elders decide to record
everything they can about the community’s traditions, and use a computer network to
record and share it. This becomes a focus d renewed interest and pride in community
life among dmogt al members of the community, and a source of shared income as
sdected aspects of the database are made avalable to authorised outsiders. The
community agrees that the growing database must be kept, and should be managed by
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the community.

A recording sudio has been making digita recordings for the past 10 years. The
masters are stored on a variety of tapes and CDs that are sometimes used to put
together new products for local record companies, but modly just left in Sorage.
Every 12 months the manager sorts through and throws out any old tapes that don't
look interesting or sound like they are on the way out.

A universty teacher sats up a webste to encourage discusson within her discipline.
While she regularly goes to conferences and publishes papers in scholarly journds,
she finds the best debate in her field happens on her web diary attached to her web
gte. She worries that it will be lost without trace, and that future Students and
researchers will have no idea how certain concepts were first discussed.

A research inditute studies the water flows and flood levels in a mgor river system,
recording comprehensve data over many decades and usng various computer
amulations to modd the effects of different ranfdl events in catchment areas. As land
use patterns change, they notice changesin their data

REFERENCES - wheretolook for moreinformation

Crossreferences
Threats see Risk management, chapter 10
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Chapter 7. Under standing digital preservation

INTRODUCTION

71 Ams

The purpose of this chapter is to help those who may be responsble for preserving digita
heritage  materids underdand the basc nature, objectives and draegies of digitd
presarvation. These are important understandings for managers as wdl as those desgning and
implementing programmes.

7.2 In a nutshdl

Digital preservation consgs of the processes amed a ensuring the continued accessibility of
digitd materids. To do this involves finding ways to re-present wha was originaly presented
to users by a combination of software and hardware tools acting on data. To achieve this
requires digitd objects to be understood and managed a four levels as physicad phenomeng;
as logicd encodings, as conceptud objects that have meaning to humans and as sets of
essentid dements that must be preserved in order to offer future users the essence of the
object.

MANAGEMENT PERSPECTIVE

7.3  Digital preservation

Digital preservaion can be seen as dl those processes amed a ensuring the continuity of
digital heritage materids for aslong asthey are needed.

The mogt ggnificant thrests to digital continuity concern loss of the means of access Digitd
materials cannot be said to be preserved if the means of access have been lost and access
becomes impossble. The purpose of presarving digitd materids is to mantan accesshility:
the ability to access their essentid, authentic message or purpose.

74  A'performance approach to digital preservation

There is an underlying smilarity in the way digita objects are accessed in the present, and
how they will be accessed in any future use. In both cases, access can be seen as a
performance. !

Digitd objects are made accessible by applying software and tardware tools to data in order
to create a presentation or performance that has meaning to a user. It may be the presentation

! This concept is well discussed in Heslop H, Davis S (2002) (unpublished). An Approach to the Preservation of
Digital Records National Archives of Australia, Canberra




of a word processing document, or a piece of recorded audio, or a Web page, or results from a
database query, or any other kind of digital object depending on the way the data is encoded
and on the actions the tools are programmed to perform. We expect that if we apply the same
tools to the same data we will get arepeat performance each time.

Digitd preservation mugt work in the same way, somehow re-presenting what are judged to
be the essential elements of the origina performance when required at some later time.

Conceptuadised in this way, digitd preservation can be seen as draghtforward. Indeed,
copying data from carrier to carier, and providing the right tools to recreate the intended
performance will preserve continuity of access to most digital objects.

However, this ample model encompasses great complexities: it may be hard to define the
performance that must be re-presented; it is usudly difficult to work out what tools are needed
once the origind ones have been log; the tools themsdves typicdly rely on other tools that
dso may have been superseded; and it may be difficult to find tools that will creste the
required performance in a reliable, cost-effective and timely way, especidly in the context of
many thousands, millions or more of digita objects.

Despite such underlying complexities, the performance modd heps in recognisng what
digita preservation programmes must am for: the best means of re-presenting what users
needs to access.

75  Underganding the materials being preserved
Preservation programmes must ded with digital objectsin four guises:

As physical objects, condging of ‘inscriptions (usualy binary dates of ‘onness or
‘off-ness’) on carier media such as computer disks or tapes. (Despite the impression
of that they exig in ‘cyberspace’, even online resources mugt exist on physica carriers
somewhere)

As logical objects consding of computer readable code, whose exisence a any
paticular time depends on the physcad inscriptions but is not tied to any particular
carier

As conceptual objects that have meaning to humans, unlike the logicd or physcd

objects that encode them a any paticular time (This is recognissble as the
performance presented to a user)

As bundles of essential elements that embody the message, purpose, or features for
which the materid was chosen for preservation.

This multi-layered nature of digitd objects has profound implications for digital preservation.
Preservation means different things for each layer.

Preservation programmes for non-digital heritage have traditiondly worried about preserving
the physical object as the embodiment of the object's meaning. However, individua physca
manifestations of a digita object are dmost inevitably lost, one after another, because the

2 This concept is adapted from Thibodeau K (2002).
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media used for physcd Sorage are typicaly undable and lidble to short-term deterioration.
Preservation requires a succession of data transfers from one physica carrier to another.

Despite this shift in focus from the physca object to a conceptua object inherent in digita
preservetion, it must never be forgotten that digita objects cannot survive without some kind
of gppropriate physica form.

The logicd encoding normaly has a much longer life than any particular physica inscription,
but it is by no means sacrosanct. As the layers of technology used for access — hardware such
as computer processors, disk drives and periphera equipment, and many layers of software
such as operating systems, specific applications, and presentation tools - become obsolete, it
may be necessary to change the logicd encoding so that it can present the same conceptud
object using different technology.

The conceptud object is the ultimate focus of preservation concern; as noted above, it is a
thislevel that digita objects convey meaning to human users.

However, for most digitd objects there is a further layer that must be consdered. Many
objects consst of severd dements, some of which are more important than others in carrying
the object's essentid message. Preservation programmes have to decide which sub-set of
elements should be preserved for re-presentation to users.

76  Srategiesfor preserving digital materials

Digitd presarvation involves choosng and implementing an evolving range of drategies to
achieve the kind of accessbility discussed above, addressing the preservation needs of the
different layers of digita objects. The Strategies include;

Working with producers (creators and distributors) to apply standards that will prolong
the effective life of the avallable means of access and reduce the range of unknown
problems that must be managed

Recognisng that it is not practicd to try to preserve everything, sdecting what
materia should be preserved

Pacing the materid in a safe place

Contralling materid, usng dtructured metadata and other documentation to facilitate
access and to support al preservation process

Protecting the integrity and identity of data
Choosing appropriate means of providing access in the face of technological change

Managing preservation programmes to achieve ther gods in cod-effective, timdy,
holigtic, proactive and accountable ways.

REFERENCES — wheretolook for moreinformation
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Some issues and concepts in this chapter are discussed further elsewhere in these Guidelines:
Essential elements see chapters 12 and 17
Strategies for preservation see appropriate chaptersin section 3

Offsite references (dl links viewed March 2003)

Hedop H., Davis S. (2002) (unpublished). An Approach to the Preservation of Digital
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Chapter 8. Under standing digital preservation
programmes

INTRODUCTION

81 Ams

In this chapter the reader will find high-levd information on the responghilities, functions
and characterigics of comprenensve and reliable digitd preservation programmes. This
information isimportant for managers as well as those designing programmes.

82 In anutshdl

Preservation programmes have certain responshilities and functions that have been defined,
a least a a conceptud level. Comprehensive programmes must take control of appropriate
digital materids and ensure they remain understandable and ussble as authentic copies. This
generdly involves taking the materids, properly prepared, dong with associated
documentation or metadata, into an archiva digitd storage system of some kind, where they
can be managed to ded with the thrests of data loss an technological change. The
characterigtics or dtributes of programmes that can be relied upon to ddiver ongoing digita
presarvation have dso been described, in terms of respongbility, viability, sustaingbility,
technica suitability, security, and accountability.

MANAGEMENT PERSPECTIVE

83  Someconcepts
8.3.1 Preservation programmes

In these Guiddlines, the sets of arrangements put in place to give effect to digitd preservation
are caled preservation programmes. This is a broad concept that includes policy as well as
practical aspects of implementation.

8.3.2 Safeplaces

These Guiddines assume that digitd heritage materidds must be moved from an operating
environment to a safe place or archive where they can be protected from the influences that
threaten them a the physca and logicd levels, and where they can be managed for ongoing
accessbility.

(There is a counter argument that says digitd materids ae much more likey to survive if
they reman in frequent use, because someone will then maeke the effort to keep them
accessble. Materid in a ‘dead’ archive is more likey to be neglected and to miss out on
required preservation action until it is too late. This argument points to two important truths:
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preservation action should not be neglected; and materid that is in demand is more likely to
aurvive than materid that is not used. However, this argument cahnot be sustained for
heritage materials, which must be preserved even though they will often receive low leves of
use. Whether materid is frequently used or not, there must be a copy that is stored and
managed securdy if it is to survive, even if this involves creding a safe place within a
working environment.)

8.3.3 Information packages

Digitd information objects are generdly not understandable or re-presentable by themsdves
users need help to use them. Presarvation depends on maintaining digital objects and any
information and tools that would be needed in order to access and understand them. Together,
these can be conddered to form an information package that must be managed either as a
sngle object or as a virtud package (with the object and associated information tools linked
but stored separatdly).

84  Responsibilities of comprehensve preservation programmes

Preservation programmes that am to be comprehensive are responsible for:
Negotiating for and accepting appropriate digital materials from producers
Controlling the materia sufficiently to support its long term preservation

Working out for whom the materid is being kept and who will need to be adle to
understand it

Ensuring that the materid will reman understandable to this defined community of
expected users

Ensuring that the materia is protected agang dl likdy threats, and enabling the
materid to be accessed and its authenticity trusted

Making the preserved materid available to the desgnated community of users as
appropriate
Advocating good practice in the crestion of digital resources.

85  Functionsof comprehendve preservation programmes

To fulfil these responghilities, preservation programmes that seek to be comprehensve must
cary out the following functions:

8.5.1 Creating or finding a safe place

Preservation programmes mugt idertify a safe place where digita materids can be stored and
managed. Because the concept of the preservation programme dlows for distributed
arrangements and shared responsihilities, it is quite concelvable that while some programmes
will creste ther own repostories, others may decide to look for a suitable ‘safe place
operated and managed by someone ese. By definition, a decison to manage heritage
materids through someone ese's repostory does not obviate the ultimate responsbility of the
preservation programme concerned.
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These Guiddines, induding the notes on functions below and the notes on protecting data in
Chapter 16, can be used to suggest the criteria by which potentid ‘safe places may be
identified and assessed.

852 Ingest

The processes of recaving, preparing and trandering digitdl materids into the archiva
system are usudly referred to asingest.

Preparing materid for entry into the archival information system is critical to the way the
whole sysgem is managed. It involves a number of important steps that may determine how
eagy or difficult it is to mantain the archived information packages in the sysem. These seps
include:

Applying collection policies and sdection criteria to assess whether materid is in
scope so that it can be sought, or accepted if submitted

Clarifying or negotiating rights issues with rights owners

Checking the qudity of the submitted information package, including its
completeness, the functionality of its component parts, its authenticity, and whether it
contains unwanted materid such as viruses

Labelling the materid with unique identifiers
Assessing the dements that must be maintained, and assigning preservation objectives
Setting retention and review periods for the materid, if appropriate

Checking and if necessary upgrading the documentation that describes the materid,
including the technica and preservation metadata

Assesang the file format(s) and deciding if they need to be changed to comply with

the Programme's policy on what formats it will manage (which may be redrictive or
unrestricted)

If necessary, changing the file formats to comply with the policy
Adjusting the documentation to reflect any changes.

Once the digitd object and its metadata have been prepared and associated with each other to
form an information package, they are saved to the archiva storage system.

8.5.3 Archival storage

A presarvation programme must provide archival storage that maintains, protects and verifies
the integrity of the stored information packages, both the digita object and the metadata,
whether stored as a Single data stream or as separate but linked data streams.

To achieve this the storage function must include practices that protect the data stream from
unintended change, damage or loss this will usudly require regular copying of the data
dream to fresh media, and when necessary copying to new media types. Storage practices
must aso include checking that the data Stream has not been corrupted;, system security;
backup regimes that place copies at remote sStes, and disaster recovery plans that address
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contingencies such as complete loss of the system’ s operating infrastructure.

Obvioudy, this requires technica capabilities to provide a suitably secure and reliable storage
sarvice. Such a capability can be achieved with modest equipment so long as the equipment
and the whole system are well managed. The more materid there is, and the more diverse and
complex it is, the more sophisticated the storage system needs to be.

8.5.4 Preservation planning

For most digitd materids, presarving accessbility requires more than the data protection
offered in the Archivd Storage function. Only materiad being kept for very short periods
could be stored without further attention to the means of providing access.

The purpose of the Preservation Planning function is to monitor thrests to accessbility, and to
specify action to pre-empt or respond to them.

The rdevant threats mosly relate to changes in the technology that underlies access, so this
function looks for such changes and takes action to maintan accesshility despite these
changes. Frequently, the action will involve changing the information package trangforming
the digitd object itsdf to a different coding (as happens in migraion), or changing the
metadata that describes the means of access and links to current access tools.

8.5.5 Data management

Managing information packages in the archive generates its own data about what materid is
stored, what can be accessed, and about the management of the archive. This data must be
managed to support use of the archive, and to support its effective administration.

85.6 Access

This function provides a user interface to the archive, dlowing users to discover what is held,
to request materid and if appropriate to receive copies.

For many archives, access will be subject to redtrictions for some or al potentid users. The
Access function may well require mechanisms to control access.

8.5.7 Liaison and advocacy

The presarvation programme mugt find ways to advocate good practices among producers,
amed a fadilitating preservation of the materid for which the programme will be responsble.
There is dso a need to understand who the likey users of the materid will be, so that
preservation and access arrangements can be tailored to their needs and expectations.

8.5.8 Management, administration and support functions

The overdl operation of the programme must be managed. In part this responshbility involves
the development of policy frameworks and standards covering dl areas of operations, in part
it involves the ongoing supply of gppropriate resources and infragtructure including suiteble
technicd sysems, and in part management processes such as monitoring and reporting on the
programme’ s operations.
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[The responghilities and functions st out above (in smplified and dightly modified form),
ae decribed in much greater depth and detall in the Reference Modd for Open Archivd
Information Systems (OAIS), released in 2002 as a draft internationa standard by the
International  Standards Organisation. The OAIS Reference Modd is the most successful
atempt to define both a conceptua modd for managing digital materids of enduring vaue,
and avocabulary with which to discussiit.

Anyone contemplating a responshility for managing digitd materids should seek to
undergtand the concepts articulated in the Reference Modd itself.

The Reference Modd is a high level conceptud framework that can be used as a reference
point for those desgning, usng and evaduating red implementations. It is important to redise
that it is not an implementation specification: it does not provide a s&t of ingructions on how
to presrve digitd information. Its vaue lies in explaning what is required & a highly
conceptua level, regardless of the means chosen to achieveit]

86  Characterigicsof reiable preservation programmes

The rdiability and trustworthiness of digita preservation programmes ae very important
issues to many stakeholders. Producers, users, investors and the broad community have a
drong interest in ensuring that digitd heritage materids are managed by arangements that
can be trusted. Those potentidly responsble for the programmes dso have an interest in

assessing what they can offer and the risks of accepting respongibility.

Preservation programmes offering long-term reiability are expected to have the following
characteristics:

Responghility: a fundamental commitment to presarvation of the digitd materids in
guestion

Organisationd viability, including the prospect of an ongoing mandate a legd datus
as an organisation that would support an ongoing preservation role and a
demondtrated ability to put together the resources, infrastructure and work teams that
could manage the complexity of digital preservation

Financid sudtainability: a likey prospect of the organisation being able to continue to
provide the required resources well into the future, with a sustainable busness mode
to support its digital preservation mandate

Technologicd and procedurad  suitability: the use of gpproprigte systems and
procedures to do what is required to manage and preserve digita resources

System security of avery high order

Procedurd accountability, with clear dlocation of respongbilities and mechanisms for
reporting and assessing performance.

Arrangements that are able to demondrate these attributes should be trustworthy.
Development of trust may be a matter of demondrating these characteristics over time. In the
long term, certification programmes will probably be needed but a the time of writing no
certification programmes for digita preservation arrangements have appeared. It remans very
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much the respongbility of those proposing digitd preservation programmes to show why ther
arangements should be trusted, and very much the responghility of other stakeholders to
determine that any arrangements on offer can provide an acceptable leve of rdiability.

REFERENCES - wheretolook for moreinformation

Crossreferences
Ingest also see Taking control: chapter 14
Archival storage also see Protecting data: chapter 16
Preservation planning aso see Maintaining accessibility: chapter 17

Comprehensive and reliable preservation programmes are contrasted with other possibilities
in Taking responsbility: chapter 9

Offsitereferences

Consultative Committee for Space Data Systems (2002). Reference Model for an Open
Archival Information System (OAIS). CCSDS 650.0-B-1. Blue Book. Issue 1. January 2002.
Washington D.C., CCSDS Secretariat, 2002.

http://wwweclass c.cesds.org/documents/pdf/ CCSD S 650.0-B-1.pdf

Research Libraries Group (RLG), (2002), Trusted Digital Repositories: Attributes and
Responsibilities - An RLG/OCLC Report. Mountain View, Caifornia, 2002.
http://www.rlg.org/longterm/repositories.pdf



http://wwwclassic.ccsds.org/documents/pdf/CCSDS-650.0-B-1.pdf
http://www.rlg.org/longterm/repositories.pdf

Chapter 9.  Accepting responsibility

INTRODUCTION

91 Ams

The purpose of this chapter is to hep programme managers decide on the preservation
respongibilities they will accept.

9.2 In anutshdl

Digitd preservation will only hgppen if organisstions and individuds accept responsbility for
it. Accepting responshility includes putting arangements in place to teke the kind of
preservation steps outlined in these Guiddines, and appropriate emerging processes as they
become avalable While comprehensve and fully reliable preservation arangements are
necessxy, in many ingances they may be currently unobtainable, and more limited,
respongble programmes may offer valuable contributions.

MANAGEMENT PERSPECTIVE

9.3  Deciding on a preservation regpongbility

Responshility is a crucid issue in the presarvation of digital heritage. The darting point for
action is a decision about respongbility.

Because the cost implications for an organisaion can be dgnificant, and because the
requirements may be complex and uncertain, it is no smal thing to accept a respongble role,
The responghilities and functions of comprehensve programmes, and the characterigtics of
reliable programmes, as described in the previous chapter, are not undertaken lightly. They
imply investment of resources, energy and vison.

On the other hand, the problem is pressing: large pats of the digitd heritage will be logt
within ashort time unless organisations and individuas agree to take action.

The approach suggested by these Guiddines is for interested organisations to bresk ther
respongbility decisons into two sets of consderations:

Whether there is a basis for accepting respongibility

If s0, what kind of responsibility should be accepted?
In dl cases, the qudity of the decisions will be influenced by knowledge and insght about the

materials being consdered, the tasks that will be required, the expectations of stakeholders,
and the resources that may be available.




9.3.1 Consideration one: Isthere abasisfor accepting a preservation responsibility?
Table 9-1 presents a series of questions that may help as a garting point in consdering this

decison.

Key decision:

Whether there is abasis for accepting a preservation responsibility

Key guestions:

Contributing guestions:

Such as;

1. Does the business of the
organisation imply an existing
or potential preservation
obligation for any kinds of
digital heritage materials? (Is
the organisation required to take
responsibility?)

Are there any existing legal
requirements?

- legal deposit or other

statutory obligation
- organisational rules

- contractual obligations

Do current obligations imply a

- responsibility for paralel

possible extension to digita material
materials? . .
- serving paralel  client
(eg A deposit library lacking needs
legislation for digital materials)
Has the organisation accepted a | -  donated data
custodia role for digita .
materidls  with an  implied | data stored for depositors
preservation expectation? - data transferred  from
another preservation
Programme
2. Does the organisation have an | Does it have a ‘natural interest’ | -  for users
interest in  accepting a| in identifying materials and | -  for futureresearch
preservation responsibility? | keeping them accessible? - forre-use
(Doesit want to have arole?) - for community pride
- for profit

Does it have an indirect interest
based on a valued relationship
with aparticular community?

- theproducer community

- other stakeholders

3. Does the organisation have,

Does it have what will be

- commitment and vision

or could it acquire, the capacity | required to fulfil al - resources
to take on a preservation | responsibility? - knowledge and skills
responsibility? - contacts
- credibility
4. Is this really someone else's | Is there someone else with this | Someone

responsibility?

responsibility aready, or who
could takeit on?

- who already doesit

- who is aready required to
doit

- with a natural interest in
doing it

- with the capacity to do it

Table9-1 Considerationsin deciding if a preservation responsibility exists




9.3.2 Consideration two: What kind of responsibility should be accepted?

These Guiddines strongly recommend that preservation programmes should seek to comply
with the criteria for comprehensveness and rdidbility described in chepter 8. These ae
important benchmarks for al programmes.

However, many organisations may decide that they have a preservation responsbility but find
they are unable to comply with these criteria, and ask whether there is a place for more
modest preservation programmes. Are there no dternatives other than action for those who
can comply and inaction for those who cannot?

In many environments, there may be no one who can offer a full and reliable preservation
respongbility. The only chance of survivd for some digitd heritage may depend on someone
taking limited, unrdiable but informed action while they can. This may buy a least enough
time for more reliable arrangements to be put in place.

Even where comprehensve and rdiadble progranmes ae avalable, there may 4ill be an
important role for programmes that can take responshility for some processes dthough they
are unable to take responghility for al processes. In fact, most large preservation programmes
may only be sudanable if they can find patners who ae willing and able to contribute a
limited but complementary role.

As wdl as the degree of comprehensveness and rdiability they can offer, preservaion
programmes can aso be distinguished by the range of materids they seek to preserve, and by
the length of time their responghility extends. There is definitdly a role for programmes that
can offer comprehensve and rdigble preservation for quite restricted ranges of materia, over
quite limited periods of time.

This is mogt important, as the often-repeated clam that digita preservaion involves very
long-term commitment may well act as a barier to preservation by discouraging agencies that
are well placed to take short-term action when it is needed. With good successon planning,
agencies that are able to play an effective but time-limited role can assgt the smdler number
of agenciesthat are able to commit to redly long-term, sustained custody.

Table 9-2 suggests a range of levels of responshility againgt four key continuums. the scope
of materid preserved; the time frame for which responshility is accepted; the extent of core
functions and respongbilities undertaken; and the presence of rdiability characterigtics.

Communities concerned with digitd  preservation may need to develop ther own
respongbility levels and criteriafor programmes entrusted with their heritage.

Organisations accepting a preservation responghility, and ther sakeholders, may find it
helpful to chart their level of accepted responsbility on such continuums.

Any proposds to take preservation responghility should be informed and well consdered,
based on a clear view of what must be achieved — even if it is not completdy dear how dl
obgtacles will be overcome or al chalenges met.
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Restricted Selective Broad
1. Scope of | Programme Programme Programme
material | very restricted wide range,
comprehensively
collected
Initial Long-term
2. Scope of | Programme Caretaker Programme Programme
time | only until only until  foralimited “forever”
technology use number of
changes ceases years
Comprehensive
3. Scopeof | Partial, non-compr ehensive Programme Programme
functions and | restricted comprehensive
responsibilities | functions functions
Fully reliable
4. Level of Non-reliable Programme Programme
reliability | limited all
characteristics characteristics of
of reliability reliability

Table 9-2 Levels of responsibility — some possible continuums

94  Planningfor long-term preservation

All programmes, but especidly those unable to offer rdidble long-term commitments, must
seek to put | place some kind of fail-safe mechanism. The purpose of such arrangements is to
provide a good prospect of preservation continuing beyond their own involvement, should
that become necessary.

Fal-safe arrangements extend aong a continuum, from a commitment to find someone ese to
take over responshility before discarding digitd maerids, through to legdly mandated
arrangements for one agency to take over the management of data held by another agency if it
falsto meet its preservation responsibilities.

Responshility for initiating ard mantaining successon plans obvioudy lies with whomever
is managing the materid, but there may be other players who should accept some
responsbility. Agencies that believe they will be asked to pick up the preservation task, and
those that wish to see the materials remain accessble, dso have an interest and may need to
take an active role in initiating negotiations with the current custodians.
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95  Somepragmatic respongbility principles

In facing the daunting chdlenges of presarvation responshility, it may help to consder some
pragmeatic principles:

Someone has to take responghility: if no one does the chances of any particular
materias surviving are very smal

Everyone does not have to do everything: responghility can be shared. As these
guiddines indicate, there are more than enough responshilities for one preservation
Programme. Many tasks, such as deciding what should be preserved, are best managed
in patnership with others. If there is no one suitable to share responshilities,
preservation programmes should make redidic judgments about the responsbilities
they can carry done

Everything does not have to be done a once developing dl the components of a
large-scale, comprehensive preservation programme takes time. It is good to approach
the task with a sense of urgency, but it may adso be necessary to look for ways of
buying time. This might require prioritisng the issues that need to be addressed, or the
materia that needs atention. It may involve looking for easly managed materids
(‘low hanging fruit'). Some problems must be addressed without ddlay; some can be
addressed in stages; and some can wait

Responshility does not have to be forever: there is definitdly a place for time-limited
contributions to an overdl preservation progranme, 0 long as the time limits ae
explicitly understood

Limited responghility should not mean causng harm: presarvation programmes may
need to take steps before al problems are solved and dl techniques settled, but they
must aso try to minimise the harm of making later preservation efforts more difficult

Someone must teke a leading role even when respongbility is shared, progress
usualy depends on &t least one partner accepting the respongbility to lead.

9.6  Who might takeresponghility

Who might take respongbility for establishing and managing presarvation programmes for
digitd heritage materias? Posshilities include extenson of the role of edstablished ‘memory’
inditutions such as libraries, archives and museums, or esablisment of a new kind of
inditution focused soledly on presarving digitd materids, the extenson of a preservetion role
to a range of other potentid ‘keepers dready involved in managing digital materids, or some
combination of these.

9.6.1 Therole of established heritage institutions

In early discussion of how digitd materias would be preserved, it was frequently claimed that
digita technology changed the picture entirdy: exiging inditutions would find they had no
role in managing digitl meterials.

It is gill much too early to judge whether the predicted demise of traditiond culturd and
information ingtitutions will be redised, but experience suggests the obituaries are premature.
When one looks for agencies that might offer wha is required, inditutions that areedy
manage non-digital heritage materias gppear to have many advantages. Many of them offer:
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Expertise in recognising important heritage materias
Experience in working with user communities
Experience in working with rights owners

Expertise and internationd networks dedicated to organisng and describing heritage
materias so they can be found and understood

Commitment to their long term preservation

At least some relevant expertise and infragructure that might be brought to bear on
digital asset management, and

At least some progpect of an ongoing mandate from thelr communities to manage and
preserve digita heritage.

To this promisng foundation, some inditutions have been ale to add a leadership role in
looking for practical ways of preserving digitd heritage.

This does not necessarily mean that al inditutions with a traditiond heritage role should try
to become digitd heritage managers in some cases the resources and expertise required are
jus not avalable while in others ther exiging role is so important and so demanding that
they should not sacrifice what is dready in their care, for the sake of what may be much less
important digital materid.

It dso does not mean tha exiding heritage inditutions are the only organisations that need to
manage digitd heritage materids.

But it does suggest that exiding heritage inditutions are good crydalisation points around
which digitd heritage preservation programmes can grow. Such inditutions should not
disregad the exiging drengths that they bring to the management of digitd heritage
materids, often in patnership with others who can bring a range of new skills and
understandings.

Among exiding heritage inditutions, nationd libraries, nationd archival agencies and other
lead inditutions in various sectors may have a paticulaly important role in initiating
preservation programmes. This has dready emerged in many countries.

9.6.2 Therolesof new kinds of digital preservation agencies

Some people believe that new inditutions will be needed to take on the task of preserving
digitd heritage. Presumably these agencies would offer specidist expetise and facilities
dedicated to digita materids, and possbly dedicated to preservation rather than a wider range
of functions which exiding collecting inditutions peform, like aranging and interpreting
materids and promoting ther use.

Many data archives fit into such a fied dready, as they exig soldy to manage and preserve
digtd materids. They often have the paradoxicd advantages of being able to focus on a
limited range of materiads and management tasks, while being able to offer services to a wider
range of data-producing communities.
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9.6.3 Therolesof other trusted keepers

Who dse might take on the role of trusted keepers? Just as it is too early to judge the long-
term role of libraries, archives and museums, it is too ealy to atempt a definitive lig of
others who may play an important role. However, some possibilities are dready obvious

9.7

Univergties and other indtitutes of ressarch and learning have a naturd interest in
ensuring ongoing access to certain kinds of digital materias, and may have both the
long-term viability and the technicd infrastructure to play a preservation role

Publishers and creators of digitd content have a range of interests in ongoing
management and accesshility. In many cases this extends beyond immediate
commercid condderdions to a longer-term invesment in the exchange of ideas and
the intdlectual and culturd capitd that ongoing accesshility encourages. Some
publishers and creators may be willing and able to provide the infrastructure needed to
maintain digita heritage maerids in which they have an interest.

Dedaring responsbility

When presarvation programmes have decided what kind of respongbility they will teke, it is
very important that they declare their intentions. This makes it eeser for others to work with
them, reduces the likelihood of effort being unnecessarily duplicated, and provides a clearer
picture of what materid islikely to survive and what is not.

Explicit daements of responghility mus adso be redidic: overly optimidic dams may
suggest a level of preservation security that does not exist, and other programmes may not be
ale to gep in a the laa moment to save maerid they thought was someone dse's

respongbility.

REFERENCES - wheretolook for moreinformation

Cross references

Comprehensive and reliable preservation programmes also see Understanding digita
preservation programmes. chapter 8

Rights issues in accepting responsibility also see Managing rights. chapter 15
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Chapter 10. M anaging digital preservation programmes

INTRODUCTION

101  Aims

The purpose of this chapter is to suggest some key areas of management attention for

preservation programmes. Experienced managers will find much of this discusson is adready
familiar.

10.2 Inanutshdl

Preservation programmes require good management, often drawing on generic management
ills such as taloring programmes to the priorities and circumdtances of the case, and
making the right decisons a the right time. Digitd preservation programmes present some
paticular management issues associaed with ther devdoping naure, the range of
stakeholders, and the long-term impacts of current decisions.

MANAGEMENT PERSPECTIVE

10.3 Thenead to manage

Like dl programmes, preservation programmes need to be managed in a coherent way.
Digita preservation management should not be seen as a mysterious art: it draws on good
generd management <kills, dlied with enough subject knowledge and undersanding of
technica issues to see redlidic posshilities and to make good decisons. The discusson that
follows focuses on those issues specificaly relevant to digita preservation.

104  What programme management mug deal with

10.4.1 Decisions

Good management often comes down to knowing wha decisons have to be made and
making them &t the right time. The important decisons do not have to be made dl a once, but
eventudly they will be required on issuesincluding:

Whether to get involved in presarving digitd materids at dl
The misson of the programme

The scope of involvement: what kind of materids should be included, how big the
programme should be, whether the programme will am to be comprehensive and
reliable or something more modest
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Where to obtain the services the programme will need

What resources will be made available and how the programme will be sustained
What organisationa structures are required to support the programme

Whom the programme will work with

What issues should be given priority attention

How accessibility will be maintained

What succession arrangements should be put in place as afail-safe mechaniam.

10.4.2 Risks and risk management

Preservation programmes must seek to understand and respond to thrests that would
jeopardise ongoing accesshility and other aspects of the programmés misson. A risk
management approach provides an gppropriate basis for deciding what risks warrant attention,
and for planning action that will lower the leve of risk.

There are many suitable risk management models available. A reasonably smple but effective
oneissuggested in Table 10-1.

Risk anadlyss, even undertaken informaly, helpsin a number of ways

Recognisng:

- The most pressing threats (such as web publications disgppearing; media failure of
magnetic carriers, impending replacement of equipment or software; a change in
government agency arrangements that will thresten record keeping systems)

- Threats that may not require immediate action (such as the eventud obsolescence
of a gdandardised, ubiquitous file format such as TIFF, the impact of which should
be manageable when a replacement standard appears)

- Threats over which the programme may have no influence (such as the business
imperatives of producers)

- Threats that are so pressng but so intractable that the programme may decide to
withdraw from responghbility (such as a refusd by rights owners to dlow any form
of access or preservation copying at any future time).

Deciding:

Where to alocate resources

What steps to take as apriority

- When action may be needed

What supporting action is needed to address priority risks.

Panning ahead

Judtifying decisons.
Risk assessment is especidly hdpful if it is extended beyond the immediately apparent risks
to include:

The risks associated with the action that is proposed to deal with the threst. For
example, the programme may not have the required skills, resources, permissons, etc.
This in turn might lead to action that is a prerequiste for deding with the priority
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threat

The causes of the origind threat. For example, web publishers may not be aware of
steps they could take;, producers may be using standards incorrectly; or producers may
be a risk of budness falure. This anadyss might lead to action that addresses the
causes, such as education campagns, the development of standards in conjunction
with producers, or development of indicators of impending business falure including
sgns that web dts are not being maintained or persona knowledge that projects are

coming to aclose.

Steps

Worked example

1. Asset identification: identify what needs to be
protected, as specifically as possible

Online publication stored on a web site managed
by someone else

2. Threat identification: identify the threats that
appear to pose a risk to the programme’s
objectives

Access to a particular version of the online
publication will be lost because the owner
overwrites old versions with new versions

3. Probability assessment: estimate the likelihood
of each threat happening

Very likely to happen, based on previous history
of the site

4. Consequence assessment: estimate the likely
impact if the threat did eventuate

Likely to result in complete loss of the old
version, as the owner does not appear to maintain
an archive of overwritten versions

5. Risk level assessment: Calculate the level of
risk by combining the probability and
conseguence

High risk — likely to happen and would result in
complete loss

6. Mitigation: propose action that could reduce the
likelihood or the impact of the threat, or both

Options — contact site owner and suggest owner
makes archived copies; negotiate permission to
take copies now; or to take copies before versions
are overwritten

7. Risk threshold: decide whether the level of risk
is acceptable with or without mitigation action

Material is considered important so level of risk
warrants taking mitigation measures

8. Allocation of ownership: determine who is
responsible for taking action, and any constraints

The owner could be responsible but might not be
willing to take action; programme could take
responsibility but may need permission

9. Priority setting: compare risk levels for
identified threats and decide what risks should be
given priority

High priority compared with other risks

10. Reality checking: decide whether the risk and
priority assessments tally reasonably well with
expectations

No lingering doubts- the analysis ‘ makes sense’

11. Action triggers: decide whether action is
needed immediately; if not, identify some signs
that will indicate when actionis required

Owner approves copying by the preservation
programme immediately before each version is
overwritten, but cannot guarantee a schedule. The
programme decides to contact the owner regularly
for information on planned updates, and will
assess whether this proves to be an adequate
indicator.

Table 10-1 A simple risk management model
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10.4.3 Stakeholder relationships

A broad range of stakeholders have an interest in digitd heritage materids and how they are
managed. They may include those credting or digtributing the materiads, those who need to
use them now or in the future, and those who cite the materids, assuming that they will
reman avalable Some stakeholders may be hidden but play a very influentid role behind the
scenes, such as hardware and software manufacturers, providers of funds, and bodies
authorised to control access to certain materids. Some stakeholders may be of direct interest
to the preservation programme itsdf, such as potentiad collaborative partners, standards
bodies, and researchers developing new digita preservation methods.

Preservation programmes must recognise those who have an interest in their objectives or
who could exet an influence on them. Rik assessment is likdy to indicae which
dekeholders will be most important, as wel as suggesting the kind of rdationship the
programme needs to develop with them. (Some relevant issues are discussed in later chapters
regarding producers, rights owners and other preservation programmes.)

Because the windows of opportunity for preservation are much narrower than for non-digitd
heritage, preservation programmes may have to be much more active in pursuing relaionships
with producers of heritage materids. They may dso have to look for ways of influencing the
‘hidden’ stakeholders whose decisons may have a critical impact.

10.4.4 Sustainability and business models

Reigble preservation programmes must be sustained over long periods, so they require
busness modes that guarantee adequate resources will continue to be avalable
Unfortunately, such guarantees are rare in the red world. Most programmes have to survive
with less certainty.

Esecidly in the initid dages sudandility presents a dilemma programmes must
eventudly have it, but they often cannot tdl what resources will be needed to fulfil ther
responsbilities, nor what resources may become avalable once a successful programme has
been established. Programme manages have the chdlenge of finding long-term business
modds, but they may dso have to find short-term funding arrangements, and recognise the
appropriate time to switch from one to the other. (In fact, some managers may find they can
only build a long-term programme on the back of a series of short-tem  funding
arrangements.)

Some of the business models commonly considered for preservation programmes include:

Generd community funding, often through taxes or the dlocaion of grants from
specia sources such as lottery funds

Funding by a specific community with an interest in the programme, such as a locd
community project, or an industry pesk body levying members

Central funding by a parent organisstion as a norma cost of busness such as a
university library or abusiness archive

Payments by users of the materid
Payments by producers who deposit materid with the programme



Sponsorship or philanthropic assistance
Cross subsidisation by other activities within an organisation

A combination of approaches.

Each of these modds may be more suited or feasble for particular kinds of programmes.
There may aso be other models that can be established to provide sustainability.

105 What programme managersnead to do ther job

10.5.1 Information

Standards and practices in digitd preservation are evolving rapidly (though perhaps not as
rgpidly as they are needed), and programme managers must find ways to keep ther
knowledge up to date.

There are a number of internationd initiatives dedicated to just such a purpose, including the
journds, websites and subject gateways included in the Reading List. Despite some overlap,
these initistives complement each other; they offer excelent ways of keeping abreast of
developments.

There also appears to be an opportunity to explore solidarity reationships between
programmes with different levels of experience and expertise. Most exigting programmes are
willing to share information and idess but often find themsedves overwhemed with requedts.
Forma information sharing arrangements may esse that burden while offering red bendfits to
those developing new programmes.

10.5.2 Corporate support

Digitd presarvation programmes often start as experiments and projects with a speculative
misson and an uncertain future. They can be easly dismissed as important but bothersome
add-ons to aready over-dretched organisations. It often takes some time for a definite set of
workflows to emerge and for the programme to take shape.

Fledgling programmes paticulaly need in-house mentors or sponsors to champion their
cause and spesk for them in corporate forums. They aso need ways of connecting with others
in the organisation, such as management committees, that can keep the programme digned
with corporate directions while dso providing feedback on progress and problems. This
corporate support must take account of the fact that preservation programmes are likely to be
resource intensive and to involve complex technica and organisational issues.

10.5.3 Resource costs

Avallability of resources is dways a critical condraint. It is important to talor the ambitions
of the programme to a reasonably redigtic idea of what can be achieved: it may not be
possible to do everything!

It is difficult to edimate the long-term codts of digital preservation. While unsatisfactory from
a planning point of view, it may be necessary to estimate expected costs over a short- to
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medium-term period, such as five years, and to use the knowledge gained in tha timeframe to
inform more accurate estimates of long-term costs. However, there is dways likdy to be a
problem in edimating the costs of long-term actions that are Hill unclear, such as migration
costs.

Some cogts do become much easier to predict following a few years experience in collecting
materid, preparing it for storage, and protecting it.

Some cost assumptions can be reasonably made:

Development costs are likely to be high, depending on how ambitious the programme
is from the gart. Systems design is a necessary investment in the long run but it can be
adgnificant set up cost

There are obvious recurrent costs associated with daff, accommodation, energy
supplies, network use, telecommunications costs, storage media such as disks and
tapes, and consumables. Although often funded as capitd expenditure, equipment and
software should be seen as recurrent costs because they will have to be replaced on a
regular basis

The gtaff costs of working with producers can be high because of the need to address
new issues with each change in technology. The cods of negotiating rights may vary
depending on the complexity of rights ownership and on whether or not rights need to
be purchased

The cods of identifying and sdecting materids for preservation are likey to be low
per unit, but there may be many units. A non-selective approach may reduce costs,
dthough adding to long-term preservation costs overdl, as more materid must be
stored, processed, preserved and organised for access. Human judgments about
sdection are expensve where labour costs are high; automating decisons may reduce
cogs if the high sat-up cogts can be spread over a large amount of materid, and if it is
feasble to automate what are often complex human judgments

The codts of collecting or trandferring materids are likely to be low per unit but large
programmes may generate dgnificant trandfer costs overdl. This may incorporate high
transmisson costs where automated gethering searches and downloads large amounts
of daa The cost of quality control checking is likdy to be high unless it can be
automated

Converting materid to a redricted range of standard formats may be inexpensive if the
converson is easy, but expendve if individud handcrafting or correction is needed.
However, there may be consderable long-term cost benefits in being able to ded with
aredtricted range of formats

The codts of describing materid and adding metedata are likely to be high because of
the amount of information to be recorded, and the difficulty of finding it in some
cases. Costs could be greetly reduced by producers using more standardised structures
and creating good metadata and documentation themsalves. For heavily standardised
formats such as those widdy used for archival versgons of images and audio, costs will
be reduced by automated gethering of metadata from files and during production
processes

Cogs asociated with storage are theoreticaly low and decreasing, but in totd they
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reflect the amount of data to be stored, which may be large. Estimates of storage and
processng cods should take account of backups and multiple versons of materid.
The cost of regularly copying data to new media is generdly discounted by regular
increases in storage dendities

The cogs of providing means of access — such as andysing data gructures, writing
new code for migration, writing or finding emulators, qudity checking, and s0 on —
may be high or low, depending on how difficult the process turns out to be. For
example, if a converson software tool can be developed that works automaticaly for
millions of amilar files, the unit costs may be extremely low, dthough the totd cost of
computer time could ill be sgnificant. On the other hand, drategies that must be
managed item by item will be very expensve

Computer costs to store and serve large numbers of access copies, or to generate them
on request, should not be ignored. These would generdly not be counted as
preservation costs, but preservation programmes may ill have to bear them as part of
their business function.

10.5.4 Resourceissues
10.5.4.1 Saffing

Staff numbers required will depend on the size and type of progranmme. Where the materid is
very smilar and well organised, and where the preservation tasks are draightforward, it may
be possble to automate most processes and reduce Saffing requirements to a minimum. On
the other hand, where repeated human intervention is needed, the programme will need daff
who are adequately equipped to provide it. It is very hard to automate processes that require
subjective judgments, athough not impossble. Even highly automated programmes, however,
will eventualy need daff to ded with changes in the operating environment and with the need
to replace systems.

Fnding gaff with the right skills is often a chdlenge. There are few training programmes for
‘digitl  conservators or even for digitd collection managers. However, digitd preservetion
draws on a range of exiding skill areas information technology, preservation management,
collection management, and information curatorship. It may wel be possble to identify Saff
with skills in one or more of these areas with a cgpability and interest in extending ther kills.
It may adso be posshle to complement in-house skills with those avalable from suitable
service providers.

Programme managers need to have:

Good problem solving skills, and an ability to ded with complex problems for which
there may be no current long-term answers

A pro-active gpproach that considers short-term, medium-term and long-term issues

Adequate awareness of the relevant technica, preservation, corporate, lega and
political aspects
An ability to think criticaly, but aso to receive new ideas and to adapt to change

Collaborative abilities and in interest in sharing information and looking for ways to
work with others.
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10.5.4.2 Equipment

Preservation programmes require sophigticated systems and tools, dthough smal programmes
deding with largdy un-automated processes and with carriers that can be stored on shelves
may be able to get by usng quite modest computer equipment thet is dready available. Where
sarvices have been contracted from an outsde supplier, the programme itsdf may not need to
provide much of the technologica infrastructure,

The systems and tools likely to be required include those for:
Storing and managing the collection materid
Storing and managing metadata
Managing the transfer of materid to the collection, possbly including gethering
Managing information about rights and managing access in accord with rights

Storing and managing accesshility tools such as origind  software,  plug-ins,
conversion and emulation programmes

Searching by users
Making appropriate copies available for users

Managing many of the processes described in these guiddines, especidly those that
generae management information, copy materid from one place or format to another,
or require automated process checking.

Procurement of appropriste systems is a dggnificant task, requiring specid attention to
specifications and the evduation of options. Some exiging programmes are willing to share
information on the specifications they have used and their experience in procuring suiteble
systems.

10.6 Useful toolsfor preservation programmes
10.6.1 Standards

Standards lie behind amost everything that computers do, so they form a crucid foundation
to the creation and use of digital materids. However, they have not yet been great engblers of
presarvation. They can be expected to make several important contributions if they are well
chosen and well used. Those contributions can be seenin:

The cregtion of digitd materids that should be rdatively draightforward to preserve.
Some file formats (themsdves standardised) have proven to be so widdy useful that
they have been adopted by crestor communities as a best practice, raisng the prospect
that they will continue to be used for a long time. Examples include the Tagged
Interchange File Format (TIFF) for images, and the Structured Generd Markup
Language (SGML) family of formas incduding HTML and XML, for structured
documents

Where such widdy adopted formats are based on open source, nonproprietary
specifications (as is the case with TIFF and SGML), it should be reatively easy to find
or develop tools when they are needed to provide ongoing access across changes in
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technologies

Agreed gpproaches to a number of preservation processes, including the recording of
metadata, migration processes, data protection and item identification. Standards are
dill evolving in these areas

Defining the responghiliies and functions of cetan kinds of preservation
progranmes. The outstanding example of this to date is the Reference Modd for an
Open Archivd Information System (OAIS), accepted by the Internationa Standards
Organisation in 2002.

Standards should not be seen as a preservation panacea. Even where they exid, they are
subject to change, versoning and non-standard use by producers. Many format standards are
in fact proprietary specifications that may not be publicly available, so it may be mpossble to
know whether tools for future access will be available.

While increased dandardisation of processes can only hep preservaion programmes, it is
important not to wat for a dngle 'digital preservation standard’ to emerge before taking
sensible preservation action.

10.6.2 Organisational structures

There are many different modds that have been used as organisationa Structures to manage
digital preservation. Some possihilitiesinclude:

Setting up asingle separate digita preservation unit to look after al aspects
A series of specidigt units looking after different agpects

A matrix of people working in different areas, responsible to an overdl programme
manager

Maingreaming of the work through existing work areas so that it becomes part of the
norma work integrated with other operations

Embedding the programme in a particular existing work area such as IT, preservation,
collection development, or collection management sections.

These different models tend to produce different emphases, reflecting various levels of
comfort with IT tools, collecting objectives, preservation thinking, etc. Any mode can be
made to work effectively, so long as it draws on the perspectives and skills that are needed
and has strong management support.

10.6.3 Preservation policy and planning

Preservation programmes should be guided by a policy framework that says what the
programme is trying to do and how it will try to achieve it. In a fied of such complexity and
evolving underdandings, a policy document needs to provide clear, long-term direction as
well as regularly reviewed guidance.

In implementing policy and developing action plans, it is dmost dways necessary to decide

what issues, actions and materids should be given priority for attention, and to understand
what work is critical before other work can be attempted.
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Some commonly used questions that help in setting prioritiesinclude:

What is mogt important to support or fulfil the responsbility accepted by the
programme (including any legd requirements)?

What ismost at risk?
What materid ismost likely to be in demand but likely to become unusable?
What risks will be easest to do something about?

What action would make life esser if atended to now, and what will make life harder
if not attended to?

10.6.4 Service providers

There may be dtenative pahs for achieving the presarvation commitments of the
programme. Organisations should consder whether they will get a better result from doing
the work in-house, or by contracting with someone dse to do it, or by a combinaion of
approaches. Many processes such as dtorage and documentation may be amenable to
contracting, which may offer access to specidised expertise and facilities that would not be
avalable otherwise. In many cases, programmes may not be able to aford the initid
investments involved in setting up and maintaining infradructure, SO paying for someone ese
to provide services may be attractive.

Contracting may present some potentid risks, including:

Creating a distance between programme objectives and service provision

The possbility of being locked into the service provider’s services because the cost of
seeking dternatives is greater than the cost of continuing

Less control over what happens on a day-to-day basis

Higher costs (they may aso be lower) than in-house arrangements over the long term
Fewer learning opportunities that might suggest better ways of doing things.

The success of contracting may depend on the programme manager’s ability to define what is
needed; finding a reliable supplier who can offer the sarvices required a a suitable price
being able to negotiate a suitable contract with adequate safeguards, and sKills in managing
the contract.
In working with service providers, preservation managers must ensure they:

Understand their business and what they need to achieve

Communicate their needs

Rigoroudy assess the capabilities, motivations, and understandings of potentia
suppliers

Prepare and negotiate an appropriate contract
Ensure communication chamnels are open o that any problems that be reported early
Monitor performance closaly and evauate arrangements regularly
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Ensure there are responsble exit drategies and successon plans in place for when
arrangements come to an end.
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Chapter 11. Working together

INTRODUCTION

111 Aims

The purpose of this chapter is to encourage programme managers to consder collaboration as

a means to achieving their preservation objectives, and to provide some basic information on
options that may help in deciding on the most suitable modd s to pursue.

11.2 Inanutshdl

There are good technologica, economic and political reasons for preservation programmes to
cooperate. Decisions about collaboration should be based on assessment of the benefits
expected and the cods involved. There are a number of possibilities regarding where to look
for patners, what the focus of the reaionship should be, and dructurd frameworks that
would be suitable. Successful cooperation is usudly the result of careful attention to these
choices, and to putting in the effort required to manage the collaboration in practice.

MANAGEMENT PERSPECTIVE

11.3 Theneead to collaborate

Digitd heritage and collaboration go together very wel. The technology of digitd materids
supports collaboration: such materids are easy to duplicate, and many ae desgned for
networked access, so remote management is not difficult.

It is ds0 expendve — often too expensve — to st up the whole infrastructure of digita
preservation for every preservation programme, so there is a strong incentive to look for ways
of sharing fadilities.

There may even be a politicad imperative to work cooperatively: the community may
ressonably expect that programmes will collaborate to ensure as much digitd heritage as
possible can be preserved, as coherently as possible.

114 Potential benefits of collabor ation

Collaboration costs. It takes time and energy to negotiste agreements, to work with remote
patners, and to mantan momentum. Organisationd priorities can be Sdetracked by
problems in the collaborative reationship itsdf, taking atention away from the rea misson
of presarving digitd materids In the face of such potentid cogs and difficulties, it is
important to identify the benefits that any collaboration is meant to ddliver.
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Benefits driving a cooperative effort could include:
Access to awider range of expertise
Shared development costs
Access to tools and systems that might otherwise be unavailable
Shared learning opportunities
Increased coverage of preserved materids
Better planning to reduce wasted effort
Encouragement for other influentia stakeholders to take preservation serioudy
Shared influence on agreements with producers
Shared influence on research and development of standards and practices

Attraction of resources and other support for wel-coordinated progammes a a
regiond, nationa or sectord levdl.

115 Waysto achievethe benefits of working together

The benefits of collaboration usudly do not happen by accident, but result from careful
atention to choices. Programmes need to condder their potertid partners, ways of working
together, dructurd modeds, and the geps involved in making the proposed collaboration
work. (Ultimately, they may aso have to consider what opportunities are on offer.)

11.5.1 Partners

Potential partners are likely to be others working in the same sector. Examples could include a
consortium of universty libraries, or networks of data archives, or government agencies
agreeing to use the same application software, or a group of recording studios sharing storage
fadlities for masters. It may be possble to join an exising collaboration, or to form new
partnerships.

However, there may dso be benefits to be gained from looking beyond sectoral boundaries,
egpecidly as digitd technologies and users expectations are increasingly blurring the edges
between sectors. For example, a number of libraries, archives, research inditutes, data
archives and producers in a regiond area may condder joining forces to develop a locd
programme that meets dl their needs.

There may aso be opportunities for forma cooperative arrangements between preservation
programmes and interested stakeholders including groups of producers, industry pesk bodies,
user groups, I T industry groups, or government bodies interested in fostering good practice.

11.5.2 Ways of working together

There are many ways that preservation programmes can work together, depending on the
benefits they want to achieve and what each partner has to offer. They include:

Shared standards. agreements to do things in the same ways, either with a view to
interoperability between programmes, or smply based on a shared understanding of
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what practices will best support preservation objectives

Information sharing: agreements to share information ether & a generd levd or on
specific issues, such as procurement specifications or research results

Speaking with a common voice: agreements to develop and present a common
message in advocacy campaigns, or in publicity aimed a raisng the profile of digita
heritage preservation

Divison of labour: agreements to work together a an operaiond levd, taking
preservation steps in a coordinated way, with respongbilities ether caried out in
pardld or divided between programmes

Shared resources. agreements to share resources such as sysems, saff or funds to
work on acommon programme.

11.5.3 Structural models

Most collaborations can be seen to fit into one of four categories of sructurd modes, each
offering different strengths and weeknesses:

Centralised distributed models, condgting of one partner that leads on policy, sets
directions and provides most of the infrastructure, working with a number of others
who have dealy specified but limited roles, such as identifying maerid to be
preserved and adding metadata, possibly with limited responshility for long-term
mantenance. (For example a centrd records authority working with government
business agencies, setting standards and providing guidance.)

Like dl digtributed models, this offers some cost sharing and creates a pool of ideas
and perspectives. It dlows economies of scde if functions like storage are centralised.
It may offer more reliable preservation because processes can be better controlled and
more specidised expertise used than in some other models. Decison making, largdy
in the hands of the centrd agency, may be more efficent than in more equdly
distributed models.

On the other hand, this modd may not encourage ownership of the programme among
the periphera partners, 0 it may not be effective in encouraging transfer of <kills from
the centra agency.

Such a modd is probably good for beginning programmes seeking to collaborate with
large, advanced programmes. It is dso suitable where there may be one programme
willing to take ongoing respongbility and a number of others who can help but are not
ure about ther long-term commitment.

More equally distributed models, consgsing of a number of patners with Smilar
levels of commitment and responsbility. (For example: a group of data archives that
decide to agree on dandards and share gspecifications for purchasing computer
equipment.)

This modd dso offers cost sharing and the input of ideas, but it may have the



advantage of encouraging shared levels of ownership, without one partner having to
bear the pressure of making decisons done. On the other hand, it may be difficult to
edablish effective leadership, and consultation and decison meking may be time
consuming. Economies of scde may be logt if large centrdised systems are replaced
by a number of amdl pardld sysems.

Such a mode is probably suitable where there are a number of players willing to share
regpongibility but none wanting to lead a programme.

Very highly distributed collaborations, conssting of a large number of partners, each
playing a very redricted role, perhgpos limited to sdf-archiving. (For example
networks of loca community projects that decide that they will dl keep their materid
for posterity.)

Such a modd may be a usgful darting point for a preservation programme, rasing
awareness and alowing some steps to be taken. However, it is unlikely to offer much
religbility without a large investment in specifications, training and checking. This can
lead to high cogts overdl, dthough the modd is atractive because of the low costs for
each patner. Such modds may have trouble addressng long-term preservation issues
in a coordinated way.

Such a modd may be indicated where there are a number of smal dtes cgpable of
taking some limited responshility, especidly if there is one patner aile to play a
coordinating role. It may aso work for materid for which preservation is desrable
rather than essentid.

Sandalone arrangements may contribute to later collaboration by dlowing
programmes to develop expertise, dtrategies and systems before looking for suitable
patners. programmes operating in an environment where there are no suitable
potential partners can make good progress on their own, and look for collaborative
opportunities asthey arise.

(For example a smdl research fecility operating in a new distipline in an isolated
location may decide that its data must be preserved and set up a modest programme to
document, back up and migrate its data, hoping to eventudly find a nationad or
internationd programme that will take responsbility for it.)

11.5.4 Setting up a collaboration

Experience suggests that organizations often work together successfully when they:
Understand what they want to achieve collaboratively
Choose appropriate partners who can contribute

Share interests and commitment, established through discussons and demondrated in
action

Allocate enough resources to meet commitments: it is difficult to sustain cooperation
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in an environment of frustration and fallure

Communicate often and effectively, both a an appropriate operationd level and
through some kind of management board for the joint programme

Set redidtic targets and regularly evauate the arrangements.

REFERENCES — wheretolook for moreinformation

Cross references
Costs aso see Resource costs: chapter 10
Standards also see Useful tools for managers: chapter 10

Offsite references— case studies (dl links viewed March 2003)

There are few avalable analyses of collaboration in digita preservation (though many on
collaboration in other aspects of managing digital information). The following list therefore focuses on
a spread of projects and programmes that may be worth studying.

Many well-known digital preservation collaborations have been basically research projects and
feasibility studies, without an ongoing remit to manage material. Well-documented ones include:
- CEDARS, a collaboration of three UK university libraries, developed a Didtributed Digital
Archiving Prototype System of particular relevance, aong with important reports.
http://www.leeds.ac.uk/cedars/

CAMILEON, a collaborative research project at the Universities of Michigan (US) and Leeds
(UK), examining methods of maintaining accessibility.
http://www.s .umich.edu/CAMILEON/

NEDLIB, a European collaboration of nine nationa libraries, a national archive and three
large publishers, which produced a number of tools relevant to distributed programmes.
http://mww.kb.nl/coop/nedlib/

A few of the many active preservation programmes built on various collaborative models include:

The Austrian OntLine Archive (AOLA), ajoint initiative of the Austrian Nationa Library and
the Technical University of Viennas Department of Software Technology. AOLA is an
archive of snapshots of Austrian web space. http://www.ifs.tuwien.ac.at/~aola/

Academic Research in the Netherlands Online (ARNO) which links the document servers of
the University of Amsterdam, Tilburg University and the University of Twente, to make and
keep their academic output eectronically accessible. http://www.uba.uva.nl/en/projects/arno/

Austradian Digitd Theses Project which ams to establish a distributed and maintained
database of digital versions of theses produced by postgraduate research students at the
participating ingtitutions. http://adt.caul .edu.au/

The China Digital Library Project which plans to establish a digital data storage centre
coordinated by the National Library of China

‘Purge Alert’, an internationa initiative of the Committee on Earth Observation Sitellites
(CEOS), to encourage members of the global spatia data community to transfer responsibility
for dill-vaued datasets before they are deleted by their origind custodians.
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http://edc.usgs.gov/archive/ceos/data purge aert.html

Digital Image Archive of Medievd Music (DIAMM), a collaborative project of the University
of Oxford, Roya Holloway, Universty of London, in consultation with the Arts and
Humanities Data Service, established as a permanent electronic archive of European medieva
polyphonic music.  http://www.diamm.ac.uk/

Digital Imaging Project of South Africa (DISA), a nationa collaborative of the major research
inditutions in South Africa, operating as a trusted digital repository on the OAIS modd, and
developing within a framework of forma agreements between the participants.
http://disa.nu.ac.zalnu.ac.za

European Visua Archive (EVA) focused on provision of easy and preserved access to the
integrated collections and information held in European archives. http://www.eva-eu.org/

JERRI: Ohio's Joint Electronic Records Repository Initiative, ajoint project between the Ohio
Historical Society, the State Library of Ohio, the Ohio Supercomputer Centre and the Ohio
Department of Administrative Services to maintain public access to state electronic records
and web-based publications of enduring historical value via an dectronic archive. The project
is patnered with OCLC's digita collection management and preservation project.
http:/Avww.ohiojunction.net/jerri/

National Digita Archives programme (NDAP) launched in Taiwan in 2002 as a collaboration
among nine nationa organizations including museums, libraries, archives, academic
ingtitutions and government.

Norwegian Digital Radio Archive, a collaboration between the National Library of Norway
and the Norwegian Broadcasting Corporation to build a common archive to handle and
preserve large numbers of digital audio files.

PANDORA, a programme initiated by the Nationa Library of Austraia in partnership with
Audtrdian State and Territory libraries and the nationa screen and sound archive,
ScreenSound Australia, to capture, preserve and provide access to online Austraian
publications. http://pandora.nla.gov.au/

The Victorian Electronic Records Strategy (VERS) Project undertaken by the Public Record
Office Victoria (PROV) in conjunction with the Australian Commonwedth Scientific and
Industrial Research Organisation (CSIRO) and Ernst & Young in 1998. The project produced
a strategy to be used by Victorian government agencies for the long-term preservation of
electronic records. http://www.prov.vic.gov.au/vers
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SECTION 3

TECHNICAL & PRACTICAL PERSPECTIVES
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Chapter 12. Deciding what tokeep

INTRODUCTION

121 Ams

From this chapter the reader should understand the key chdlenges in deciding what digita
materias should be sdected for preservation, and some guiding principles. The chapter dso
offers some technica and practical advice induding suggesions on identifying the essentid
elements that must be preserved.

12.2 Inanutshdl

It is usudly necessary to decide what digitd materids are worth keeping, as has been the case
with nondigital materids. Many of the same approaches — sdection based on criteria
embodied in collection development policies, and good knowledge of the materids and their
context — are fundamentd for digitd heritage selection. Preservation programmes aso need to
define the elements or characteristics of the materids they sdect that give them vadue, so that
those e ements can be maintained.

12.3 Terminology

Selection has been used as a generic term in this chapter. It should be understood to
encompass concepts like appraisal that have paticular meaning in the records archive
community.

KEY MANAGEMENT ISSUES

124 What should bekept

Deciding what should be preserved, by whom, and for how long, have been fundamenta
decisons in managing dl kinds of tangible heritage. Such decisons are necessary because
there are usudly more things — more information, more records, more publications, more data
— than we have the means to keep. Every choice to preserve is a the expense of something
ese

125 Building on exiging concepts

The sdection of digitd heritage is conceptudly the same as sdection of nontdigita materids.
Any exiging programme with wel-established procedures for assessing and selecting
materid for preservation will dready have policies, skills and tools that can hdp in sdecting
digita materias, even though they may need some adjustmen.
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12.6 Thechallenge of digital materials

However, digitdl materids do present some new chdlenges tha programme managers must
take into account in making the best selection decisonsthey can.

Thereis often alarge amount of materia to be assessed

The means of producing and disseminding digitd materids are widdy avaladble, s0
ther qudlity is often inconsstent

At the same time, there may be pressure to preserve the entire traffic carried by new
communication channels such as the World Wide Web, regardiess of quality

Timing of sdection is usudly criticd, as digitd maerids quickly de-sdect themsaves
by becoming unusable. It may not be possble to wait for evidence of enduring vadue
to emerge before making selection decisons

Some digitd objects may be hard to pin down. New genres may not fit into exising
classfications, some digita resources congst of linked or overlapping pats, many
dso exig in padld versons. The sdection process must find a way through these
complications to clear, unambiguous decisions about whet is to be preserved

Even when externd boundaries have been defined, it may be had to tdl which
elements need to be maintained if the digital object isto fulfil its essentia purpose

It may even be difficult to tdl where digitd materids come from, making it hard to
decide who is respongble for their preservation and with whom to negotiate the rights
required by preservation programmes.

PRINCIPLES IN ADDRESSING THESE CHALLENGES

12.7 Informed, conastent and accountable decisons

Sdlection processes often have to ded with uncertainties and they involve judgments that are
subjective and speculative; however, they should be informed, consstent and accountable:

Decisons should be wdl informed about the mateid, its context, and the needs of
stakeholders who will be affected

Decisgons should be consgently based on a sdection policy reflecting the objectives
of the organisation that accepts preservation responghility. For collecting inditutions
such as libraries;, museums and archives, an exiging collection development policy
may provide good direction

For accountability, sdlection processes should be vishle, based on publicly avalable
policy documents, and produce clear and explicit statements about what has been
selected and what has been excluded.

12.8 A bassfor sdection criteria

It is not possible to suggest specific criteria for sdlecting digital heritage materias because
they are judged to be worth keeping for such diverse reasons. However, in principle:

Decisons should be based primarily on the vdue of materid in supporting the misson
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of the organisation taking preservation responsbility

This vdue must be weighed agang the likdy costs and difficulties of preservation,
and the expected availability of resources. There is much to be sad for darting with
materid that can be saved easly. However, the future costs and capabilities of digita
preservation programmes are gill unclear so it would probably be irrespongble to
refuse valuable materia just because it may appear difficult to preserve

Where preservation programmes are unable to manage materia they bdieve should be
chosen for preservation, they should to indicate thisin their sdection policies

It is dedrable that the total effect of dl collecting and preservation efforts will
presarve a leest a sample of dl kinds of digitd materids, including samples of the
clearly ephemerd.

12.9 Recognising the dementsthat give material itsvalue
Deciding to sdlect anitem, or aclass of items, for preservation may not be enough:

Presarvedtion involves maintaining the dements and charecteridics that give the
materid its vdue. The sdection process should condder what those eements and
characteristics are

The process should document that reasons why the materid was chosen so that
presarvation managers can understand what they are required to maintain. (Some more
detailed notes are provided later in this chapter.)

12.10 A cautiousapproach

A decison not to preserve is usudly a find one for digitd materids. A cautious gpproach
would be to decide what materids definitdy must be preserved and for how long;, what
definitely does not need to be preserved; and what $ould be accepted for interim preservation
action while a more definitive selection decison can be made.

TECHNICAL AND PRACTICAL ISSUES

12.11 Assumptionsabout value

There are dangers in assuming that current vaue assessments are a completdy reliable guide
to future vaues. For example, remote sensing data collected in previous decades has become
unexpectedly important for assessng environmenta change. This experience suggests it is
probably better to er on the side of collecting more materid rather than less if the
preservation programme can manage it.

12.12 Documentation

Where digitd materials can only be understood by reference to a set of rules such as a record
keeping system, database or data generation system, or other contextua information, sdlection
processes mugt identify the documentation that will also need to be preserved.
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12.13 Roleof producers

Producers of digitd materids may have a sgnificant role to play in sdecting what should be
preserved. They are often wel placed to understand why digital objects were brought into
being, ther essentiad ‘message’, and the rdationships between objects and their context. If
that information is not captured from the producer it may be too difficult to recondruct it
later.

12.14 Selective or comprehensve collecting

There may be a question of whether comprehensive or sdective collecting is preferred. (This
issue frequently arises in discussons about materids made avalable through the World Wide
Web, for instance.)

Both comprehensive and sdlective gpproaches are supported by strong arguments. Advocates
of a comprehensve gpproach argue that any information may turn out to have long-term
vaue, and that the costs of detailed sdection are grester than the costs of collecting and
storing everything. Advocates of a more sdlective gpproach argue that it alows them to create
collections of high vaue resources, with some assurance of technicd qudity and an
opportunity to negotiate access rights with producers.

There may wdl be a place for both approaches, as they are likely to produce quite different
collections of digital heritage that are vaued for different purposes.

12.15 Caollecting agreements

To minimise the risk of important materids beng missed, and to avoid unnecessary
duplication of effort, it may be necessary to seek agreements with other potentia collecting
and preservation agencies about respective roles and respongbilities.

12.16 Definingitems

Sdection policies may have to decide whether to sdlect whole items and whole collections, or
samples only. It is generdly preferable to preserve whole items to retain their integrity, but it
may be necessary to redrict collecting to representative samples as a way of a lesst
evidencing the existence of some kinds of materids.

Sdection policy may dso have to consder whether the re-use of materid conditutes a new
item that should aso be preserved.

12.17 Rightsissues

Rights issues may influence sdection decisons. Presarvation programmes often  sdect
materids that are ill subject to rights but generdly would not sdect materid if rights were
S0 redrictive that arrangements for giving access at some future stage cannot be negotiated. If
the materid can never be made available for use, or if necessary preservation steps cannot be
taken, thereislittle point in selecting it as heritage materid.
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12.18 Recurrent sdection

Should sHection decisons be find? Reviewing sdection decisons in line with specified
retention periods is long-sganding practice in the archivad community. This gpproach may
make sense for other kinds of digital materias as well as records, to check that the vaue of
the materid 4ill warrants the expense of keeping it. On the other hand, the sdection process
itsdf is expensve and should be repested as infrequently as possble. Even more importantly,
any sdection decisons that are subject to review should be explicit in order to avoid any
inference of a permanent preservation respongbility.

12.19 Supporting the sdection process

Selection requires the dlocation of resources. people with knowledge, time, facilities and
equipment to examine materid. Managing sdlection aso requires the development of criteria
for gpprasa. Where the amount of materid is o large tha it is not feasible to assess items
individualy, it may be necessary to edtablish classes of materia that can be assessed on the
basis of representative samples.

SPECIAL CONSIDERATIONS

12.20 Sdecting the essential dementsand characterigicsthat must be preserved

Preservation programmes often act as agents for other stakeholders: they take preservation
action on behaf of someone who wants materia kept for a reason. The ‘someone esg may
be as broad and many-faceted as ‘the nation’ or ‘the generd community’, who may mandate a
programme to collect and preserve a very broad range of materids, or it may be as narrow as
the members of an organisation or researchers working in a paticular discipline who want
their own research output preserved for later use.

The needs of the ‘community’ — however defined — for whom the materid is being kept will
drive many decisons, from what materiad is sdected, to the kind and level of documentation
that is recorded, to the level of concern with authenticity, to the strateges that are used. For
example, some programmes must offer users the option of interrogating old data to produce
new results, whereas others have a brief to present materid in a read-only form to that it
cannot be changed or manipulated. Some programmes nay even have to ensure users can run
old smulations, play old computer games, or view digitd at in ways tha reproduce the
origind experience rather than a speeded up experience that |later technologies may provide.

Defining the essentid dements or characterigtics (also referred to as significant properties by
some progranmes) is not conceptualy difficult, as the examples above illudrate. In some
cdrcumsgances — such as clealy defined and condrained user expectations, and essly
characterised materids that ae dl smilar — defining and encoding the essentid dements
should be draightforward. For ingtance, a programme may decide that users of a large
collection of eectronic mall messages only need to see elements that can be characterised as
‘content information’, such as the name and address of the sender, subject, date and time,
recipients, and the message, in a dandardised dructure with only the most smple of
formatting. A government archive with this gpproach could expect to goply this essentid
elements template to very large numbers of email records.
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On the other hand, some materids are much more difficult to characterise, and expectations
about how they will be re-presented for use, especialy to an openended community of
potential users, may be so hard to define in advance that it becomes almost impossible.

Approaches to this issue are developing as more people encounter the problems of describing,
doring and planning to re-present digita objects in growing collections over long periods of
time.

While more sophisticated methods of defining and describing essentid elements are evolving,
the following questions may provide some help in the sdection process. (It will be seen tha
this is redly pat of the gpprasd process that records managers go through in order to
understand the records they are considering for selection.)

For whom should this materid be kept? Do they have specific expectations about what
they will be able to do with the materid when it is re-presented?

Why are the materids worth keeping? What gives them the vdue that warants the
trouble of preserving them? Is that vaue associated with:

- Bvidence

- Information

- Artigtic or aesthetic factors

- Sgnificant innovation

- Higoric or cultura association

- What auser can make the materia do, or do with the materid
- Culturdly ggnificant characterigtics?

Is the vaue tied to the way the materid looks? (Would it be logt or sgnificantly
degraded if the materid looked different?)

Is the value tied to the way the object works? (Would it be logt if particular functions
were removed? Or if particular functions happened at a different speed or required
different keystrokes?)

Is the vaue tied to the context of the materid? (Would it be logt if links embedded in
the materid did not work? Or if a user could no longer see evidence that connected the
materid with itsorigind context?)

Is it posshble to distinguish between eements within each of these areas? For example,
would advertisng banners be consdered an essentid pat of the way the materid
looked? Would some navigation dements or display functions be needed but not
others?

If it is difficult to define what needs to be maintained, it may be esser to condder the
impact of an dement not being mantained, and to look for functions or dements that
are definitely not needed.
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FOR PRESERVATION PROGRAMMES WITH FEW RESOURCES

12.21 Sdectivity

Preservation programmes with few resources must gill make decisons about the materids for
which they accept responghbility. Because the costs of preservation are related to the amount
of materid to be managed, such programmes may need to be highly sdective, limiting ther
ambitionsto asmdl amount of highly vaued materid.

Preservation costs are dso related to the range of problems and formats that need to be
managed, S0 it may aso make sense to severdy limit the kinds of materias sdected to a very
few formats.

12.22 Cooperation

Collecting agreements with other programmes may shift some of the burden of sdecting
meterids. While these would normaly be negotiated with other preservation programmes,
there may be potential for agreements with producers that would lead them to make decisons
about what should be collected and preserved. The preservation programme would Hill need
to take some respongbility for quaity control, as well as aticulating the criteria by which
meateria should be chosen.

12.23 Sarting9ample

Sdlection processes can evolve over time, darting with some smple decisons to sdlect easly
collectable and preservable materids (“low hanging fruit”), and aming to move over time to
more sophisticated decisions about awider range of more difficult materials.

REFERENCES - wheretolook for moreinformation

Cross references

Essential elements aso see Understanding digita preservation: chapter 7, and Maintaining
access bility: chapter 17

Rights issues also see Managing rights. chapter 15
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Chapter 13.  Working with producers

INTRODUCTION

131 Ams

This chapter ams to encourage programme managers to consder ways of working with the

producers of digitd heritage, and to provide some guidance on practices and standards that
will make the preservation task eeder.

13.2 Inanutshdl

Digitd heritage is often crested without condgderation of ongoing use and accessbility.
However, there are definitely standards and practices that producers can use that either help or
hinder preservation. Programme managers need to look for ways of exerting a podtive
influence from as ealy in the digitd heritage life cycle as possble This often requires a
willingness to work with producers.

13.3 Teminology

Producers has been used in this chapter to refer to dl those involved in desgn, authoring,
cregtion and disseminaion of digita materids before they enter a preservaion programme.
Digitisation programmes fit very squardy in the category of ‘producers whose digitd output
must be managed for ongoing accessibility by preservation programmes.

KEY MANAGEMENT ISSUES

134 The'prehigory’ of digital heritage

Digitd materids are created by producers who are not necessarily concerned with long-term
avalability: cregtion of ‘digitd heritage may not be pat of ther intention. Even those hoping
to make something of enduring value may not have the knowledge or the means to do o, or
be congrained by other impediments in their working environment.

Without some kind of intervention, it is unlikdy tha digitd heritage maeids will
automaticaly be made in ways tha will minimise coss and remove bariers to preservation.
Many practices in fact make preservation much harder.

135 Difficultiesin dealing with producers

In seeking to work with producers to overcome preservation barriers, programmes are like to
encounter challenges.

In many cases, the ‘producer’ is a layered concept, made up of a number of agents
performing quite different functions, such as software developers, creators (often
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multiple), editors, publishers and service providers

Some producers may be diffident or even hodile to the idea that a third paty is
interested in somehow ‘managing as digita heritage’ the materids they have crested.

PRINCIPLES IN ADDRESSING THESE CHALLENGES

13.6 Thenead towork with producers
Preservation efforts that wait until problems start to appear are likely to be more costly, more
difficult, and less effective than efforts that Sart early.

Organisations that have both heritage-cresting and heritage-presarving functions have learnt
from experience tha care invested from the start in the use of standards, documentation, good
file management and other practices, pays dividends laer in lower preservation and
maintenance costs, as well as more easily accessed, re-used and managed collections.

While dl presarvation programmes do not have the same opportunities to influence
production practices, dl programmes should seek to influence the way materids are created,
and managed, from as early in therr life cycle as possible.

13.7 What ‘working with producers means

In broad terms, working with producersis likdly to include some or dl of the following:

Making them aware of the presarvation progranmes exigence, misson and
operations

Discussing ways in which the production process can help or hinder the preservation
process

I dentifying benefits for both partiesin minimising any hindrances to preservation
Looking for mutudly acceptable ways of facilitating the preservation process

Identifying concerns of producers and looking for mutually acceptable ways to address
them

If appropriate, providing detalled advice on good practices such as the use of
sandards, formats, file management and metadata

Negotiating arrangements for transfers and rights management

Establishing agreements to take gspecific action, often based on working through pilot
projects and joint evaluations.

13.8 Effective caollaboration

The effectiveness of collaboration between a preservation programme and producers may
depend on arange of factors such as.

The nature of the reationship between them. For example, consder the difference in
potentid leverage for:

79



- An organisationd records archive with legd jurisdiction over the cretion of
records within their organisation
- A nationdly recognised data archive negotiating with independent researchers who
produce datasets within a broad academic discipline
- A govenment audio-visua archive seeking to convince independent record
producersthat their ‘backyard’ recordings are part of the nationa heritage

- A gmdl,

specidised  collection  trying

internationally marketed computer games.
The readiness of producersto participate

The technicd expertise and insight the preservation programme can offer

The ill  of
arrangements.

the presarvation programme

to presarve commercidly  produced,

in  negotiating mutudly  beneficid

The presarvation programme should seek to maximise its effective influence within redidic

congraints.

139 Ben€fits

There are many potentid benefits for the preservation programme in working with producers
to overcome preservation bariers, there are dso potentidly benefits for the producer. Some
of these are presented in Table 13-1.

Short term benefits to
preservation programme

Long term benefits to
preservation programme

Benefitsto producer

established points of contact

improved choice of formats and

improved  representation  of

may make communication | how they are used, and | outputinarchived collections
easier opportunities to  negotiate

arrangements for  bypassing

security devices that block

preservation copying
transfers may be easier, | improved transfer of | more efficient workflows, less

especidly where automated
‘gathering’ does not work (see
Ch14)

documentation

‘redo’ work to meet archiving
requirements

producer involvement in
deciding what should be
preserved

better understanding of roles
and responsibilities

enhanced recognition of the
value of their work

understanding what material is
available and how it is viewed
by the producer community

insight into future trends in
production of digital heritage
meaterials

bringing their work to a wider
audience which may create new
markets and foster wider
interest

identification of  otherwise

‘invisible’ materias

basis for identifying priority
issues with specific
communities

may help establish credibility
for new forms of producing and
distributing information
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less costly transfers less costly long term | increased interest in using open
preservation source software (for
preservation purposes) may
encourage new collaborative
production models

Table 13-1 Some potential benefits of collaboration between preservation programmes and
producers of digital heritage materials

TECHNICAL AND PRACTICAL ISSUES

13.10 Recognising differences

It is important to recognise that crestors of digitd materids work in different environments
and are likely to be quite diverse in many ways how they gpproach their work, ther sze of
operdions, the organisationd and technica support a ther disposa, and ther interest in long-
term access issues. For example, scientists collecting data are likdy to have an overiding
interest in how accurately and securely their data is protected; how well any proposed formats
and dandards fit with their working needs, the convenience of transfer arrangements, and
mantenance of mord rights and access controls over ther data. On the other hand,
commercid publishers of CD-ROM packages are likely to be more interested in controls on
unauthorised copying; the costs and risks associated with providing ‘unprotected versons to
a preservation programme; the potentid re-use of their content; and ther licence obligations
to software owners whose products they have used.

13.11 Approachesto working with producers

There are many ways in which those responsble for preserving digitd heritage may approach
working with those who create and disseminate it.

An obvious firg gep is to identify who is involved. Some action can be usefully
undertaken with indusry representative groups, but some action may require
individual contact and negotiation

Creators aso need to know who to ded with. Preservation programmes should
proactively promote awareness of their own role

It may be advantageous to identify particular groups of producers and work with them,
addressing specific issues, rather than trying to resolve everyone’s concerns at a
generic leve

At a broader industry leve, it may be helpful to develop a code of practice that sets
out agreed understandings about roles and responsbilities, and defines the scope and
terms of ongoing cooperation

Many sectors have active indudsry groups that provide forums for discussng issues.
As wdl as offering opportunities for dialogue with indusiry leaders, such forums may
help in establishing new norms of thinking that incorporate alonger term perspective

It is important for preservation programmes to offer podtive encouragement and
feedback for the steps producers are willing to teke, and to provide a leve of
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accountability for the way preservation programmes ded with their materids.
Evidence that cooperation is leading to effective presarvation action may wdl
encourage producers to accept and support further collaboration.

13.12 A ‘twoway Sredt’

In many dtudtions, working with producers means a red input by the presarvation
programme, not just the producer. Possible areas of input may include:

Providing written guidelines and specifications
Providing training for Saff

Help in desgning systems and workflows
Exchange of information and working tips

Succession arrangements for materia in a producer-managed preservation programme.

SPECIAL CONSIDERATIONS

13.13 Spedificationsand best practice guidance
Guidance on good practice islikely to include advice on the following:
Organisationd issues that will make it easer to manage digitd materids

Project planning, emphasisng system design prior to the cregtion of any records or
publications

Choice of carier. Producers should be encouraged to use ‘industria strength’ products
that will survive long enough for the data to be transferred to other carriers, ether by
the producer or on transfer to the preservation programme

Choice of appropriate file formats and data standards. Unless there are very good
reasons to do otherwise, creators should be encouraged to use very widely adopted,
wdl-gandardised file formats that fit ther purposes. Generdly spesking, daa in
smpler formats usng open source, non-proprietary software are easier to preserve
(adthough some proprietary applications achieve such widespread use that they may be
accepted as an industry sandard, especidly if ther specfications are openly
published). Online materids published for public access should be readable by
commonly used browsers. Structuring documents in a standard, eesily recognised and
durable format such as XML (Extensble Markup Language) should be considered for
materia of enduring vdue

Vdidation of formats. It is not enough smply to choose a standard format and then to
use it in non-sandard ways. formas should be implemented in compliance with ther
sandard and if necessary validated to remove any idiosyncrases likey to complicate
presarvation. (There are many online tools avalable for vdidaing a range of file
formats)
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File names should be congstent and unambiguous

Online files should be managed for persstent access through the use of a persstent
identifier and resolver service, or re-direct messages if files are moved. A number of
Pl schemes ae in use internaiondly in different sectors, dthough none ae in
universd use. The DOI (Digitd Object Identifier) scheme used by commercid
publishers to manage rights has the widest acceptance

Creators should create good quality metedata for the resources they creste, usng a
widdly accepted schema such as MARC, the Dublin Core metadata elements or one of
its many sector-based enhancements. The metadata will hep users find and use their
resources. Metadata should aso be recorded that describes the technica nature of the
digitd objects, what is required to access them, and any changes in these detalls over
their life cyde: this information will be needed in managing them. The metadata can
be either embedded in the resources or stored in alinked metadata file

File management. Preservation master files should be stored and managed separatey
from disseminaion copies. Database management procedures should ensure that data
is not overwritten beforeit is captured

System security. Files and systems should be fully protected from damage or loss by
adopting best practice security measures and by appropriate backup arrangements e/en
for short-term Storage

Authenticity. All files should be identified and their provenance and higsory
documented to provide continuous evidence of authenticity

Traning. Staff, contractors and others coming into contact with the digital materids
should be guided by appropriate procedures and manuas, and be adequately trained,
motivated and equipped to use them

If access or copying barriers are consdered necessary to protect intellectua property,
they may wdl make presarvation impossble. Arrangements will be needed to dlow
preservation processes such as copying to take place

Initid steps in maintaining access may include keeping dl the software required for
access, as well as any specidised hardware. This will not be an effective long-term
strategy but may well be necessary in the short term

There may be a need to evduate digitd materids, decide how long they should be
kept and by whom, in accordance with an approved policy such as an archiva disposal
authority.

FOR PRESERVATION PROGRAMMES WITH FEW RESOURCES

13.14 Reducing theload

Digitd presarvation programmes with few resources may find they are unable to spare any
resources to work with producers. However, it may be possble to make a worthwhile
invesment in reducing future costs by taking limited, targeted actions amed a influencing
the materia they have to manage. For example:
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Engaging with just one or two producers to explore what can be achieved may reved
some easy steps that can be agreed on

Redricting the range of materids sdected to a few wdl-standardised formats may
make it easy to provide specifications that producers can follow without needing
individud input

Making use of exiding guiddines prepared for other programmes may achieve the
sane am, 0 long as the guideines are appropriate. (Many such guiddines are
avalable online from organizations such as the Library of Congress, data archives
within the UK Arts and Humanities Data Service. Vaious organizations have aso
negotiated licence agreements with commercid publishers, for example, tha may
provide good models for discusson with loca producers.)

13.15 Spreadingtheload

Presarvation programmes may aso find partners willing to share the load of liasng with
producers:

It may be possible to find a partner inditution with a better resourced programme who
has dready esablished good working arangements with a producer community.
Under a development agreement, producers may be willing to include other partners in
the agreement so long as there are adequate safeguards for their interests

It may dso be possble for a number of smaler programmes working in the same
region to form a consortium to negotiate arrangements with producers on behdf of dl.

CASE STUDIES

Table 13-3 presents some possible scenarios in avariety of environments.
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Table 13-3 Some opportunities to work with producersin various sectors




Chapter 14. Taking control: transfer and metadata

INTRODUCTION

141 Aims

This chapter ams to provide both management and technica advice on issues to do with the
control of digitd heritage by preservation programmes.

14.2 Inanutshdl

Controlling what happens to digitad materids is a key preservation step. In most cases this
requires the safe transfer of data and documentation to the care of a preservation programme,
where they are given unique identification, and described using various kinds of metadata
Metadata enables digitd materids to be found and, crucidly from a preservation point of
view, to be managed and re-presented accurately. Although preservation metadata standards
are dill deveoping, programmes must describe the technica characteridtics, provenance and
preservetion objectives of the digital materidsin their care.

KEY MANAGEMENT ISSUES

14.3 Tranderring datato a safe place

These Guiddines recommend the trandfer of digitad heritage materids from an operating
environment to a safe place to avoid the risks of damage or loss associated with day-to-day
use of digitd files In most cases this requires the transfer of data into the care of a responsble
preservation agency.

The transfer process itsdf is not without risks as it provides opportunities for data to be log,
changed, misdentified, or divorced from the context that givesit meaning.
144 Rightsissues

Because the producers of digitd materids generdly have some rights in the materids they
produce, transfer raises a number of legal and mord rights issues.

145 Imposng control

Once digitd maerids have been trandferred, they must be controlled and organised in
effective and efficent ways. This generdly includes requirements that materids can be easly
located, accessed, used, managed and preserved, in accord with permissions.
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PRINCIPLES IN ADDRESSING THESE CHALLENGES

14.6 Building on past practices

Trander and control are long-established practices in managing non-digitd heritage. When
gpplied to digital materids, these processes must be modified.

An appropriate legd bass for trandfer is required. It must address concerns over the
ease with which materids can be re-used, as well as the need to copy data for its
preservation

Trander must affected without loss of data, often usng quite different methods from
those used for transfer of non-digitd materids

The trandfer of accompanying documentation is particulaly criticd for digitd data
that may not be understandable without it.

14.7 Two approachesto effecting tranders

Most tranfer drategies are variations of two basic concepts. producers pushing digitd
materids to the preservation programme, or the preservation programme pulling materids
from the producer.

Progranme managers must decide which gpproach will be mogst suitable for the materids
being transferred and for the workflows of the parties involved.

148 Contraling formatsand sandards

Many programmes impose controls a the point of transfer on the formats of the materid they
receive. The purpose of this is to smplify preservation by reducing the variations that have to
be managed in doring the materid and in keeping it accessble. Not adl programmes are able
to redtrict the formats they accept, but they should seek to verify that formats have been sed
in agandard way.

149 Controlling material by identification

Digitd files mugst be given auitable file identifiers so they can be retrieved. Each file within a
dorage system must be identified with a unique file name so tha it cannot be confused with
any other file.

It is dso mogt important for preservation programmes to ensure that the materias they keep
can be reliably found, whatever their location. The Universd Resource Locator (URL) used to
identify Web-based resources, for example, does not dlow users to find materid once it hes
been moved. Thus, items can be effectivdy logt even though it may ill exig and be wdl
protected. Overcoming this problem requires some form of persistent identification, built
aound an identifier and a means of resolving or linking to the file in its current location.
There are a number of schemes proposed or in place including the Digitd Object Identifier
(DOI) used by publishers, and various schemes being investigated by libraries and archives,
but none has yet found universal acceptance.
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14.10 Controlling material by description

Preservation programmes use metadata — structured information about data resources — to
describe the digitd materids in ther care. There are a least three compelling reasons for
describing digitd heritage materidsin detall:

So they can be found, assessed, made available and understood. This need has led to
the development of resource discovery metadata ranging from smple ligings of file
names to extensve descriptions encgpsulating rich contextud information. Resource
discovery metadata schemes such as Dublin Core, MARC, archivad description
sandards and museum catalogues, are important tools for preservation programmes to
consider and use as gppropriate to their needs

So that workflows can be managed. Preservation programmes generate large amounts
of information about way materid is created, transferred and used; about rights and
who is authorised to do what; and other management processes. One example of a
very extensive resource management metadata set is the US NISO Data Dictionary-
Technical metadata for digital still images published as a draft standard in 2002
(available online at <http://ww.niso.org/standards/resources’Z39 87 tria _use.pdf>

So that preservation programmes can understand how to re-present digitd materids
when they are needed for access. Preservation metadata describes the means of
providing access, dong with those dements of resource management metadata
required to manage preservation processes. It is criticd for any preservaion
programme, its careful desgn and management is especidly important for large
collections that must be processed with as much automation as possible.

1411 Metadata asan information resource

Metadata is itsef an information resource that must be managed and preserved, dong with the
materid that it describes.

14.12 A dandardsapproach to metadata

Individually developed metadata schemes can be successful in describing collections  of
digitd materids, but there are increasingly good reasons to use a standardised approach in
line with other widdly adopted schemes:

To reduce the consderable costs of developing individua schemes

To take advantage of avalable software tools that automaticaly recognise and record
dandard metadata dements from digitd materiads, greetly reducing the cost of
metadata capture

To dlow presarvation programmes to share information, meking ther collections
visble and searchable to a much wider audience

To dlow collection materids to be moved from one repository to another without the
need for wholesde rewriting of metadata

To encourage the dandardisation of preservation processes that are described and
controlled by the metadata.

Apat from presarvation metadata, which is discussed in more detal bdow, further
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information about metadata is beyond the scope of these Guidelines. As a principle, managers
of presarvation programmes should make themselves aware of standardised metadata schemes
that are widdy used in their sector of interest, and adopt those that will best meet their needs.
They should dso pay attention to the evolution of metadata standards by various internationa
communities interested in managing digital resources.

TECHNICAL AND PRACTICAL ISSUES

14.13 Initiating data transfer

The reproducibility of digitd materids means that trandfer no longer requires remova
of the materid from one dte in order to move it to another. Perfectly authentic copies
can be transferred for preservation while ‘live’ copies remain with the creator

The timing of transfer may be critica. Even though materid may have been sdected
for preservation, sdection of itsdf does nothing to dow down processes like media
deterioration or obsolescence of technology. Transfer needs to happen quickly enough
to pre-empt these threats

The transfer process may need to include, in addition to the selected files:

- Trander of documentation (including packeging for published physcd format
cariers such as CDs and diskettes), data rules, and information about provenance
and origind context

- Trander of existing metadata

- Information about rights including any licence agreements

- Information about the means of providing access, and posshly the means
themsdves - any specid software and even hardware — that is needed for current
access.

14.14 Specifying media and file for mats

There is no standard way of effecting the physcd trandfer of digitd materids. Data can be
transferred on a wide range of physica cariers such as various forms of diskettes, CDs, tapes,
catridges, and disk drives, or through communicatiion networks usng means such as emall
attachments, file trandfer protocol (FTP), and downloading from Web dtes. The choice of
transfer media depends on the needs of the parties involved.

Whatever means are chosen, the data must remain secure. Some transfer environments may
present particular risks for specific media; for example, physical cariers may be eedsly lost or
golen, while communication networks may be unrdiable and it may be safer to hand ddiver a
physica carier.

The transfer medium must adlow the data to be loaded and retrieved. When both sender and
recéver use the same technologies, transfer should be rdatively draightforward. When
technologies are mismatched, one or both parties will need to bear the cost of using different
technologies.

Presarvation programmes may have facilities to handle a wide range of media, or ther
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faciliies may be more redricted. Physcd cariers require specific hardware  which
preservation agencies may not be able to provide. In such cases they will need to decide
whether it is reasonable to require transfers via specific media that they can process, or to
invest in facilities to handle awider range of media.

Some consderationsin deciding on transfer mediaare included in Table 14-1 below.

If data must remain on transfer media for
mediumterm storage ...

avoid short-term carriers such as diskettes or DAT
tape

If data will be immediately loaded to another
carrier for storage ...

short-term media may be suitable for transfer

If the costs of accommodating a wide range of
media are prohibitive ...

specify anarrower range of media

If workflows are built around specific media....

specify media that suits workflows, or specify

media that producers will find easy to supply and
adjust workflows

Table 14-1 Decision factorsin choosing transfer media

14.15 Trandfer strategies

Trander of data usudly involves the presarvatiion programme either receiving files from the
producer (‘push’ approaches), or activdy taking files from the producer's gte (‘pull’
approaches).

There are many push or deposit gpproaches that are used, such as sending files loaded onto a
physcd carier through the mal or by courier; ataching files to emal messages, or
trangmitting them by FTP directly to the preservation programme's server. Push approaches
have many advantages, as they dlow the producer to depost more easly preserved versons
of ther work than may be publicly avalable, and give producers more opportunity to
influence sdlection of what will be preserved.

On the other hand, preservation programmes relying on deposit may find that transfers depend
on production factors beyond ther control, including changes in personnd, changes in
priority, or declining levels of interest, al leading to inconsstent transfers.

Pull approaches place more control in the hands of the preservation programme regarding
timing and content of transfers Some producers congder this an infringement of ther rights
and ether block the software used to copy ther files or demand rights agreements, so the
control offered by pull approaches is not absolute. (On the other hand, many producers are
happy to have their materia captured, preserved and made available at no cost to themsealves.)

Gathering or automated harvesting of materiad from producers dtes is made possble by
communications networks. Usng software programmed to search the network for files that
satisfy specified criteria, preservation programmes can copy and download files to their own
computer systems. Such an gpproach is widely used by Internet search engines and by most
preservation programmes capturing networked materid. Various indexing and ‘search and
retfrieval’ software programmes are avalable, with varying capabilities for defining what
should or shouldn’t be retrieved.
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Gathering can be a highly efficient means of capturing data, but it can aso present problems.
Some files may be invisble to the software, being accessed only via a user interface that
interacts with underlying data Many producers dso dore higher qudity versons of ther
work, such as images and audio files, separately from derivative versons suitable for network
deivery: gathering misses the versons which should be preserved and captures versons
intended only for short-term access.

A solution to these dilemmeas is often found in mixed arrangements whereby producers agree
to place a suitable verson of their work where the preservation programme can gather it.

14.16 Quiality control

Regardless of the means of trander, preservation programmes should check materid as it is
received to confirm that al the required files have been recaived, that they work as intended,
and that metadata and any other documentation isin order.

14.17 Fileidentification

Digital objects can have a number of identifiers varioudy used for locd control, for sysem
wide identification, and for globa access, (just as a book on a library shelf can be identified
by its title, a classfication number, a shef location, an accesson number, a record number in
the catalogue database, an International Series Book Number, and so on).

Perggent identification of some kind is needed so that items can be found even if they are
moved in a sorage system. Any links embedded within objects will only continue to work if
linked to persgtent identifiers.

Some dternative approaches include:
Within asmdl system, ensuring dl users are informed of any location changes
Automatic re-direction messages that take users to the new location
Managing file sorage to minimise file movements

Use of a peddet idetifier (Pl) scheme involving a unique file name and
subscription to a resolver service that registers PI's and ther current locations.
(programmes should note that exising Pl sthemes ae lagdy dther 4ill under-
developed, or available but expensive to participate in.)

14.18 Looking after metadata

It has dready been noted that metadata must be not only recorded, but aso looked after.
There are anumber of dementsto this

Structuring. Organisng metadata into a dandardised document dructure such as an
XML template should make it easer to preserve

Linking. The links between metadata records and the digita objects they describe
must be maintained. There is much debate about the best place to store metadata to
achieve this. While some metadata must be attached so that software tools can
automatically process the materid, there is disagreement on whether full metadata
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records should be stored separately, attached to, or even become part of, the objects
they describe. Separate storage adlows metadata to be accessed and updated without
needing to extract the linked digital objects from storage — a great advantage. On the
other hand, many programme managers worry about the potentid for the essentid link
between object and record to be disrupted over long periods of time. Managers should
asess the risks they operate with and decide which approach is more suitable

Qudity control. Ensuring the trusworthiness of metadata records is a high priority.
Quality control measures are needed whenever metadata records are created or
changed

Protection. The integrity of metadata records must be ensured, requiring the same
preservation attention as the objects they describe.

14.19 Preparing thearchival packagefor sorage

Once the digitd materia has been trandferred and any necessary control and description work
undertaken, it must be prepared for entry into a storage system, ensuring the various part of
the information package (including the content and any metedata) are linked, and a daa
sream created that can be safely stored on the storage media in use and can found by the
appropriate file searching programmes.

The package is then saved to storage.

Before putting the digital object in storage as a preservation master, many programmes create
additiona copies, for at least two very good reasons:

In order to have a copy available for use without the need to extract the preservation
master from storage. Use copies are often optimised for access with currently available
communications and display technologies, (such as low resolution, compressed
verdons of image files tha can be much more quickly ddivered onling). Derivative
access copies generaly do not need to be preserved across changes in technology, and
they often do not have detailed preservation metadata records.

In order to store objects in more than one format, opening up dternative Strategies for
providing access in the future. As discussed in chapter 16, it is good practice to retain
copies of digitd objects in ther origind formats, regardiess of the need to create new
formats as a preservation master or current access copy.

Obvioudy, any parald versons must be managed as separate but related digita objects.
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SPECIAL CONSIDERATIONS

14.20 Preservation metadata

Preservation metadata is structured information about a digital object, which:
Identifies the materia for which a preservation programme has responsbility
Communicates what is needed to maintain and protect data

Communicates what is needed to re-present the intended object (or its defined
essentid eements) to a user when needed, regardless of changes in Storage and access
technologies

Records the history and the effects of what happens to the object
Documents the identity and integrity of the object as abasis for authenticity

Allows a user and the preservation programme to understand the context of the object
in storage and in use.

Arrangements for recording preservation metadata must accommodate the fact thet the same
basic content (or conceptua object) may exist in many manifestations during its life. Some of
these manifestations will co-exist as digitd objects, while others may follow each other in a
series of separate or overlgpping generations. Some preservation programmes reflect this by
cregting a record for a dngle verson identified as a Presarvation Master, documenting
variants and changes as part of the history of that object. Other programmes create a record
for each manifedtation requiring presarvation action, ensuring the rdationships  between
manifestations are explicit in their metadata records.

The information required for preservation metadata is often divided into two classes (in line
with the Reference Mode for an Open Archivd Information System or OAIS referred to in
chapter 8):

Content information, conaging manly of detalls about the technicd naure of the
object which tdls the sysem how to re-present the data as specific data types and
formats. As access technologies change, this re-presentation metadata also needs to be
updated

Preservation description information, conssiing of other information needed for long-
term management and use of the object, including identifiers and bibliographic detalls,
infoomaion on owneship and rights provenance, higory, context including
relationships to other objects, and validation information,

Obvioudy, some of this metadata may refer to other information objects such as software
tools and format gspecifications that must aso be managed. The interdependent nature of
digita materids means that programmes often have to manage networks of linked objects and
their metadata.

There are ill no accepted standards for preservation metadata schemas for universal use, 0
programmes may have to choose between accepting (and possibly adapting) one of a number
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of modds being used by others, or desgning their own schema (either as a complete solution
or asaminimd interim one until a sandard emerges).

Many nationad archives authorities have released metadata specifications for record keeping
sysems that include preservation needs In the library fidd, an internationd working group
convened by OCLC and the Research Libraries Group (RLG) released a recommended
preservation metadata framework in mid-2002 (avalable online a
<http://mwww.oclc.org/research/pmwg/pm_framework.pdf>). Their report is a good darting
point for exploring the metadata that may be needed.

An interesting implementation by the Nationa Library of New Zedand attempts to adapt the
OLCLC/RLG work to a paticular programme and its circumstances (avalable online at
<http:/AMww.natlib.govt.nz/fileddinitiatives metaschemapdf>). This schema proposes the
following eements (somewhat summarised here):

Describing a digital object

Name of the object

Locd identifiers

Globd persgtent identifier

File location in storage system

Date when created as preservation master

Overarching technicad compostion (no of
files of each MIME type)

Structura type (eg text, image)

Hardware required for object to function

Software required for object to function

Specid inddlation ingructions

Built-in access inhibitors and facilitators

Quirks (in-built anomalies)

Authentication or validation keys

Who created metadata and when

Describing any process applied to an
object (including creation)

Name of process

Purpose

Agent who carried out process

Agent who approved process and when

Hardware used

Software used

Stepsinvolved in process

Outcomes

Standards or specifications used

When completed

When created

MIME type/format (eg imageftif)

Verson

Key file that provides access

Characterigtics of spedific file types

(eg for imagefiles: resolution, dimensions,
tond resolution, colour space, colour
management, colour lookup table,
orientation, compression)

(eg for text files: compression, character
s, associated DTD for structured text,
sructurd divisons)

(eg for audio: resolution, duration, bit rate,
compression, encapsulation, track
number and type)

(eg for video: frame dimensons, duration,
frame rate, compression, encoding
structure, sound)

(eg for datasets. common elements above
only)

(eg for executable files: common dements
above only)

Describing update of metadata
Agent modifying metadata

When modified

FHeld modified

Describing technical characteristics of any
files within the object

Soedific file identifiers

Relationship to other component files
Flesze
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FOR PRESERVATION PROGRAMMES WITH FEW RESOURCES

1421 Trander
Programmes with few resources may need to explore ways of reducing transfer costs:

‘Push”  arangements may require less investment by the presarvation
programme and shift most of the cost of transfer to the producer. However,
without agreements about the media, formats and quality control to be used by
producers when transferring materid, short-term savings may produce grester
preservation costs in the long term

Wl chosen redtrictions on the range of media and formats accepted by the
programme may produce savings

programmes may be able to store trandferred materid on their trandfer media if
relaively stable carriers have been chosen, and if backup copies can be made
for security.

Some communities without access to separate preservation agencies may have to
pursue a ‘nontrandfer’ modd, setting up the best preservation arrangements they can
within an operating environment. Even in these circumdances many of the same
principles goply: ongoing accesshility is more likdy with some kind of interna
trandfer to even a modest ‘back up archive’ where files can be managed outsde the
norma risks of operationd use. Files will dill need to be sufficiently well described
and protected to alow later transfer to a more secure preservation programme.

1422 Metadata

The cods of recording metadata can be a sgnificant part of overdl preservation cods.
There may be potentid for savings by dther reducing the amount of information
recorded to a minimum (and accepting that both access and preservation will be made
more difficult); or by invesing in software that will capture metadata automaticaly
(which will become easier as metadata standards develop).

In choosng a minima set of metadata, programme managers may find it hdpful to
condder what users will need in order to find maerid, and what questions will
require answers in taking any foreseeable preservation action.

CASE STUDIES

14.23 Casedudy 1

A nationd library collecting online digitd publications effects tranders by gathering
files from publishers dtes, usng programmable searching, copying and downloading
software such as HTTrack, in accordance with agreements negotiated with each dte
owner. The gathering process involves g&ff in looking for potentid gStes that might

97



meet the library’s sdlection guidelines, deciding what should be captured ad how far
links on the dte should be followed, (the sdection policy suggests that linked
documents on the same dte should be captured, but no other links followed). When
files are downloaded by the software, staff check to see that dl desred materid has
been downloaded and that al files work. A metadata record is crested using a mixture
of software-generated and manudly entered data An individud entry page is created
for each title captured, usng a sysem-generated template, s0 that users can
understand what they are getting and how it relates to both the publisher’s Web ste
and to other materia captured in the archive. When completed, the metadata record,
which includes a link to the captured objects, is saved to the metadata repository, and
the captured objects are saved to the repository mass storage system.

1424 Casesudy 2

A smdl ehnomusicology archive receives fidd recordings from collectors on DAT
tape, which is chegp and convenient for collecting use but unsuitable for storage.
After checking that the materid fits within the archiveé's callecting policy, and tha
recording quality is adequate, dtaff accept the materid, manualy entering information
about the consgnment into a separate database. The materid is accessoned and
dlocated a running number in the collection. The data on the tape is copied to two sets
of CD-Rs one as a presarvaion copy and one as a backup. The DAT origind is
shelved as an access copy for short-teem use, and the CD copies are shelved
separately. The metadata record is updated with the location of al copies.

REFERENCES — wheretolook for moreinformation

Crossreferences
Liaison with producers also see Working with producers. chapter 13
Metadata and means of access aso see Maintaining accessibility: chapter 17

Offsite references (dl links viewed march 2003)
1. Transfer

The (UK) Arts and Humanities Data Service (AHDS) and its affiliated data archives
(in the fidds of literature, archaeology, visud ats, hisory and performing arts) have
produced a number of excdlent ‘guides for depostors. These include good technica
information on preferred formats for a wide range of types of materids. They may
serve as good models for smilar data-based programmes. For example:

History Data Service (nd). Guidelines for Depositors.
http://hds.essex.ac.uk/depquide.asp

Oxford Text Archive (1999). Depositing with the OTA: the Depositors Guidelines.
http://ota.ahds.ac.uk/publications/|D Depositing-Introduction.html

Visual Arts Data Service (nd). Guidelines for Depositors.
http://vads.ahds.ac.uk/depositing/depositor guiddines.pdf

2. Persistent identification
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Corporation for National Research Initiatives (CNRI), (nd). The Handle System.
http://www.handle.net/index.html

Dack Diana (2001). Persistent | dentification Systems (Report on a consultancy for the
National Library of Australia).
http://www.nla.gov.au/initiatives/pers stence/Pl contents.html

International DOI Foundation (nd). The Digital Object Identifier System.
http://www.doi.org/

Internet Engineering Task Force (IETF), (2001). Uniform Resour ce Names (URN).
http://www.ietf .org/html.charters'urn-charter.html

Nationa Library of Australia (2001). Managing Web Resourcesfor Persistent Access.
http://www.nla.gov.au/qui delines/2000/persi stence.html

The PURL Team (nd). PURL — Persistent URL Homepage. http://purl.oclc.org/
2. Metadata

Metadata standards and initiatives abound in various fields of heritage management,
with extensons or adaptations to accommodate digita materias. For examples, see:

Dublin Core Metadata Initiative. http://dublincore.org/

IFLA Universa Bibliographic Control and International MARC Core Programme
(UBCIM) (2000). UNIMARC Guidelines no 6: Electronic Resources.
http://ifla.org/V1/3/p1996-1/guid6.htm

International Council on Archives,(1999). General International Sandard Archival
Description, 2nd edition. http://www.ica.org/biblio/cdslisad g 2e.pdf

Consortium for the Computer Interchange of Museum Information, (1999). CIMI
Dublin Core Metadata Testbed Project.
http://www.cimi.org/old site/documents/meta webliography.html

International Association of Sound and Audiovisud Archives, (1998). The
| ASA Catal oguing Rules.http://www.iasa-web.org/icat/

Some preservation metadata sources:

Colorado Digitization Project Metadata Workgroup, Audio Taskforce (2002).
Metadata for Digital Audio (draft).
http://coloradodigital .coalliance.org/digaudio _meta.paf

National Library of New Zedand, (2002). Metadata standards framework —
preservation metadata. http://www.natlib.govt.nz/files/4initiatives metaschema.pdf

NISO/AlIM, (2002). Data dictionary — technical metadata for digital still images,
released as draft standard for trial NISO Z239.87 — 2002.
http://www.niso.org/standards/resources/Z39 87 trial use.pdf

Preservation metadata and the OAI S| nformation Model: a metadata framework to
support the preservation of digital objects: a report by the OCLC/RLG Working
Group on Preservation Metadata, (2002).

http://www.oclc.org/research/pmwa/pm framework.pdf

Public Record Office (UK) (nd). PRONOM (concerning a database system that stores
and provides information about file formats and the application software needed to
open them.) http://www.pro.gov.uk/about/preservation/digital/pronom.htm

The British Library, (nd). Code of Practice for the Voluntary Deposit of Non-Print
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http://www.niso.org/standards/resources/Z39_87_trial_use.pdf
http://www.oclc.org/research/pmwg/pm_framework.pdf
http://www.pro.gov.uk/about/preservation/digital/pronom.htm

Publications. http://www.bl .uk/about/policies/codeprac.html
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Chapter 15. M anagingrights

INTRODUCTION

15.1 Cautionary note

These guidelines should not be interpreted as competent legal advice on rights
issues.

152 Ams

This chepter is intended to highlight the serious responghility of preservation
programmes to be aware of rights issues, and to provide some generad suggestions on
how those issues may be approached.

153 Inanutshdl

There are a range of right and expectations held by stakeholders, which preservation
programmes must be awae of and, if necessxy, include in ther management
planning. Many of these rights have legd implications including intellectud property
rights and privacy rights. Because preservatiion programmes must copy digita
materias to preserve them, and because most programmes am to provide ®me leve
of access, active rights management approaches are needed.

KEY MANAGEMENT ISSUES

154 Digital heritageand rights

Digitd heritage materids are subject to a range of rights and expectations, some of
which have legd force. Many, such as copyright, result from the intellectua property
invested in the materid. However, there may be other rights and expectations that also
need to be taken into account.

155 Arangeof rightsand expectations

The range of rights and expectations that preservation programmes may encounter and
have to manage typicdly includes:

Intdllectua property rights of producers including copyright, which may exis
in various layers associated with different agpects of the materid; the right to
st conditions of access and use; and the creator’ s moral right to be recognised

Legidaed rights of certain ingtitutions to collect, preserve and provide access
to some materids
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The rights and expectations of privacy, confidentiaity and authorisation of use
associated with some subjects of materia's such as organisationd records, ord
history recordings, personal data and private communications

Expectations of users regarding access and use

Expectations of the broader community that materid of enduring heritage

vaue will be pressrved and made accessble within the regime of rights
established in law.

15.6 Badcrightsrequired for preservation activities

Preservation involves many processes where rights issues are relevant. In order to
achieve continuity of digita heritage, preservation programmes must:

Obtain and hold materid, usudly involving making copies

Make further copies for preservation purposes

If necessary, bypass devices used by producers to limit access and prevent
copying

Decide what materiads and what aspects of materias should be preserved

Add metadata

Modify file structures and file names if necessary

Use whatever means are available at the time to preserve bility

Provide managed access for authorised users.

15.7 Challenges

Obtaining permissions to cover these activities may be difficult:
Producers and other rights owners may be unwilling to give permisson
Rights of access and rights of privacy and confidentidity are often in tensgon

In an environment of fragmented or collaborative cregtion of digitl materids,
it may be hard to identify or negotiate with dl rights owners

The legd postion maybe ambiguous, as many jurisdictions are dill in the
process of darifying legd frameworks of rights and how they should be
managed

In deding with globaly networked materids it may be even unclear which
lega jurisdiction gpplies that in which materid was produced, or published,
or captured for preservation, or stored, or accessed — dl of which may be
different.

The cogts of putting good rights managemert practices in place may be high,
especidly if individud negotiation is required. On the other hand, the costs associated
with not managing rightsissues adequatdly are aso likely to be high.
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PRINCIPLES IN ADDRESSING THESE CHALLENGES

158 Awareness

Presarvation programmes must be aware of the legd frameworks in which they
operate, including their legad rights condraints and obligations. This may require
reference to specific legal advice from a competent source. Even with good intentions
to preserve important heritage materids, preservation progranmes are responsible for
seeking ways to achieve ther misson without infringing the legitimate rights of
others.

159 Advocacy

Preservation programmes must decide on the extent to which they should engage in
advocacy on rights issues, presenting arguments for legidation tha would make it
easer for awide range of digita materias to be preserved.

At a minimum, presarvatiion programmes should ensure that interested parties are
aware of therights required for effective preservation action.

15.10 Finding wor kable solutions

While finding solutions to rights issues may not be easy, the problems are usudly not
insurmountable. Resolving them does require respect for the legitimae interests of
others. Solutions can usudly be developed through a cooperative approach that
recognises mutual needs and benefits. Preservation programmes can meke a large
contribution by showing that:

Sound management of rightsis possible

There ae ways of mesting presarvatiion objectives without jeopardising
reasonable commercia interests

Through their documentation and metadata services, preservation programmes
can promote community knowledge and use of rights owners products

By sdecting materia for preservation, preservation programmes can confirm
the importance of records, research results and other non-published materias,

Many preservation programmes have found satisfactory ways to approach rights
issues, often in partnership with rights owners. Such models range from quite Smple
agreements with individua rights owners (common in data archives and in sdective
achives of Web publications), to long-sghted partnerships between very large
commercid publishers and nationd libraries.

These moddls are usudly based on a mixture of transferred, managed and retained
rights. For example, the right to dtore and pressrve materid may be completely
trandferred, while the preservation programme is required to closdy manage access
and the producer retains copyright.
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TECHNICAL AND PRACTICAL ISSUES

1511

Legal frameworks

There may be a number of frameworks which dlow preservation programmes to

assume
include:

the right to collect and preserve specific digitd materids. The most common

Legal deposit or records management legdation

Organisationd rules governing corporate information

Contractud requirements to deposit data

Conditions of grants, awards, employment, or membership of organisations
Rights inherited by one organisation from another

Negotiated or purchased licence agreements

Rignts implied by voluntay submisson of maeid to a presarvation
programme

Some preservation agencies capture and Store materids such as publicly
available, free access Web stes without seeking prior gpprova. Some do this
on the assartion of ‘far use for materid in the public domain; others rely on
an ‘opt out’ option whereby rights owners are generdly invited to express an
objection.

It is the respongbility of the preservation programme to determine, on the basis of
competent legal advice, whether any of these or other approaches is gpplicable, and

what is

1512

required as an adequate lega defence.

Some common Seps

Each gtuation requires its own set of arangements, but preservetion programmes
should consider the need to take some common steps including:

Deemining the legd dgtuation regarding rights specified by legidation,
exiging organisationd rules, or licence agreements

Identifying the rights that will be needed to cary out a preservaion
responghility

Identifying relevant rights owners, and other dakeholders with an influentia
interest in what rights are negotiated

Preparing a clear explanation of whet is needed and how it will be managed

Approaching rights owners and negotiating a rights regime that is mutudly
acceptable

Recording rights management responghilities in metadata thet is clearly and
securely associated with the relevant materids
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Ensuring the respongibilities are understood by staff

Having secure systems, procedures and tools in place to control access and
copying, and to monitor compliance

If necessary, isolating preservation actions from other kinds of access and use
Ensuring users understand their legd rights and obligations

Regularly evaduating systems and procedures to ensure they do what they are
Supposed to do

Monitoring any triggers for a change in rights such as the pasing of a
specified period of time.

15.13 Negotiating access conditions

The levd of access that preservation programmes should seek will depend on their
misson: it may be appropriate for some digita heritage materials to be subject to very
limited access for privacy, security, or other reasons, whereas it seems reasonable to
expect that published materids would be available for ongoing access through a well-
managed preservation programme.

Some possibilities that may be attractive in negotiating access conditions include:
Geographica redtrictions, such as limiting access to ondte usars

Redtrictions on the ability to copy, such as use of a stand adone computer
without accessto externa networks or disk drives

Redtrictions on the number of users who can access the materid a any one
time

Time thresholds alowing unrestricted access after a reasonable period for
commercid exploitation

Mutudly agreegble triggers for a trandfer of access rights, such as when the
materia isno longer available from a publisher’ s ste

Redtricting access to authorised users who are required to meet specified
conditions.

15.14 Managing rights

When rights have been negotiated, they must be managed as a core business
responsbility of the preservation programme.

Preservation programmes can expect to ded with large amounts of materid, so
the use of sandard licence agreements covering cdasses of materid will avoid
the need to negotiate and manage rightsitem by item

System tools to manage rights are available and can be expected to continue to
evolve. Such tools record access conditions goplying to individud items,
record and filter requests for use, and report on usage. In choosng rights
management tools, it is important to decide what tools are appropriate to
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support a balanced approach to rights management

It should be made easy for users to contact rights owners to negotiate their
own permissons, such as the right to copy, where it is the user’'s responsibility
to do so

Making authorised access as easy as possble may act as a disncentive to
unauthorised access and use

Encouraging creators to use open source software should help reduce
complications and cods involved in negotiging rights with proprietary
software developers.

FOR PRESERVATION PROGRAMMES WITH FEW RESOURCES

15.15 Seeking efficiencies

Rights issues have the potentid to add grestly to the costs of preservation
progranmes, so dl progranmes have an interest in finding efficdences and in
avoiding exposure to litigation. programmes with few resources may particularly need
to look for standard agreements that reduce the costs of negotiating rights approvals.
They may dso have to accept that rights management is a limiting factor on the size
of their operations.

Alternatively, they may need to limit ther activities to materids that present minimd
rights issues, for example because:
They dready have permisson

Rights have lgpsed (dthough this is unlikely to be the case for digitd materids
for some decades to come)

The producer community has a dsrong supporting interest in the preservetion
programme

There is relidble legd advice that ‘far use or other provisons would be a
successful defence.

CASE STUDIES

1516 Casedudy 1l

A data archive working in an academic discipline uses a sandard letter of agreement
for depostors to sign, authorising the archive to make a copy of the data and to take
ay necessxy presarvation action including meking further copies in whatever
formats it judges to be best suited to providing reliable access. Depositors must
indicate whether there are any redtrictions to be placed on access for ether a particular
period of time, or particular classes of users, or paticular kinds of use. The maximum
period for closed access is 10 years. The archive manages rights manualy, as the data
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is not avalable online user requests are checked against metadata records for the
materia requested before accessis alowed.

15.17 Casegudy 2

A date library relies on legd depost legidation that specificdly authorises it to make
and dtore copies for presarvation purposes. Copyright conditions ill apply, so the
library informs users of the need to get permisson from the copyright owner before
making copies. The library negotiates access redtrictions with owners of commercia
publications to protect their commercia interests for an agreed period of time, usualy
st a 5 years during which only ongte single use is dlowed. Many owners are happy
with less redrictive access because it broadens the audience for their publications,
while some require longer periods of redriction. A rights management metadata
system is used to record restrictions and to approve or regect requests automeaticaly.

REFERENCES — wheretolook for moreinformation

Cross references
Working with producers also see chapter 13
Metadata also see chapter 14

Offsite references (dl links viewed march 2003)

Many data archives use standard licence agreements with depositors to formdise the
trangfer of rights. For example, seer

Oxford Text Archive, (2003). Licence for depositors. http://ota.ahds.ac.uk/,
under “OTA Publications’

For dggnificat examples of rights management negotiations producing pogtive
results, see;

IFLA and the International Publishers Association, (June 2002). Preserving the
Memory of the World in Perpetuity: a Joint Statement on the Archiving and
Preserving of Digital Information. http://www.iflaorg/V/pressiifla-ipa0d2.htm

Koninklijke Bibliotheek (August 2002). National Library of the Netherlands and
Elsevier Science Make Digital Preservation History.
http://www.kb.nl/kb/resources/frameset kb.html2/kb/ict/ded/Itp/ltp-en.html

Some other resources:
CEDARS Project (2002). CEDARS Guide to Intellectual Property Rights
http://mwww.l eeds.ac.uk/cedars/qui deto/i pr/qui detoi pr.pdf

Kavcic-Colic, Alenka (2002). Archiving the Web: Some Legal Aspects, 68" IFLA
Council and General Conference, Glasgow. http://www.ifla.org/1V/ifla68/papers/116-

163e.pdf
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Chapter 16. Protecting data

INTRODUCTION

161 Aims

From this chapter a programme manager should understand how important it is to
maintain grict control over the integrity of the data underlying digita objects. Those
involved in implementation should be able to use the information in the chepter as a
basisfor discussng specific requirements with I T speciaists or service providers.

16.2 Inanutshdl

Data protection is a fundamental of dl pressrvation programmes. For many
programmes, authenticity is aso criticdly important. Authenticity relaes to the
ongoing integrity of data, and its clear and sustained identification. Data protection
drategies include dlocation of respongbility, technicd infrastructure, maintenance,
data transfer, proper storage of data carriers, backup, system security and disaster
planning. Authenticity dso relies on cler documentation of the origins and history of
digitd maerids

KEY MANAGEMENT ISSUES

16.3 Datastorageand protection

Data must be stored. While it is gppropriate to focus preservetion atention on how
best to re-present digita objects as origindly intended, it must never be forgotten that
the digitad object has an underlying form as data It is as data that it must be stored,
managed and protected if any digital object is to be available for presentation to a
User.

16.4 Authenticty

Heritage materids are often vaued, a least in part, for ther authenticity — the degree
to which one can trust that they are indeed what they are thought to be. For archiva
records, scientific data, and many other kinds of digitd materids, trust in thar
ongoing authenticity is criticd, for without it they are of virtudly no vaue.

Authenticity derives from being able to trust both the identity of an object — that it is
what it says it is, and has not been confused with some other object — and the integrity
of the object — that it has not been changed in ways that change its meaning.

Maintenance of both identity and integrity implies sustained and documented links
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between an object as originaly created and as currently presented.

Evduding, mantaining and providing evidence of continued authenticity are key
regpongbilities for most preservation programmes.

165 Threatstoauthenticity
Authenticity can be jeopardised by:

Threeats to identity. Loss of certainty about how an object is distinguished from
other objects damages autthenticity. This may result from confuson in
identifying data, changes to identifiers, or falure to document the reationships
between different versons or copies

Threets to integrity. Changes to the content of the object itsdf aso potentialy
damage authenticity. Most such changes stem from threats to the object at a
dataleve.

The nature of digitd materids, and how they must be managed for preservation and
access, both present chalenges:.

Digitd materids can be changed easly, with or without fraudulent intent, and
even without any intent &t al

Changes that happen may not be obvious

Preservation processes amost dways involve making changes - trandferring
data from one sysem to another, from one carier to another, adding or
updating metadata, cregting new copies that need new file names, changing the
means of presentation as technologies change, and so on.

16.6 Threatsto dataintegrity

Common threats to the ongoing integrity of data that preservation programmes are
likely to encounter include:

‘Naturd’ generation of errors that arise in digitdl storage systems

Breskdown of carriers. Most carrier media have a reasonably short useable life
before deteriorating to the point of unreliability for data storage

Madlicious attack, which may come from sysem hackers, viruses, daff or
outsde intruders interacting with the storage system

Collatera damage from mdicious acts such as terrorist attacks, acts of war or
civil unrest affecting buildings or power supplies

Inadvertent acts by saff or vistors such as turning off power, throwing out
disks or tapes, or reformeatting storage devices

‘Naturd’ disasters such asfire, flood, or building collapse
Busnessfailure
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The likdihood and impact of these and other risks will vary from dgtuation to
dtuation. However, one can assume that all of these risks must be addressed.

PRINCIPLES IN ADDRESSING THESE CHALLENGES

16.7 How much authenticity is needed?

Where digitd materids have vaue as records that offer evidence of some kind,
authenticity is extremey important. Not al digitd materids ae made or sdected to
provide evidence: for example, they may reflect cregtive expresson, the debate of
ideas, or the dedre to entertain and be entetained. Even for these materids
authenticity may be an issue, as the integrity of their crestors work or ideas should be
protected.

Ultimately, preservation programmes must decide how much to invest in ensuring that
the authenticity of materid in ther care can be trusted, bearing in mind that object
identity and data integrity are fundamentd responsibilities.

16.8 Theroleof data protection
Data protection must play akey role in any preservation programme, for two reasons.

So that there is a digita object for a user to access. This is a fundamenta
requirement: if data is lost or serioudy corrupted it may be impossble to re-
present the intended digita object at dl, and the preservation process must be
judged to havefailed

So that the integrity of the data can be mantained without tampering or
corruption in order for usersto trust the authenticity of the re-presented object.

16.9 Therodeof documentation
Documentation aso plays akey role, for two reasons:

By explaining the links between objects and by clearly didinguishing between
them, it provides evidence of identity

By showing what changes, if any, have taken pace, with whose authority, and
to what effect, it provides an audit trail to attest to authenticity.

16.10 Respongbilitiesfor maintaining authenticity

It may not be practical to expect an entirdly objective guarantee of authenticity - there
may dways be an dement of trust or subjective judgment in deciding that authenticity
has been aufficiently proven — however, it seems reasonable to expect that digita
preservation programmes would accept three responsbilities:

They must assess whether demondtrated authenticity is critical to the ongoing
vaue of the materid

They mug protect the materid in their care from changes that would dter its
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meaning. (This dlows for extend changes such as new interpretations,
without dlowing internd changes that would ater meaning)

They must document the rdationships on which the required leve of
authenticity rests. These include rdationships between the object and its
identifiers, between the object and its producer; between different objects;, and
between the object and how it has been managed.

16.11 Data protection strategies

Other kinds of heritage materids may have survived periods of neglect, but digita
data will not. Digitd objects require well planned, wdl managed, and sudtained
drategies to protect data as a minimum foundation of continuity. The drategies that
are needed usudly include:

Clear dlocation of responghilities

Provison of appropriate technicd infrastructure, including systems, <orage
devices, and carriersto do the job

Maintenance, support and asset replacement programmes for the systems

Trander of data to new cariers on a regular bass to ensure data is not
threatened by media deterioration or changes in access hardware

Appropriate storage and handling conditions for carriers

A high leve of redundancy as an insurance agang the failure of any one copy
or component; including appropriate backup regimes

A high levd of system security including controls on access to stored data

Disagter preparedness planning.

These are covered in more detail in the Technicd and Practica 1ssues below.

TECHNICAL AND PRACTICAL ISSUES

16.12 Usng serviceproviders

Of dl the responghilities of preservatiion programmes, storage and data protection
may be the ones for which it is eadest to find sutable third party service providers.
The condderable investments required for equipment and expertise may make this an
dtractive dterndive to managing daa in-house. However, the criticd nature of data
protection means that the preservation programme must gill accept responghility for
ensuring that any contracted services deliver the necessary levels of care and control.

16.13 Practical aspectsof data protection srategies

There is a reasonably standard suite of drategies used to manage data in long-term
sorage. Most are predicated on an assumption that the data carrier itsalf does not need
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to be preserved, only the data.

Allocation of  responghbility. Someone must be given unambiguous
responghbility for managing data torage and protection. This is a technica
repongbility requiring a paticular st of skills and knowledge as wdl as
management expertise. Except for very smal collections, data storage and
protection require dedicated resources, working to an appropriate plan and
accountable for these strategies

Appropriate technica infrastructure to do the job. Data must be stored and
managed with appropriate systems and on an appropriate carrier. There are
digitd asst management systems or digita object storage systems available
that meet the requirements of digitd preservation programmes. Once
requirements have been determined, they should be thoroughly discussed with
potentid  suppliers. Different systems and carriers are suited to different needs
and those chosen for preservation programmes must be fit for their purpose.
The overdl system must have adequate capabilities including:

- Sufficient Storage capacity. Storage capacity can be build up over time, but
the sysem must be able to manage the amount of data expected to be
dored within itslife cyde

- As a fundamenta capability, the sysem must be able to duplicate data as
required without loss, and transfer data to new or ‘refreshed cariers
without loss

- Demondrated reliability and technical support to ded with problems
promptly

- The adility to mgp file names into a file-naming scheme suiteble for its
sorage architecture. Storage systems are based around named objects.
Different sysems use different architectures to organise objects This may
impose congraints on how objects are named within sorage; for example,
disk sysems may impose a hierarchical directory dructure on exigting file
names, different from those that would be used on a tape system. The
system mugt alow, or preferably carry out, a mapping of system-imposed
file names and exigting identifiers

- Theahility to manage redundant storage

- Error checking. A levd of automated eror checking is norma in most
computer storege. Because heritage materids must be kept for long
periods, often with very low human usage the system must be able to
detect changes or loss of data and take appropriate action

Technicd infragtructure must dso include means of doring metadata and of
religbly linking metadata to stored digitd objects. Large operations often find
they need to st up digitd object management systems that are linked to, but
separae from, their digitd mass dorage system, in order to cope with the
range of processes involved, and to adlow metadata and work interfaces to be
changed without having to change the mass storage

The currently available broad options for large scae Sorage cariers are
discussed in Table 16-1 below:
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Carrier Access to | Allows data | Current Speed  of | Expected Other
data modification? storage increasein | usable life | comments
capacities | capacity of single
per unit unit
Magnetic fast random | yes up to 200 | doubling around 5 | generally
disk (eg | access gigabytes every 12- | years fixed
hard disk) 18 months media
Magnetic linear generally no —| up to 200 | doubling around 5 | portable
tape storage so | ‘read and writ€' | gigabytes every 12- | years media
takeslonger | requires data to 18 months suitable for
to search | beoverwritten backup
and access
data
Optical disk | fastrandom | yes, on some|up to 4 | dow wide range | portable
(CD,DVD) | access, but | products gigabytes because from say, 5 | media.
slower than not used | years for .
magnetic for  very | low quality unlt. costs
. low; low
disk large products to
archives or | several cost
backups decades for | CONSUMeEr
. equipment
high k
. widely
quality ilabl
products avalabie

Table 16-1 Comparison of large-scale data carriers

Maintenance, support and replacement programmes. System  components
generdly need to be replaced every few years. Hardware typicaly has a
working life of aound five years before technicd support may become
difficult to obtan. Storage carriers aso need regular refreshing (rewriting of
data) and periodic replacement by new carriers.

The need to replace dorage systems involves dgnificant recurring costs,
covering the equipment itsdf as well as the procurement and data transfer
processes that precede and follow ingdlation of new equipment. These costs
must be built into long term budget planning.

While the cost of replacing data carriers must be considered, replacement
media typicdly offer increesed dorage capacity. Unfortunatdy, any savings
are usudly offset by growth in the amount of data to be stored.

The market for data storage and management systems extends well beyond
preservation progranmes, 0 there are good COTS (Commerciad Off The
Shelf) products avallable. Usng COTS technology is possbly the most essly
managed, low risk and cost effective approach as technical support and
upgrades are provided by vendors in a competitive marketplace. Standards are
aufficiently widdy used in the sorage market to alow mixing and matching
products from various vendors o that a number of upgrade and replacement
paths are available when needed.
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Transfer of data to new carriers on a regular basis. Storage systems rely on
safe and complete replication of data, rather than enduring cariers, for data
protection. Data must be copied from carrier to carier to avoid the impact of
carier deterioration. As new kinds of carriers prove their usefulness in storage
gystems, data is transferred from older kinds of cariers. This must happen
before any hardware or software required to retrieve the data are discarded.

Panning for data trandfers is a management chdlenge, whatever the system
used. For example, a small, low use archive storing data on shelved CDs, must
keep track of the age and condition of the CDs as wel as dgns that CD
technology will have to be replaced. More sophisticated mass storage systems
generdly automate decisons about regular transfer of data between carriers,
but managers gill need to decide when carriers should be replaced with new
media, and when underlying technology has been superseded.

Appropriate storage and handling conditions for carriers. Digitd data carriers
must be stored in conditions that do not accelerate their rate of deterioration

The main risks for data carriers are excessve temperature and humidity which
endanger the carrier; dust or other particulates which may obscure access to
the daa; and in the case of opticdly encoded materid, light, which may
damege the opticdly inscribed data Modern data tapes are of such a high
coercivity, that accidentad erasure by a magnetic fidd does not conditute a
major risk.

Magnetic data tapes may be integrated into a digitd storage system. Typicdly
this would be housed in a dean computer room with controlled temperature
and relatively humidity set a 18°C, and 40% RH, a continuous influx of clean,
dust-free air, with daly ceaning to prevent contamination. The conditions
would fluctuate no more than 2°C and 10% RH in any given 24 hour period.

Magnetic data tapes stored for optimum carier life (away from the computer
room environment) should be stored under more dringent conditions, a a
temperature between 18°C and 10°C, with a daily tolerance of no more than
1°C, and between 30 and 40% RH with a tolerance of no more than 3%RH.

Optical cariers, such as CD-Recordable, should be gored under smilar
conditions, in a darkened environment due to their sengtivity to light.

There are suggestions that very low temperatures (gpproaching or lower than
0°C), may be detrimentd to the life expectancy of certain cariers, however,
this has not been proven.

Redundancy and backup regimes. The importance of redundancy and backup
regimes cannot be overemphassed: they ae fundamenta to dl digitd
preservation programmes as a basic insurance against damage or loss to any

single copy.

While soring multiple copies of the same data does offer some protection
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agang falure, preservation programmes must aso condder the risks of a
dissster which damages dl copies stored a the same dte. Storing copies a
different gtes is a basc requirement; to avoid the impact of region-wide
disasters such as floods, earthquakes, wildfires, and war, programmes should
consder the need to store additional backup copies of important data outside
thelr own region.

Preservation programmes may also need to adjust norma backup schedules so
that preservation data, which must be kept, is refreshed (i.e. rewritten) not
overwritten with new data.

Syslem security. Security controls are required to ensure that stored data are
only exposed to controlled, authorised processes. Standard 1T security
measures for vitd information assets are fully gpplicable and absolutely
required.

Dissder planning. Standard IT disaster recovery plans must be in place, and
must be tested regulaly. The plans may include redigic arangements for
attempting data recovery from damaged cariers, but data recovery is
expendve and uncertain, and it should be seen as a vey unsatisfactory

aternative to proper recovery-from-back-up arrangements.

16.12 Managing risks
Table 16-2 presents a smplifed risk anayss of some of the more common thregts to

datain storage.
Threat What it | Likelihood | Speed of | Impact Prevention
affects onset options
‘Naturd’ data amost certain | gradual data may not | error checking, error
generation of | integrity work;  may | correction, data
errors prevent data | refreshing and
recovery transfer
Carrier data certain for | gradual severe; data| use high quality
breakdown integrity most carriers may be | products; use more
unreadable stable carriers; check
and not | condition frequently;
recoverable transfer data within
expected life of
carrier
Malicious data amost certain | likely to be| likely to be | security  measures,
attack: integrity, file | for networked | sudden severe; may | logical and physical;
hackers, identity archives include firewalls, access
Vvirus, rewriting or | controls; take data
intruders corrupting offline
data
Collateral data varies, likely to be | likely to be| backup data; secure
damage from | integrity, file [ depending on | sudden and | severe, and | accessto backups
other attacks | identity, situation unexpected beyond
not directed | equipment capacity  of
at system assets normal
security
measures
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Inadvertent data likely wunless | likely to be| varies from | backup data; staff
acts eg | integrity, file | managed unexpected nuisance to | training and physical
turning  off | identity catastrophic | access controls
powe,
discarding
carriers,
reformatting
storage
devices
Natural data very likely | likely to be| may be | disaster
disasters eg | integrity, file | over long | sudden but | localised and | preparedness;, well
fire, flood identity, term may be | minima or | placed storage areas;
equipment warning total loss offsite backup
assets period
Business access  to | varies may be [ likely loss of | business  planning
falure data gradual  or | access as | and management;
sudden carriers  are | continuity/succession
dumped or | arrangements;, clear
re-used identification of
important assets

Table 16-2 Samplerisk analysis of data protection threats

FOR PRESERVATION PROGRAMMES WITH FEW RESOURCES

16.13 Fundamental respongbilities

Daa protection is such a criticd responghility that even programmes with few
resources must give it a high priority. The smplified risk andyss above may suggest
areas of lower risk for some programmes. It aso suggests that some risks may be
reduced at the cost of reducing the level or speed of access. This may be perfectly
acceptable for some collections.

16.14 Prioritisation

It may be possible to prioritise parts of the collection for additional protection, and to
offer lower protection (such as less frequent backups, use of lower qudity cariers,
less frequent transfer of datato new carriers) to lessimportant data.

CASE STUDIES

16.15 Casestudy 1

A typica arrangement that maekes use of redundancy holds data on tape in three
copies. one held ‘near-lin€ in a tape library attached to the system, one offline but on
dgte, and one offgte. All copies are identicd and the system maintains them so. For
access, a temporary copy is made to disks organised as a RAID (Redundant Array of
Inexpensive Disks) in which falure of one disk is compensated for by copies on other
disks. To achieve carrier redundancy, there may aso be a separate copy stored offsite
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on optica media.

16.16 Casedudy 2

A record archive documenting government business transactions goes to great effort
to certify the authenticity of every record it stores. All records scanned from non
digitd originds include a sgned daement atesting that they are true copies, digita
records captured from eectronic record keeping systems include system-generated
verification checks. All processes that could bring about unintended or unauthorised
changes are documented in preservation metadata attached to the record.

A regiond library collecting digitd publications uses qudity control checking to
ensure that the files it captures match the copy remaning on the publisher’s dte. It
documents the processes it applies to the materia, and controls any sgnificant thrests
to data integrity, but it accepts that some processes will lead to items that differ from
their origind agppearance when re-presented in the future. It is unable to certify that
the copies it presents are authentic, but clams its processes provide a reasonable basis
for accepting them as archived, managed copies for research purposes.

REFERENCES - wheretolook for moreinformation

Cross references

Relationship between data and presented digital objects also see Understanding
digital preservation: chapter 7

Offsite references (al links viewed march 2003)
Some interesting views on authenticity can be found in:

Gladney Henry M, Digital Document Quarterly.
http://home.pacbel |.net/hgladney/ddg.htm

Graham Peter S, (2000). Authenticity in a Digital Environment, Council on Library
and Information Resources. http://www.clir.org/pubs/reports/graham/intpres.html

InterPARES Project (2002). The Long-term Preservation of Authentic Electronic
Records: Findings of the InterPARES Project.
http://wwuw.interpares.org/book/index.htm

Technica information on data storage devices can be located through:

Bogart, John Van. (1995). Magnetic Tape Storage and Handling: A Guide for
Libraries and Archives Council on Library and Information Resources, Washington,
DC. http://mww.clir.org/pubs/reports/pub54/index.html

CoOL [Conservation OnLine]: electronic storage media.
http://palimpsest.stanford.edu/bytopi c/el ectroni c -records/'el ectroni c -storage-medial

Kodak Professional (nd). Permanence and Handling of CDs.
http://kodak.com/gl obal/en/prof essional/products/storage/pcd/techl nf o/permanence.jh
tml

Library of Congress (rev ed 2002). Cylinder, Disc and Tape Care in a Nutshell.
http://www.loc.gov/preserv/care/record.html
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Chapter 17. Maintaining accessbility

INTRODUCTION

171 Aims

This chapter ams to explain the context of access maintenance, and what is required

to support it, as wel as providing a bass for comparing a range of commonly
proposed strategies.

17.2 Inanutshdl

Changes in software and hardware add up to a loss in the means of access to digita
heritage materids. This is expected to be the core chalenge for most preservation
programmes. Using understandings of the reationship between digita objects and
their means of access, and taking account of what has to be presented to a user in
providing access, programme managers must decide on drategies that will guarantee
accesshility whenever it is needed. Strategies, which are likdy to vary over time and
according to needs, are 4ill evolving. The Srategies discussed are grouped into those
based on investment of resources from early in the life cycle of digitd materids, those
with short-teem and with medium- to long-term effectiveness, and some dternative
‘non-digitd’ and ‘non-preservetion’ drategies.

KEY MANAGEMENT ISSUES

17.3 Why accessbility pathways ar e needed

Preserving the ability to access digitd materid is the key purpose of digitd
preservation programmes. Based on preserved data and metadata, and using access
tools of software and hardware, digital objects must be re-presented to users in an
understandable form. This must be done & any time in the future when they ae
needed, using access technologies available a that future time.

Because digitd objects rely on specific combinations of technology for presentation,
the ability to re-present them a a later date is typicdly disupted or lot as
technologies change. This phenomenon of changing access technologies is so
common that it isadmost adefining characteridtic of sored digital materids.

174  Timeframesfor preservation

The rate of technologica change brings the horizon of loss cose for many currently
avalable digitd materids. Some materids crested with technologies that were
common less than ten years ago ae dready difficult, if not impossble, to make
available with the technologies of today.
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While the ultimate god is to find ways of guaranteeing access a any point in the
long-term future, there is also aneed to ensure accessibility in the short-term.

175 Defining acceptable levels of loss
Preservation programmes are likedy to face scenarios requiring judgments about
acceptable and unacceptable levels of loss.

Complete fideity to the origind presentation of digitd materids may be difficult in
ay ca, many currently reviewed drategies may involve losses including possible
loss of content, loss of the origind ‘look and fed’, or loss of some origind functions.

These losses may be the unintended by-products of the chosen strategy (common in
migrating files to a new format), or the intended result of choices to reduce
presarvation codts (such as discarding links or dynamic dements of Web pages). They
may even be intringc to the preservation objectives of the programme (such as the
removal of edit functions from documents saved as dtatic records).

In these and smilar scenarios, the programme requires some means of deciding what
losses will be acceptable.

PRINCIPLES IN ADDRESSING THESE CHALLENGES

17.6 Therespongbility of preservation programmes

Preservation programmes must find ways around the threat of changing and obsolete
technologies if they ae to achieve thar primary objective, which is to mantan
continuity of access.

17.7 Recognisng which items must be preserved

Many callections contain multiple versons of the same materids, such as high qudity
digita images and their lower qudity, derivaive versons provided for easy network
access. Preservation programmes must decide which verson or versons should be
maintained, and which can be generated anew at alater date.

17.8 Recognising which dements must be maintained

In order to define acceptable and unacceptable levels of loss, preservation
programmes must define the essentid dements they must maintan. As discussed
previoudy (in chapter 12), programmes need this information in order to:

Choose the most gppropriate strategy to maintain those elements
Choose the most cost-€effective strategy
Assess whether their strategy has been successful.

Setting preservation objectives a this levd requires careful sudy of the materid to
understand why is exigts, how it works, and what a user should be able to see and do
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with a preserved copy.

Once the essential dements have been defined, the preservation programme's task is
to find, and continue to find, combinations of data, software and hardware that will re-
present those elements as accurately as required.

179 Therdationship between data and software

There is dways a dependent reationship between data and software: dl data require
some kind of software in order to be presented in an understandable form to a user.
The degree of dependency has important implications.

Some objects are relaively independent of specific software; eg basic data
sets, plain or tagged text such as ASCII could be presented using a range of
quite basic software tools

Some objects depend on more complex but generic or widdy avallable
software; eg HTML, standard image formats such as TIFF and other formats
designed to work on interchangeable platforms

Some objects depend on specific gpplication software and are not designed to
work outsde their origind operating environment — dthough meanufacturers
often provide tools that alow them to be read or used more widdly; eg word
processing formats, Spreadsheets, some databases, drawing and GIS mapping
formats

Some objects essentidly are software eg executeble files, software
programmes

Many complex materias contain combinations of objects with different levels
of software dependency.

The degree of software dependency may limit the choice of drategies that are
avalable. For example, ‘data’ or ‘document-type objects may be effectivey
presented by a range of software, while ‘software’ objects may have far fewer options
for retaining access once their origina operating environment has been log.

17.10 Choosing appropriate strategies

There is, as yet, no universaly applicable and practical solution to the problem of
technologicd obsolescence for digitd materids. Several agpproaches have been
proposed but it is unlikdy that there will be a dngle solution tha offers a cost-
effective means of access for dl materids, for al purposes, for al time. At this stage,
it is reasonable for preservation programmes to look for multiple Strategies, especidly
if they are respongble for arange of materias over extended periods.

It is important to teke active steps now, even smdl ones, which will preserve access
for the ‘managegble future, while dso planning for whatever long-term approaches
appear to be the most practicd.

The current front-runners as long-term drategies appear to be: the use of standards for
data encoding, structuring and description that can be expected to remain recognisable
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for long periods, emulation of obsolete software or hardware in a new environment;
and migration of data from one operating technology to another. These are dl
drategies that have been demondrated to work in certain circumstances over limited
periods of time. Necessarily, they have not proven themsdves agangt unknown
threats over centuries of change. But they do have current applications in the
management of data, and it seems likely that combinations of them will continue to be
researched and proposed for large-scale, long-term preservation.

17.11 Theprindpleshbehind current approaches

In searching for ways to overcome the impact of technologicd change, most
approaches that have been proposed are based on one or more of the following
principles.
Converting data to a human readable form on a carrier thet is easy to maintain
(such as paper, film or stable meta carriers)

Cregting data in, or converting data to, a highly standardised form of encoding
and/or document dructure (or file format) that will continue to be widdy
recognised by computer systlems for along time

Making the data ‘sdf-describing and ‘sdf-sudaning by packaging it with
metadata and with links to software that will continue to provide access for
some time, (and perhaps even packaging the software with the data)

Converting the data to a format where the means of access will be easer to
find

Mantaning the daa in its origind form (or a smplified verson), and
providing tools that will re-present it as origindly, @ther usng the origind
software and hardware (which have been maintained as wdl), or usng new
software that emulates the behaviour of the origind software and/or hardware

Providing specifications for emulating the origind means of access on a
theoretical intermediate computer platform, as a bridge to later emulation in a
future operating environment

Converting (migrating) the data to new formats that are accessble with each
new operating technology

Supporting later migration on demand by maintaining the data and recording
enough information about it to alow a future user or manager to convert it to a
then-readable form

Maintaining the data and providing new presentation software (viewers) tha
will render an acceptable presentation of it for each new operaing
environmen.

17.12 Critical support for preservation strategies
Whatever strategies are chosen, they must be supported by:

Appropriate organisationd commitments of respongbility, policy, procedures
and resources
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Appropriate lega clearances
Protection of the data
Access to specifications of standards and file formats for reference

Metadata that establishes the identity, integrity and technicd requirements of
the materid throughout itslife

Attention to quadity control issues a al stages

Monitoring of threats such as impending changes in technology that would
indicate re-activation of the strategy is needed.

17.13 Contingency planning

With al drategies, it is good practice to retain and protect the origind object data
dream, as wel as the modified data streams that the strategy may produce. Retaining
the origind data sream should be seen as contingency planning, providing an
opportunity to pursue other drategies should the chosen drategy fal. Such an
gpproach does imply extra costs to manage the additional data, and to manage the
relationship between paralld data streams. Despite the codts, the uncertain status of
most preservation strategies makes this gpproach very etractive.

TECHNICAL AND PRACTICAL ISSUES

17.14 Introduction

This section is devoted to a discusson of some of the most commonly proposed
drategies. These have been arranged as follows:

‘Invesment’ srategies (primarily involving investment of effort at the Sart):

- Useof standards

- Dataextraction and structuring

- Encapaulation

- Redtricting the range of formats to be managed
- ‘UVC (Universd Virtud Computer) approach

Short-term strategies (likely to work best over the short-term only):

- Technology preservation

- Backwards compatibility and version migration

- Migration (which may aso work over longer periods)

Medium- to long-term strategies (likely to work over longer periods):
- (Migration)

- Viewers

- Emuldion
- (UVC gpproach)
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Alternative strategies.

- Non-digitd approaches
- Datarecovery

Combinations.
17.15 ‘Investment’ strategies

1. Use of standards

Description:

This drategy involves the use of preferably open, widdy avalable, supported or
agreed dandards and file formats, for which there is an increased likdihood of
dability and longer term support. Such standards or formats may ether be formaly
agreed or may be de facto standard formats that have been widely adopted by
indugtry. Compliance to dandards may dso ether smplify the gpplication or
maximise the effectiveness of later presarvation drategies. This drategy can be
related to No.4 — Redtricting the range of formats to be managed.

A particular refinement of the standards approach is proposed in conjunction with the
UVC approach (see below at No. 5), as durable encoding (Gladney and Lorie, 2002),
which recommends encoding data to confirm with wel-known data processng
gtandards down to the level of encoding bits as ASCII or Unicode UTF-8, and objects
as XML. For objects that cannot be encoded in this way, programmes tha can
interpret them can be so encoded and packaged with them.

Examples:
- A mgority of digitisstion programmes choose TIFF (Tagged Image File
Format) as an open, stable and widely supported standard for creation of
preservation master images, with expectations of the format’ s longevity
The Victorian Electronic Records Strategy (VERS) primarily stores digitd
documents in Adobe Portable Document format (PDF) and encapsulates
them in an XML metadata wrapper. PDF was chosen, in part, due to the
public availability of the proprietary dandard, from which independent
viewing tools have been constructed.

More information: (all links viewed March 2003)

Gibbs R, Heazlewood J (2000). ‘Electronic Records — Problem Solved?. the Victorian Electronic
Records Strategy and the future of electronic record keeping in Victoria'. In: Books and Bytes :
Technologies for the Hybrid Library : Proceedings, 10th Biennial Conference and Exhibition, 16-18
February, 2000, Melbourne Convention Centre. Victorian Association for Library Automation, Inc.,
Melbourne, 2000.

Gladney H, Lorie R (2002). Trustworthy 100-Year Digital Objects: Durable Encoding for When It’s
Too Late to Ask. Saratoga CA, HMG Consulting, 2002. Available, with later relevant papers, from
HMG Consulting and via Digital Document Quarterly,http://home.pacbell.net/hgladney/ddg 1 4.htm

Some available data interchange standards for various areas of activity are listed in:
The Diffuse Project (2002). Diffuse Standards and Specification List. The Diffuse Project Consortium,
2002. http://www.diffuse.org/standards.html
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Potential advantages of using standards

Should smplify the preservation process by dowing the rae of change in
the technology required for access, encoding deta in very basc standards
like ASCII should make it ‘readable’ by computer systemsfor along time
Widdy supported formats may have a range of tools avaldble for
interpretation

Use of avalable, published dandards is more likdy to dlow re
interpretation of the data or re-construction of tools in the future if

necessary.

Difficulties, disadvantages and risks
May involve some invesment to convert materid to standard; may involve
losng some eements in converson; may not be any dandardised formeat
avallable for some types of objects.

Soecific requirements

- Knowledge of gppropriate standards and ongoing monitoring of Standards
developments
Standard file formats need to be well chosen, both with regard to the effect
of any trandformation on the essentid characterigics of objects and the
expected longevity of tools to work with these formats.

Indications for use
Use of gtandards should be generdly encouraged, but particularly when a
careteker organisation has some influence over the cregtion of materids or
the format in which materids may be deposited
Suitable where open, sandard formats are available that can encode the
required complexity of the origind objects, without unaccepteble loss of
essential characterigtics.
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2. Data extraction and structuring

Description:

Data abgtraction, sometimes also caled normalisation, involves andysng and tagging
daa s0 that the functions, relaionships and dructure of specific dements can be
described. The re-presentation of content can be liberated from specific software
gpplications and be achieved using different applications as technology changes.

Examples:
- The San Diego Supercomputer Center have used custom agorithms to
goply XML tags to a collection of one million emals (Moore et d, 2000
[2]). Application of this approach to word processng documents and
geospatia datasets has aso been investigated (Moore, 2001). The Nationd
Archives of Audrdia is ds0 invedtigating this gpproach to emails, with
extenson to other formatsto follow (Hedop and Davis, 2001)
The VERS programme of the Public Record Office Victoria (Augrdia) is
investigating XML representation of database tables
The Universa Virtua Computer approach (Lorie, 2000) proposes the
incluson of tags in origind data dreams to mark sections of data for
interpretation using a documented set of rules for each data type.

Mor e information:

Heslop H, Davis S (2002) (unpublished). An Approach to the Preservation of Digital Records. National
Archives of Australia, Canberra

Lorie RA (2000). Long-Term Archiving of Digital Information, IBM Research Report RJ10185. IBM
Research Division, San Jose, California.

http://domino.watson.ibm.com/library/CyberDig.nsf/7d11af df 5¢7cdad4852566de006b4127/be2a2b188
544df2c8525690d00517082

MooreR, Baru C, Rajasekar A, Ludaescher B, Marciano R, Wan M et al. (2000). Collection-Based
Persistent Digital Archives— Part 1. D-Lib Magazine 6(3).
http://www.dlib.org/dlib/march00/moore/03moore-pt1.html

MooreR, Baru C, Rajasekar A, Ludaescher B, Marciano R, Wan M et al. (2000). Collection-Based
Persistent Digital Archives— Part 2. D-Lib Magazine 6(4).
http://www.dlib.org/dlib/april00/moore/04moore-pt2.html

Moore R (2001). Final Report for the Research Project on Application of Distributed Object
Computation Testbed Technologiesto Archival Preservation and Access Requirements, SDSC TR-
2001-8. San Diego Supercomputer Center. http://www.sdsc.edu/T R/TR-2001-08.doc. pdf

Potential advantages of data extraction
Infrastructure  independence smplifies the trangport of data between
platforms and over generations of technology.

Difficulties, disadvantages and risks

- Not al object types can be abstracted in this way
Requires extensve development of tools and methods for andyss and
processing in order to correctly represent and tag each type of data
The technology eventudly used for presentaion may ill limit what
functions can be represented.
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Specific requirements
Appropriate tools to tag and transform data
A high degree of qudity control during the development of methods to
ensure that al semantic relationships and anomdies are represented.

I ndications for use
Structured or semi-structured data or documents for which retention of
content, semantics and relaionships is more important than any particular
display characterigtics.
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3. Encapsulation

Description:

Encapaulation is a widely adopted means of binding together data and the means of
providing access to it, preferably in a ‘wrapper’ that describes what it is in a way that
can be understood by a wide range of technologies (such as an XML document).
Because it is often impracticd and unnecessary to encgpsulate the actud means of
access such as software and hardware, encgpsulation usualy bundles metadata
describing or linking to the correct tools. An dternative approach is to include or link
to a specification for the software or hardware so that it could be rebuilt in the future

if necessary.

Examples:
The Reference Mode for an Open Archivd Informaion Sysem
(OAIS) describes incorporating data objects and their associated
metadata into Archiva Information Packages (AlIPs). Metadata may
ether be bundled directly with the archived object or logicdly
associated within the system
The VERS drategy involves cregtion of “onion records’, in which data
objects are wrapped directly in XML-encoded metadata, making them
independent of a management system
The Universa Presarvation Format (UPF) drategy seeks to make
objects independent of applications and operaing systems by wrapping
the content in “sdf-describing” metadata that includes the technical
specifications to access the encapsulated materials.

Mor e information:

Consultative Committee for Space Data Systems (2002). Reference Model for an Open Archival
Information System (OAIS). CCSDS 650.0-B-1. Blue Book. Issue 1. January 2002. Washington D.C.,
CCSDS Secretariat, 2002. http://wwwelassi c.ccsds.org/documents/pdf/CCSDS-650.0-B-1. pdf

Gibbs R, Heazlewood J (2000). Electronic Records— Problem Solved?: the Victorian Electronic

Records Strategy and the future of electronic record keeping in Victoria. In: Books and Bytes :
Technologies for the Hybrid Library : Proceedings, 10th Biennial Conference and Exhibition, 16-18
February, 2000, Melbourne Convention Centre. Victorian Association for Library Automation, Inc.,
Melbourne, 2000.

Shepard T, MacCarn D (1999). The Universal Preservation Format: A Recommended Practice for
Archiving Media and Electronic Records WGBH Educational Foundation, Boston.
http://info.wgbh.org/upf/pdfs/991231_UPF_RP.pdf

Potential advantages of encapsulation
Provides information that will make it eeder @ther to find a current means
of access or to develop one.

Difficulties, disadvantages and risks

Providing a link to a current means of access does not redly address the
basic problem of technologica change
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May be too difficult to find or build a replacement means of access even
with the encgpsulated information.

Specific requirements

Detailed knowledge of the technica requirements for access

Secure bundling of the package so that data and metadata are not separated
M etadata describing the means of providing access must be kept up to date
A Hf-describing layer such as an XML wrapper very desirable.

Indications for use

Probably should be seen as a basic good practice for al objects that may
facilitate other drategies.

4.

Restricting the range of formats to be managed

Description:

Preservation programmes may decide to only store data in a limited range of formats.
This can be achieved ether by only accepting materid dready in those formats, or by
converting materia from other formats before storage.

Examples:

The UK Archaeology Data Service (ADS) specifies a preferred (but not
exclusve) range of formats for depost and provides guideines for
depositors on cregting or preparing materias for submisson

In prescribing the types of records that must be maintained by contributing
indtitutions, government archival bodies may aso be able to prescribe the
formats that they will accept for deposit.

Mor e information:
Archaeology Data Service (2001). Guidelines for Depositors, Version 1.1. Archaeology Data Service,
Y ork. http://ads.ahds.ac.uk/project/userinfo/deposit.html

Potential advantages of restricting formats
Reduces the range of problems needing to be managed
May be used as a refinement of the standards approach, in which case it
offers the benefits of that gpproach aswell.

Difficulties, disadvantages and risks
Does not necessarily solve the access problem unless the formats used are
effective through some other srategy
May redtrict the range of materias the programme will accept
Converson may cause some loss of essentid dements.

Soecific requirements
A badgs for deciding what formats will be accepted and how to ded wth
submissons that do not comply
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Either clear submission rules or conversion software to migrate data
Rigorous quality control checking.

Indications for use
Reasonably straightforward, easily standardised materids
Collections with large numbers of uniform items.

5. ‘Universal Virtuad Computer’ approach

Description:

The Universd Virtud Computer (UVC) approach seeks to specify an intermediate
plaform, a virtud machine, which is generd, but may be completdy and accurady
defined. UVC operations are dmple enough to be re-implemented from the
specification at any time in the future on an available platform.

For object preservation, a the time of archiving a logical schema representing a data
type is developed, adong with a decoding programme that is capable of interpreting
the object according to this schema. The decoding programme is written for execution
by an implementation of the UVC.

At the time of object restoration, an emulator for the defined UVC is implemented on
an avalable plaform. The UVC executes the archived decoder programme, which
interprets the archived object, and passes the results to a restore programme, which
restores a representation of the object according to the archived logical schema

Examples:
The proof-of-concept prototype for the UVC approach (Lorie, 2002)
has been used to produce a logical schema, decoder programme and
representation mechanism for PDF documents, such that the document
content can be represented usng a UVC interpreter and restore
programme.

Mor e information:

Gladney H, Lorie R (2002). Trustworthy 100-Year Digital Objects: Durable Encoding for When It's
Too Late to Ask. Saratoga CA, HMG Consulting, 2002. Available, with later relevant papers, from
HMG Consulting and via Digital Document Quarterly, http://home.pacbell.net/hgladney/ddq 1_4.htm

Lorie R (2002). The UVC: a Method for Preserving Digital Documents — Proof of Concept.
Amsterdam, IBM Netherlands, 2002. http://www.kb.nl/kb/ict/deall tp/reports/4-uvc.pdf

Lorie RA (2000). Long-Term Archiving of Digital Information, IBM Research Report RJ10185. IBM
Research Division, San Jose, California.

http://domino.watson.ibm.com/library/CyberDig.nsf/7d11af df 5¢7cda94852566de006b4127/
be2a2b188544df 2c8525690d00517082

Potential advantages of UVC approach

- May provide options for preserving the behaviour of both document-type
materids and software programmes
A dgngle, defined intermediate platform may reduce the development work
required to accommodate different software and platform combinations
The specification of the UVC is intended to be smple, dlowing use by
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programmers of average competence and possibly smplifying congtruction
of UVC interpreters or emulatorsin the future

May be designed to interpret the origina object data Stream, or a
transformed or abstracted representation

Data encodings and decoder programmes could be tested at the time of
cregtion on a contemporary UVC implementation. Future implementations
of the UVC specification could then be expected to reproduce the current
behaviour.

Difficulties, disadvantages and risks
The approach is currently in development and has been prototyped for a
transformed representation of an origind document. Further work is
required to gpply the approach to software programmes. As with emulation
(see No. 11), the complexity of programme behaviours may be
problematic
Investment required a time of achiving in devdopment of encoding
methods or UV C-nétive interpretive programmes for each data type
May require subgtantid support from informetion producers to provide
UVC-compatible versgons of their products (Gladney and Lorie, 2002), for
which they may have little incentive or business case
Investment required at restoration time in developing a UVC emulaor and
restore programmes
If original data objects are abstracted or transformed for encoding
purposes, such transformation may discard essentia characterigtics.

Specific requirements
Development of a logical schema or representation for each data type or
programme a the encoding stage.
Development at the encoding stage of a decoder programme to interpret
each data type or programme, written for execution by a UVC interpreter
or emulator.
Development of a UVC interpreter or emulator a the time of object
restoration, to suit a prevailing platform.
Development of restore programmes to return a representation of the
origind object, based on the logicd schema and data retrieved by the UVC
in executing the archived decoder programme.
Archiving of the daa object or progranmme (or its transformed
representetion), any associated logica schemata, the UV C-executable
decoder programme, and the UVC <specification and restoration
indructions.
Sufficient expertise for devdopment of logicd schemata, encoding,
decoder programmes, UVC emulaor implementation from the
specification and restore programmes.

Indications for use
May be suitable where objects may be sufficiently represented, encoded,
interpreted and restored using tools developed from the UVC specification.
At the time of writing, the UV C specification is under development.
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17.16 Short-term Srategies

6. Technology preservation

Description:

This drategy involves kesping and maintaning the origind software and hardware
with which digital objects were presented. It is the most basic, and in some ways the
most important first step in presarving access if no other drategy is in place. If the
hardware and software required for access are discarded before other drategies are
avalable, it may be effectively impossble to provide later access without expensive
and uncertain data recovery work.

Examples:
Maintaining old disk drives that will accommodate diskettes of a Sze that
are no longer accommodated by current computer equipment
Maintaining superseded software for use with legacy materids
Maintaining old operating systems to support software that does not work
on current platforms.

Mor e information:
Jones M, Beagrie N (2001). Preservation Management of Digital Materials: A Handbook. The British
Library, London, 2001.

Potential advantages of technology preservation

- Presenting digita objects through their intended hardware and software
ensures the full range of intended dements and functions are presented
Provides a period in which dternative drategies may be developed or
implemented
As a dde benefit, documenting the hardware and software that needs to be
kept may lead to a better undersanding of the collection and its
dependencies, which is likdy to be useful information for planning and
implementing other Srategies.

Difficulties, disadvantages and risks

- Long-term maintenance of equipment, with increesngly scarce pats and
expatise, isvery unlikdy
Even with active management, the window of access udng this gpproach
may be as narrow as five to ten years from the time the origind format is
superseded. (However, tha may be much better than losng access
immediatdy)
Requires the management and maintenance of a wide range of equipment
and software, dong with ancillary materids such as manuds and licences,
which may be difficult and expensve to achieve
The necessary expertise and technica support may Smply not be available.

Specific requirements
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Requires active identification of hardware and software needed for access
Requires active and ongoing mantenance arrangements for equipment and
preservation and licence arrangements for software

Requires steps to ensure expertise is shared and is not dependent on one
person

It may be possble for a number of organisations to pool superseded
equipment or parts, and to use shared or third party software archives

As a maiter of principle, if the required access software is avalable, it
should be sought and retained a least until another strategy has been put in
place.

Retained software should be trested like any other digita objects, requiring
control, documentation, media refreshing and mantenance, subject to
copyright requirements.

Indications for use
Recommended as an initid drategy for al preservation programmes, in the
absence of longer term Strategies or while they are being devel oped
May be the only avalable option for a longer period for complex digita
objects such as software and multimedia objects
Recommended for software required to support of a range of other
drategies.
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7. Backwards compatibility and verson migretion

Description:

This drategy relies on the ability of some software to interpret and present objects
created with previous versons of the same software. In the case of backwards
compatibility, the presentation may be limited to temporary viewing, whereas verson
migration permanently converts documents into a format that can be presented by the
current version of the software.

Examples:
- Web browsars are usudly cepable of interpreting and displaying materid

written usng eaxlier versons of the HTML standard

Office document applications, such as word processing, Spreadsheet and

database gpplications, usudly dlow previous versons of ther file formats

to be transformed and resaved in a new verson, as pat of gpplication

upgrade paths

The Digitd Presarvation Testbed (Digitde Testbed Bewaring) project in

the Netherlands has investigated migration of documents through and over

generaions of gpplication versions.

Mor e information:

Potter M (2002). Researching Long Term Digital Preservation Approachesin the Dutch Digital
Preservation Testbed (Testbed Digitale Bewaring). RLG DigiNews 6(3).
http://www.rlg.ora/preserv/diginews/v6-n3-a2.html

Potential advantages of backwards compatibility
Avalability: software developers often build in a suitable backwards
compatibility or migration path for documents
May extend the period before more extensve transformation or treatment
is needed
In some cases offers functiondity smilar to the origind presentation.

Difficulties, disadvantages and risks

- It is unlikdy that competibility will be retained over many generdtions of
the software
Likdy to introduce unwanted changes incrementdly if used over many
generations
Such paths may not be available for dl types of objects
May be abandoned by software developers for any new generation of their
software, S0 rdiability may be unpredictable
Even between nearest versons of the same gpplications, there may be
unwanted changes introduced to the materials.

Soecific requirements
As with any migration gep, qudity control checking of migraed
documents is required to detect any unacceptable changes
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Indications for use
May provide a dmple, short-teem migration path for document-type
objects in formas that offer a successon of versons, so long as
conversons do not introduce unwanted changes
May be an dternative to technology preservation for objects such as
complex spreadsheets and databases, for which no dternative drategies are

yet available.
8. Migration
Description:

Migration involves trandering digitd materids from one hadware or oftware
generation to another. As digtinct from refreshing, which maintains the data stresm by
trandferring it from one carier to another, migration entalls transforming the logica
form of a digital object, so that the conceptual object can be rendered or presented by
new hardware or software.

There are a number of drategies that can be consdered as forms of migration,
differing in the time when trandformation happens and in the types of objects
transformed. The most commonly proposed migration method involves permanently
trandforming one logicd format into another in line with technologica change, so that
al migrated objects can be presented with prevailing technology.

It is aso possble to propose a ‘migration on demand or ‘migration at the point of
access model. This approach is discussed under No. 10 (‘Viewers) below.

NB. Because of the likdy cumulative effects of repeated migrations, this gpproach has
been included amongst short-term drategies. However, for some data and formeat
typesit islikely that migration may prove to be a useful long-term strategy.

Examples:
Collections of heterogeneous materids in wdl-characterised formats,
such a image collections, ae likdy to be suited to forma
transformation.

More information:

Lawrence GW, Kehoe WR, Rieger OY, Walters WH, Kenney AR (2000). Risk Management of Digital
Information: A File Format Investigation. Council on Library and Information Resources, Washington,
D.C. http://www.clir.org/pubs/reports/pub93/contents.html

National Archives of Australia. Managing Electronic Records— Appendix 3: Preserving Electronic
Records through Migration. National Archivesof Australia, Canberra.
http://www.naa.gov.au/recordkeeping/er/manage_er/append 3.html

Task Force on Archiving of Digital Information (1996). Preserving Digital Information: Report of the
Task Force on Archiving of Digital Information. Commission on Preservation and Access and
Research Libraries Group. ftp:/ftp.rlg.org/pub/archtf/final-report. pdf
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Potential advantages of migration
Simple migration procedures are well established for some formats
Migrations carried out in response to changes in technology dlow the
migrated objects to be checked againgt unmigrated copies to see whether
essential elements have been retained
If the migration has worked, users can confidently expect the materid to
be presented with prevaling technology, without the need for specid
hardware or software.

Difficulties, disadvantages and risks
It may not be possible to provide access to some materials such as complex
objects usng format migration, because thee may be no way of
representing complex functionsin the new format
While apparently working, transformetion of the logicd encoding may
compromise the integrity or essentid dements of the materid
Objects will need to be transformed regulaly to keep pace with
technology, cregting an ongoing cost burden. Large-scde migrations
involve detailed andyss of data structures, development of rules to control
the transformation, writing programmes to change the data encoding, and
extensve qudity control and ‘cleaning up’. This may be easly judified for
large, busness critical databases but such rigour may not be feasble for
less critical materiadsin a diverse range of file formats
Smadl changes between generations may accumulate into mgor dterations
or losses as aresult of repeated migrations.

Specific requirements
Requires programmes and tools to carry out the conversion
Rigorous qudity control checking, both while methods ae beng
developed and after migration
Documentation of the migration method should be stored in metadata, as
part of object history and authenticity
If possble, migration processes should be made completely reversible by
documenting the nature and location of dl transformations
Alternatively, a copy of the source digitd objects should be retained if a
transformation is not reversble or if some essentid eements may be logt.
(Retaining a copy of the origina format is good practice in any case)
The migration process should be tested before full implementation, and its
success established before destroying any intermediate generations.

Indications for use

- Migration is likely to be suiteble for a range of digitd objects, particularly
document and dataset types of object
Where the essentid dements to be preserved ae reasonably
graightforward and do not depend on the look and fed of the materia, and
do not involve executable files
May be most codt-effective for homogeneous collections such as digitd
image and audio collections that ae in vey widdy used, wdl-
standardised, non-proprietary formats
Some widdy used proprietary formas may adso be auitable if patent
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owners or licensers ether supply or adlow others to develop format
specifications or conversion tools.

9. Re-enginesring

Description:

Being highly dependent on a specific sysem or platform in order to function, software
objects are perhgps the most affected by changes in technology and are dso usudly
unsuited for many presarvation drategies, including regular migration. Software re-
engineering may offer severd draegies for trandforming software as technologies
change, Smilar to transformation of data formats. Some possihilitiesinclude:

Adjustment and re-compiling of source code for anew platform

Reverse-enginering of compiled code into higher levd code and porting
that to the new platform

Re-coding of the software from scraich, or re-coding in another
programming language (Whestley, 2001)

Trandation of compiled binary ingdructions for one platform directly into
binary ingructions for another platform. (Researchers a the Universty of
Queendand (Cifuentes et d, 1999) are investigating this concept.)

Mor e information:

Cifuentes C, Van Emmerik M, Ramsey N (1999). The Design of a Resourceable and Retargetable
Binary Trandator. In: Proceedings. Sixth Working Conference on Reverse Engineering, October 6-8,
1999, Atlanta, Georgia, USA. IEEE Computer Society, New Jersey, 1999, pp 280-291

Wheatley P (2001). Migration—a CAMILEON discussion paper. Ariadne 29.
http://www.ariadne.ac.uk/issue?29/camileon/

Potential advantages of re-engineering
Has the potentia to port software objects from one platform to another.

Difficulties, disadvantages and risks

- Except for open source programmes and software developed in-house,
source code is often not available or within rights to use
Even when source code is avalable, porting to other platforms is not
trivid, and in genera, compilers or interpreters are required for the new
platform for the code language
Requires consderable time and effort per object
Any form of reverse engineering is usudly drictly prohibited by end user
license agreements and serioudy violates intellectud property rights. Other
forms of transformation may dso infringe such rights.

Soecific requirements
A highleve of expertise
Tools to transform humarntreadable code into machine-readable code
Explicit permission to reverse-enginesr.
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Indications for use

Should only be contemplated where appropriate rights are expressy
granted, and when expertise, tools and, preferably, source code are
available.
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17.17 Medium- tolong-term strategies

10.  Viewersand migration at the point of access

Description:

A number of dternaives to recurring, incrementa migration have been proposed,
invalving the use of viewers, software tools or transformation methods that provide
accesshility at the time of access, using the origind deata Stream.

Examples:
- The ‘migration on request’ agpproach developed in conjunction with the
CEDARS and CAMILEON projects includes a software tool with the
digital object and uses the object’'s metadata to record a method for
accessing the object usng the tool. As technology changes, the metadata is
updated to reflect changes in the method of access (Cedars, 2002; Mdllor,
Sergeant and Whestley, 2003).
The TOMS (Typed Object Mode Server) approach provides
transformation methods for common document and data types, dlowing a
sarver to choose a suitable transformation path for a range of object types.
(Thibodeau, 2002)
The VERS drategy converts documents to a PDF format on the bass that
third-paty viewers for PDF may be condructed from the format
specification.
The Rosetta Stones approach includes methods for data format
interpretation and sample files in both the origind format and a reference
format showing what the files should look like if being interpreted
correctly. Software tools may then be congructed to follow the
interpretation method proposed for the files, and to check for correct
interpretation by comparing sample files agangt the reference display.
(Thibodeau, 2002)

Mor e information:

Cedars Project (2001). The Cedars Project Report, April 1998 — March 2001. Cedars, University of
Leeds.
http://www.|eeds.ac.uk/cedars/pubconf/papers/projectReports/CedarsProjectReportToM ar01. pdf

Cedars Project, (2002). Cedars Guide to: Digital Preservation Strategies. Cedars, University of Leeds.
http://www.l eeds.ac.uk/cedars/quideto/dpstrateqi es/dpstrategies.html

Méllor P, Sergeant D, Wheatley P (2002). Migration on Request: A Practical Technique for
Preservation. CAMiLEON Project, University of Michigan.
http://www.si.umich.edu/CAMIL EON/reports/migreq.pdf

Thibodeau K (2002). Overview of Technological Approachesto Digital Preservation and Challengesin
Coming Years. In: The State of Digital Preservation: An International Perspective — Conference
Proceedings, Documentation Abstracts, Inc., Institutes for Information Science, Washington, D.C.,
April 24025, 2002. Council on Library and Information Resources, Washington, D.C.
http://www.clir.org/pubs/reports/publ07/thibodeau.html

Potential advantages of using viewers, etc
The origina data stream is interpreted and presented by the viewer, tools
or transformation method, rather than an incrementdly migraied data
dream, so the risk of cumulaive distortions of content or function over

138



http://www.leeds.ac.uk/cedars/pubconf/papers/projectReports/CedarsProjectReportToMar01.pdf
http://www.leeds.ac.uk/cedars/guideto/dpstrategies/dpstrategies.html
http://www.si.umich.edu/CAMILEON/reports/migreq.pdf
http://www.clir.org/pubs/reports/pub107/thibodeau.html

generaions of migration may be avoided
Objects are only interpreted or transformed when they are accessed, so the
cost of regularly migrating objects regardless of access demand is avoided.

Difficulties, disadvantages and risks
There may not be viewers or tools avalable for complex materids
induding executable files
Viewers may be able to represent some, but not dl, dements of some
materids (dthough this may be an advantage where ‘view-only’
functiondity is required)
The gap between the origind format and the prevailing technologies a the
time of access may be too grest for the tools or methods to cope with
Viewers, tools or methods, and corresponding metadata must aso be
maintained or adjusted as technologies change
If not demondrated beforehand, there is a risk that viewers, tools or
methods may not present the conceptual objects satisfactorily.

Soecific requirements
Thorough documentation of file formats and trandformation methods must
be kept up to date
Extensive upkeep of technica metadatain response to technology changes
Technicad metadata and methods for access should be linked but stored
separately from the digital objects so that the metadata or methods can be
updated centrally.

Indications for use
May be preferred to recurring migration where the cost of repested
migrations is an issue or where there are likely to be long gaps between
access requests
May be suitable where it can be demondrated in advance that it is feasble
to condruct tools or viewers that will interpret file formats from included
ingructions, specifications or methods.
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11. Emulation

Description:

Emulation involves usng software that makes one technology behave as another. In
the long-teem digitd presarvaion context, this would ental making future
technologies behave like the origind environment of a preserved digita object, so that
the origind object could be presented in its origind form from the origind data
Stream.

Hardware emulation is often proposed as a widdy applicable dtrategy, as hardware
specifications are likdy to be more complete or eadly defined than software
goecifications. Emulation of a hardware platform dso offers good leverage, in tha it
would dlow a range of sysems and digita objects to operate, thus solving the
problem for a very wide range of digitd objects. Alternaively, emulation of specific
software gpplications or behaviours may be conddered. One argument agang this is
that individua emulation efforts would be required for each agpplication; on the other
hand, if the need for emulaion is smdl, it may be ovekill to expend effort in
emulating an entire platform or system for asmal number or range of objects.

Examples:
- Researchers from the CAMILEON project have investigated emulation as
a digitd presarvation gpproach, including experimentd use of avaladle
emulators (Hedstrom and Lampe, 2001) and condruction of an emulator
for a1970s system, George3 (Holdsworth and Whestley, 2001)
A Universd Virtua Computer (UVC) has been proposed as an
intermediate virtua platform that could be used across future systems, s
that emulation of programme behaviour can be targeted to a sngle
perdsent platform, minimising the need for additiond layers of emulation
(Lorie, 2000)
The posshility of postponing emulator condruction until  required,
presarving instead detailed specifications for such emulators that would be
generated when they were needed, has aso been proposed (Rothenburg,
2000).

Mor e information:

Hedstrom M, Lampe C (2001). Emulation vs. Migration: Do Users Care? RLG DigiNews 5(6).
http://www.rlg.org/preserv/diginews/diginews5-6.htmi#featurel

Holdsworth D, Wheatley P (2001). Emulation, Preservation and Abstraction. RLG DigiNews 5(4).
http://www.rlg.org/preserv/diginews/diginews5-4.html#feature2

Lorie RA (2000). Long-Term Archiving of Digital Information, IBM Research Report RJ10185. IBM
Research Division, San Jose, California.

http://domino.watson.ibm.com/library/CyberDig.nsf/7d11af df 5¢7cda94852566de006b4127/be2a2b188
544df2c8525690d00517082

Rothenberg J (2000).Using Emulation to Preserve Digital Documents. Koninklijke Bibliotheek, The
Hague. http://www.kb.nl/kb/pr/fonds/emul ati on/usi ngemul ation. pdf

140



http://www.rlg.org/preserv/diginews/diginews5-6.html#feature1
http://www.rlg.org/preserv/diginews/diginews5-4.html#feature2
http://domino.watson.ibm.com/library/CyberDig.nsf/7d11afdf5c7cda94852566de006b4127/be2a2b188
http://www.kb.nl/kb/pr/fonds/emulation/usingemulation.pdf

Potential advantages of emulation

Emulation is an edablished principle in computer science, and is often
used for developing and testing new software before production

Emulators do currently exig for various platfforms and systems, ranging
from emulators for obsolete sysems condructed by enthusasts, to
commercid systemsfor cross-platform use or testing of software

In its widest posshble application, emulation would dlow a range of digitad
objects to be recreated with full functiondity, including software objects,
usng the origind, untransformed data sream in combination with origind
preserved software.

Difficulties, disadvantages and risks
Emulaion is technicdly complex, requiring a high degree of effort and
pecific expertise 0 it islikely to be very costly
As a widdy gpplicable digitd preservation technique, emulation is ill in
the research stage
Effective emulation could be frudrated by inadequate documentation of
software, or by nonstandard use of file formats such as ‘workarounds
As sysems become more complex, so will the requirements for emulation,
which may need to indude multiple components. Emulation of al aspects
of a system or gpplication may not be possble
It may be difficult for future users to know how to interact with a wide
range of archaic applications operating under emulation, SO contemporary
presentation tools will probably ill be needed, adding a further layer of
changing software tools required to access the emulated object
As technology and plaiforms change over time, emulators themsdves will
ether have to migrate to, or have their host systems emulated on, the new
platform, potentidly leading to layers upon layers of emulators.

Soecific requirements
A aufficient level of expertise to develop emulators, or access to emulators
developed by someone else
Thorough, accurate documentation of the systemsto be emulated
Clarity about the level of emulation required, eg. full hardware emulation
vs. specific software functions
Emulator code should be produced using standard software engineering
techniques, including good code sructure and thorough commenting and
documentation
Code for the emulation programme should be written in open source, in a
gandard programming language with good prospects for longevity and
future compatibility
Any nonsandard code required (eg. for specific peripherd functions)
should be written as a separate but connected module, and wadll
documented.

Indications for use
Where suitable emulators are dready available for the required platforms
Where sufficient expertise is available for emulator construction
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For very complex objects or those such as executable software, which may
only work with specific systems or hardware

For objects for which aternative paths such as migration do not work

For objects whose vdue relies on beng viewed in ther origind
environmen.

17.18 Alternativesrateges

12. Non-digital approaches

Description:

An dtenative to digital preservation methods is to ‘print out' the objects onto
relatively stable andogue media, such as paper, microfilm or even nickd plates (as
with HD-Rosetta technology, which micro-engraves document images on to nicke
with an ion beam and dlows viewing with opticd magnifiers), shifting the
preservation burden to an analogue copy in place of the digita object.

Examples:

An inditution has custody of an ealy daabase in an obsolete
proprietary format which will be unreadable in the next sysem upgrade
and for which there is presently no way to extract or migrate the
contained data. The inditution chooses to print the entire contents of
the database to paper as individua records to preserve at least some
access to the data, though inefficient. The inditution dso retans the
database in digitd form, in the event that an access mechaniam
becomes available,

A digtisation programme creates Computer Output Microfilm  from
ther digitad image magters as a physica back-up to the collection and
an dternative source for preservation, distribution and access.

Mor e information:

Hedstrom M, Lampe C (2001). Emulation vs. Migration: Do Users Care? RLG DigiNews 5(6).
http://www.rlg.org/preserv/diginews/diginewss-6.htmi#featurel

Norsam Technologies, (2001), HD-Rosetta Archival Preservation Services.
http://www.norsam.com/hdrosetta.htm

Potential advantages of non-digital methods
Objects are captured in human-readable form and are removed from the
threat of technological obsolescence and the pressure of ongoing digita
preservation cycles
Provides a ampler preservaion dternative, as andogue maerids may be
preserved for the long-term using traditional preservation methods
Likdy to involve aonce-only conversion cos.

Difficulties, disadvantages and risks
Likdy to lose advatages afforded by digitd technology such as
convenience of use or storage efficiency
Loses typica functiondities supported by digita technology, such as

142



http://www.rlg.org/preserv/diginews/diginews5-6.html#feature1
http://www.norsam.com/hdrosetta.htm

Soreadsheet caculaions, embedded sound or moving images (athough
some of these could be saved to separate anadlogue form as wdll), or search
and navigate functions. (This may not be a disadvantage if these dements
did not need to be preserved anyway)

May not completdy remove the threat of technological obsolescence as
reader technology for some formats may change over time. Even tough it
may aways be theoreticdly possble to use opticd magnifiers to read the
information, this may be impracticd, making some materid effectivey
unusable for most users. For sound recordings, anadlogue access may be
more unrdiable than digita

The long-term <ability of analogue cariers may depend on expensve
dorage environments that prove to be less reiable than well-managed
computer systems based on high levels of redundancy.

Specific requirements
Carrier materias used for converson to andogue should be of archiva
quality and be stored under archiva conditions

Retention of digital objects is gill recommended, where possble, in the
event that a suitable access pathway is developed in the future.

Indications for use

- Only suitable for objects that do not require the functions of digita
technology to achieve their purpose, eg. textud, image or data type
documents that require no functiondity above ‘flat’ display
May be a pragmatic step while other strategies are being devel oped
May be required as a last resort where no other strategy is avalable and
such limited accessihility is better than no accessibility &t al.
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13. Data recovery

Description:

Data recovery (sometimes referred to as data archaeology) usudly involves
recovering data as hits from physcd media followed by seps to restore the
intelligibility of the recovered data It is most often employed in recovery of data from
faled, damaged or degraded media, but methods to restore intdligibility have been
used to rescue documents in obsolete formats. However, to assume that one will be
able to carry out such rescue in the future is a very unrdiable and high-risk substitute
for an active preservation programme now.

Examples:

The UK Archaeology Data Service carried out data recovery of discs
from the Newham Museum Archaeological Service (Dunning, 2001).
A number of files were found to be corrupted and not recoverable. For
those that were recovered, many were in obsolete data formats that
required specidis software for interpretation, or were inadequately
documented, such that the context of the data could not be
satisfactorily established.

Mor e information:

Ross S, Gow A (1999). Digital Archaeology: Rescuing Neglected and Damaged Data Resour ces.
Library Information Technology Centre, South Bank University, London.
http://www.ukoln.ac.uk/services/elib/papers/supporting/pdf/p2con. pdf

Woodyard D (2001). Data Recovery and Providing Accessto Digital Manuscripts. Paper presented at
Digital Dancing: New Steps, New Partners- Information Online 2001, Tenth Exhibition and
Conference, 16-18" January, 2001, Sydney Convention and Exhibition Centre, Darling Harbour,

Sydney. http://www.nla.gov.au/nla.arc-14099-20020211-
www.csu.edu.au/special/online2001/papers/digital _issues iia.htm

Dunning A (2001) Excavating Data— The Retrieval of the Newham Archive. Arts and Humanities Data
Service. http://ahds.ac.uk/newham.pdf

Potential advantages of data recovery
May dlow recovery of datathat would otherwise be permanently lost.

Difficulties, disadvantages and risks
There is no guarantee of recovery from media, nor recovery of data
intdligibility
Without sufficient documentation, data interpretation is often a ‘best
guess and identity, integrity and context are difficult to establish
Often expendve, with congderable effort required per item
Without sufficient documentation, it is impossble to judge beforehand
whether the effort and expense will be judtified.

Specific requirements
Grestly asssted by good documentation of the file types and content
May require specidist forensc data recovery services or recognition
software
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Indications for use
Recommended for use only as a data recovery and restoration srategy in
the event of media damage, or where obsolete media or file formats are
found and where the vaue or importance of the data is likey to warrant
the potentia costs.

17.19 Combination srategies

As previoudy noted, for a diverse collection a number of drategies may be necessary
to cover the range of objects and characteristics to be preserved; different gpproaches
may dso aticulate well with each other over time. Presarvation programmes should
adso condgder the potentid benefits of redundancy in pursuing more than one Srategy:
even with good planning, a sngle drategy may fal leaving the programme with no
means of access. Several examples noted above use more than one approach; for
example

Standards such as TIFF for image collections ae often chosen in
preparation for eventua migration to other standard formats over the long
term

The VERS drategy couples the use of standards (PDF, XML) to the future
use of viewers and the likdy migration of XML encoded metadata in the
future

Persgtent archives (Moore, 2001) use data abstraction with the view to
eventud migretion — migration of the data, the mark up sysem and the
supporting software, and upgrading of hardware

The Universd Virtud Computer (UVC) gpproach combines data
abdraction with rules for migration of data objects at the point of access,
and an emulation approach for software objects. The ‘durable encoding’
goproach adds the use of fundamental standards for encoding data,
including encoding that could be understood by the UVC.

FOR PRESERVATION PROGRAMMES WITH FEW RESOURCES

17.20 Choosing low cogt options

Preservation programmes with few resources may have to limit the amount of
materid they have to manage. With regard to the Strategies used for providing access:

It may be possible to adopt a minimal access approach, storing data safely
with good documentation about the origind means of access, trugting that at
some future stage it may be possible to use that information to devise a means
of access

It may be possble to identify priority materia that could be migrated to a
format providing a least some leve of access while soring the origind for
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later preservation work that may offer fuller accessibility

Ingsing on accepting materid in only a few vey wdl dandardised and
widdy used formats may greeily reduce workloads and specia tools needed to
provide access. It may even make it possble to migrate some materia forward
satisfactorily with consumer grade tools.

CASE STUDIES

17.21 Somepossible strategiesfor different data types (for discussion)

Datasets — standardised encoding; metadata describing structure; may migrate
but expect data to remain readable for along period without further action

Databases — capturing data and documenting structure by data extraction;
capturing software used to interrogate data; capturing interface and snapshots
of query results; migration of datato new database structure and user interface

Image and sound files — use of dandards, including attention to things likely to
cause complications such as compression; migration to new standard formeat

Text files — encoding (ie migrating to standard encoding and standard XML
dructure); possble printing out; migrating to new format

HTML files — sorting into kinds of formats and migrating as browser standard

changes

Software and software-based materids — technicad preservation; emulation; re-
enginesring

Emadls — daa extraction and dandardised dructuring; migration  when
necessary

Office records — viewers, data extraction and format normalisation

REFERENCES - wheretolook for moreinformation

Cross references
Essential elements aso see Deciding what should be kept: chapter 12

The relationship between data and software aso see Understanding digital
preservation: chapter 8

Offsite references

The Preserving Access to Digital Information (PADI) website provides acomprehensive and
updated set of references for studying strategies for preserving accessibility. It is available at
http://www.nla.gov.au/padi/
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Chapter 18. Some gtarting points

INTRODUCTION

181 Aims

It is difficut to st up fully-fledged preservation programmes from scratch, even
when well resourced. It is a daunting prospect for those with very limited resources.
The purpose of this chapter is to suggest some starting points, both in overview and in
response to a number of possble hypothetical scenarios. This information is offered in
a soirit of gimulaing thought and discusson, as each progranme's gtudion is
different, requiring individua and often imaginative responses.

KEY MANAGEMENT ISSUES

182 Somebeginning steps
The following steps may help in setting up a preservetion programme:

1. Determine what kind of materids you are responsible for, or what kind of materids
you are interested in preserving.

2. Liase with othes who have smilar interets or responghilities to see if a
cooperdtive agpproach is possible.

3. Liase with others who have experience in preserving or at lees managing the kind
of materids you are interested in, and seek their guidance and mentoring.

4. Try to work out who crestes the materid you are interested in; who publishes,
digributes or holds the materid, and what interest or capability they might have in
preserving it for at least a defined period.

5. Try to work out who the potentiad and current users of the materia are, and how
they wish to use the materid.

6. It may be too difficult a this stage to identify the essentid characterigtics that must
be mantained, but it is important to try to determine the levd of functiondity you
want to keep, eg whether users need to be able to interact with materid and modify it,
or smply to view it in aread-only form.

7. There appear to be two widdly used models for taking the first practica steps:

Sat gndl with a modet amount of materid, possbly limited to rdativey
draightforward and ‘plan’ materid, with the ams of providing the best leve
of presarvaion you can within those congraints and learning as you go, with a
commitment to build up policy, objectives, expertise and infrastructure from
there.
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Seek to conceptudise the whole programme and how al chdlenges will be
solved, before garting.

Both approaches have problems and benefits, but these guidelines recommend the
former approach for people with limited resources who must ded with pressng needs.
Such an gpproach can hardly clam to offer comprehensve and rdiable preservation,
but it may offer preservetion that can develop comprehensveness and reliability over
time.

8. Develop a least basc policies that that will guide the early commitments that you
make.

9. ldentify the most pressng threats that require immediate atention to prevent
vauable materid from being logt. (It may be necessary to accept that some materids
will belogt, and to focus on saving at least some of the most important material.)

10. Identify any immediate steps that you might need to take that will enable you to
ded with the threets, such as getting a better underganding of the materid you will
have to ded with, or establishing contact with creators.

11. Identify resources — people, expertise, funds, equipment, time — that could be
committed to the task of dealing with the thrests.

12. Identify actions you could teke, especidly smple steps that can be implemented
quickly, that would ether buy some time, or if you have enough resources and
support, would alow you to embark on a more ambitious preservetion programme.
(Some examples of pressng thrests and possble actions can be found later in this
chapter.)

13. Work out the rights or permissions you would need in order to take this action,

14. Sort out permissons, ether by darifying exiding rights or by asking rights
ownersfor permission to do what you are about to do.

15. Plan and take the action you have decided on, and evaluate it at every step.

16. Discuss with creators how they create materids, offering them advice and
information on practices they could follow that would make preservation essier.

17. Review what you have done and decide whether it is sustainable, extendable, or
not feasble; in need of further development or severe modification.

SAMPLE SCENARIOS

183 Scenariol

For Web publications, there may be a strong likelihood that they will be changed or
removed from the Web without being saved.

Possible actions in response:

Develop criteriafor sdlecting materid that is worth saving

Contact publishers and discuss their plans, and yours

If the materia appears to be at risk of loss, and you are able to get approva,
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copy the relevant files to a locad computer, check the qudity of the trandfer,
document what you have copied and how you copied it, and start looking after
the data stream, making backup copies and storing them in a safe place offgte

On the basis of the undertakings given to the publisher, decide whether it is
gopropriate to make the materid avalable for public access. If it is, you will
need an interface of some kind that alows users to find it and to understand
what they are seeing

This is a very short-term arrangement that will eventudly need the support of
sysems to search for materid, manage negotiations with publishers, capture
and download a range of materiads, record and manage gppropriate metadata,
manage access conditions, look after the ongoing maintenance of the daa
dreams, identify the essentid characterigics of the materid that must be
maintained when the current access technologies do not work, and find ways
of representing the materid which is likdy to indude complex multimedia and
executable objects. Systems and arrangements to do al of this require very
ggnificant invesments of time and money, and it may teke some years of
development and procurement work to put such arrangementsin place

There are a number of preservation programmes around the world that are
devdoping these capabilities ther technicd specifications, preservation
policies and procedura manuals should be consulted.

184 Scenario?2

For records in a record keegping system (RKS), there could be an impending change in
adminidrative arangements, such as a change of government, which may lead to
large-scale transfer or discarding of records; or an imminent replacement of systems.

Possible actions in response:

If there is time, embark on an gppraisd project to determine how the RKS
works, what busness activities are recorded, what kinds of records are
important, and whether the RKS dlows a presumption of authenticity to be
made. Records should be sentenced in accord with a disposa schedule
prepared from the appraisal process, and records selected for preservetion
should be transferred, with their metadata, to archival custody, where they may
be checked, converted to a standard format chosen to accommodate their
essentid characterigtics, and placed in storage with appropriate back ups

If there is not time for the necessary appraisal before transfer, it may be
necessty to do a quick gpprasa to determine that there is sufficient
documentation to dlow later processng to happen when the materids have
been removed from their working context. The records and any tools for
accessing them — possbly the entire RKS — could be trandferred to archiva

custody

Once they have been transferred, set up arrangements for secure storage of the
records, their documentation, and any access tools until they can be appraised.
Because many RKS are tied to specific operating platforms, it may be
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necessary to maintain the equipment and software thet originaly supported it

Such materid would presumably be a high priority for apprasa, and for
edablishing suitable drategies to maintain authenticity and accesshility, such
as data extraction and migration to a sandard format, before the origind RKS
becomes unsustainable.

185 Scenario3

For commercidly produced audio-visud materids, there could be a risk tha smdl
producers may go out of business.

Possible action in response:

Deveop criteriafor selecting what is worth keeping

Identify and contact producers or distributors and seek to obtain copies of
highest quality source files free of anti-copying devices

If material isin anon-standard format, ask for copiesin a standard format

Transfer materia that has been sdected for preservation to the archive, and

copy it ether to a more stable carrier or to a well-managed computer storage
system with proper backups

Check the quality of the data transfer

Record documentation about the materid including rights information likely to
be needed in managing intelectud property rights, which ae often
complicated for thiskind of materid

Because digitd audio-visud maerid involves very large amounts of data, it is
unlikely that a non-specidig archive will have the facilities needed to dore
many items before experiencing capacity problems. It may be better to store
items on areasonably stable stand-aone carrier such as CD

More ambitious programmes need to develop deposit and rights arrangements
with producers or digtributors, and to set up sophisticated systems to handle
and dore large amounts of data, metadata, and possbly arcane playback
equipment and software if it has not been possble to convert materid to the
archive' s standard playback system without unacceptable loss.

186 Scenario4
For materid issued on short-term magnetic carriers such as floppy disks or tapes,
there is the strong likelihood of media deterioration.

Possible action in response

Seek to determine what materid is worth preserving

Copy materid from floppy disks or tapes ether to more sable carriers like
CD, or to other ungtable carriers like tapes that are actively managed by data
maintenance systems
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Check the qudity of the copying
Record metadata about the materid and the transfer

If possble, use the transfer as an opportunity to document the software
dependencies of the materid

Pan how to dedl with the software dependency problem.

18.7 Scenario5
For legacy materid, there may be an impending loss of equipment and software that is
required for access.

Possible actions in response:

Seek to determine what materia isworth preserving

If possble, arange for the current custodian to transfer the materid to a
carier and a file format that can be handled by the equipment and software
you have, if it can be done without sgnificant loss

If necessry, arrange for the materid in its origind date to be transferred to
your custody aong with the equipment and software currently used for access

Either look for some way to maintain the equipment for as long as possible, or
immediately copy the materid to a different carrier and/or format

Check for unwanted changes in the materid
Document the materid, its provenance and any changes
Store the materid securely with proper back ups

PMan how you will ded with the software dependencies of the materid,
epecidly if it has not been possble to convert it to a file format that you will
continue to use

For materid that has dready lost the hardware and software needed for access,
it will probably be necessary to find someone with the same equipment in
working order who is willing to let you use it. This may require the use of
forensic data recovery services or purchase of specidist software for data
recovery.

188 Scenario6
For complex datasets, there may be an impending loss of staff who know how the data
are coded and how the dataset works.

Possible actions in response:

Determine whether the dataset is worth keeping

With the help of exiging gaff who are familiar with the dataset, document it
fully so that other staff or contractors can take over its management
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Ensure the dataset is copied and adequately backed up in a secure storage
system

Man how you will continue to provide access once the current operating
environment has been superseded.

MINIMAL PRESERVATION PROGRAMMES

This section outlines possble steps in setting up a minima  presarvation programme,
which may be gpplicable in cases where some action is needed but an organisation is
not able to commit to anything more ambitious. Some scenarios are o included.
Understand your preservation responsibilities and needs and resources

Are there digitd materids that you should preserve? Is there anyone ese who
is likely to preserve them? What permissons are needed? What risks or threats

need to be addressed? Determine what resources you could apply to the task.

I nfluence the preservation task

At least decide on the formats that will be accepted. If possible negotiate with
producers to use widely accepted standards and to provide adequate
documentation.

Protect the data
Store mediain appropriate conditions
Copy data to more stable media and make backup copies, usng good quality
media
Store data securdly, including offsite storage for backups if possible
Check datafor errors regularly

Egtablish a data refresh regime suited to the life of the media

Do something about the means of providing access

Record informetion that will be needed to provide short-term access — the
identity of the materia, access requirements, passwords, etc

Retan necessary access equipment and software, maintaning hardware and
protecting software within licence arrangements

Other action will be needed to maintain accessbility as it becomes impractica
to maintain hardware in working condition

If further action is not feasble for minima programme resources, plan to pass
the materia to another suitable caretaker who will take responsibility

Alternatively, find ways to adequatdly reflect the materid in a sable, non
digtd form (such as printing out). This is likdy to be unsaisfactory for
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anything other than text or till images.

Minima programmes can play a podtive, but obvioudy limited role in presarving
digitd heritage materids.

A minima programme- Scenario 1

A gmdl production house maintains an archive of its files for each publishing job. The
archive is used to provide content and reference source files for re-use of content for
its publications. The company needs access to the archived materid for its own
purposes for at least five years. A andl number of its publications meet legd deposit
requirements and must be deposted in digitd form with a collecting ingtitution for
longer-term  preservation. The company tekes no further presarvation responsbility
for itsmaterid.

The company’s achive is stored on CD-R in a secure aea in-house, with an
additiona copy of each CD-R being stored off-gte. Early archive files were stored on
megnetic and magneto-opticad media The materid on these disks is being transferred
to CD-R, as the magnetic media may not be sufficiently sable over the required
period and the specialised drives required to read these disks are being phased out.

The achive comprises both pre-production and production files in specidised
proprietary publishing <oftware formats. The company relies on backwards
compatibility or software upgrade versons to retan access to its earlier files. For
citicd image or dedgn reference files, reference versons are dso created in more
widdly renderable formats such as TIFF or PDF for extended access. These versons
are intended as reference for recregting working files de novo in the future, should
later software versons prove no longer able to render earlier versons.

A minima programme- Scenario 2

A ressach inditution sponsors an indigenous community  heritage  programme.
Members of the community create a collection of folklore, artwork, geneslogica
records and interviews, which it makes avalable to the community via the Internet.
The materid is hosted by the research indtitution and is of lagting value as a record of
the indigenous community’s traditions and culture. Rights have been negotiated with
the community to dlow the materid to be preserved indefinitely.

The dte uses current standard web mark-up and media files, a the request of the host
inditution, which takes initid preservation responghility for the dte and mantans a
gmal collection of software tools that can be used to correctly render its hosted
content.

The inditution maintans regular backups of dl materid hosted on its servers,
induding off-ste storage of a least one backup. Individud Stes may dso be regularly
archived to CD-R, particdarly when updates to dtes are made. Standard IT security
messures are in place to protect online content.

The inditution has funding to continue the programme for another two years and is in
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the process of negotiating the transfer of the materiad to another inditution for
ongoing presarvation.

A post-minimal programme- Scenario 3

A higher educaion and research inditution mantans a programme for archiving
dissertations, research data sets, andyses and modes. It intends to preserve and
provide access to these materids indefinitely.

The inditution limits the range of formas in which it will accept deposted materids,
in order to reduce the range of preservation pathways that must be devised over the
long-term. The accepted formats conform to open, widdly used standards, which are
expected to be accessble over a longer period. The inditution mantans software
capable of rendering these formats at the present time. Depositors are requested to
provide detailed metadata.

The inditution provides secure storage on both disk array and tape, and has both a
backup regime and disaster recovery messures in place, including multiple copies in
separate locations and on dternative media.

System and equipment upgrade plans are being devised, and research into methods for
trandating or interpreting the deposited formats in the future is being conducted. The
technologicd environment is aso monitored for sgns of impending obsolescence of
employed technologies.

154



SECTION 4

FURTHER INFORMATION
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19, Glossary

191 Aims

Thisselective glossary explains terms as used in these Guidelines.

192 Tems

Accessibility The ability to access the essential, authentic meaning or purpose of adigital object.

ASCII American Standard Code for Information Interchange. Internationally used standard for
encoding to represent all upper and lower case Latin letters, numbers, punctuation, etc.

Authenticity Quality of genuineness and trustworthiness of some digital materials, as being what they
purport to be, either as an original object or asareliable copy derived by fully documented processes
from an original.

Bit (Binary diglT) Smallest unit of computerised data, being asingle digit (1 or 0).

Blog (Weblog) A log or diary of postingsto aweb site, often by the site owner, but also often by other
invited correspondents.

Browser Software that provides accessto World Wide Web pages.
Byte Set of (usually 8) bits representing a single character in computer code.

Cams, cam sites, live cams, webcams Web sites that broadcast images from a video camera attached
to acomputer, either as a succession of still images or as streaming video.

Certification Process of assessing the degree to which a preservation program complies with an
agreed set of minimum standards or practices.

Compression Reduction of the amount of data required to store, transmit and re-present adigital
object.

Conceptual objects Digital objects as humans interact with them in a human-understandable form.

Data protection Processes of protecting bit-level data of digital objects from unauthorised changes or
loss.

Digital heritage Thosedigital materials which are valued sufficiently to be retained for future access
and use.

Digital preservation The processes of maintaining accessibility of digital objects over time.

Distributed arrangements Arrangements for digital preservation that draw on the responsibility of a
number of partners.

Download Process of copying datafrom aremote computer to local computer storage.

DTD Document Type Definition. A formal definition of the elements, structures and rules for
constructing all SGML documentsif agiven type.

Encryption Process of encoding datainto secret code so that only authorised users are able to convert
the data back to its original encoding for presentation.

E-prints Digital texts of peer-reviewed research papers, made accessible through the Internet before,
during or after refereeing.

Essential elements The elements, characteristics and attributes of agiven digital object that must be
preserved in order to re-present its essential meaning or purpose. Also called significant properties by
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some researchers.

HTML HyperText Markup Language. The encoding used to create World Wide Web pages, including
markers for text formatting, insertion of objects, and hyperlinks.

I dentity of data objects. The state of being distinguishable from other digital objects, including other
versions or copies of the same content.

Ingest Process of bringing digital objects and their associated documentation into safe storage.

Integrity of dataobjects. The state of being whole, uncorrupted and free of unauthorised and
undocumented changes.

(The) Internet The largest collection of interconnected networks (or internets) in the world, all using
the TCP/IP (Transmission Control Protocol/Internet Protocol) protocols.

Logical objects Digital objects as computer encoding, underlying conceptual objects.

Means of access Tools (usually particular combinations of software and hardware) required to provide
accessto digital objects and present them in a human-readable form.

Metadata Data about data, usually in ahighly structured form and often encoded for computer
processing and interrogation.

Online publications Digital documents made available to users through a computer network such as
the Internet.

Open standards Specifications that are defined through a publicly available process and publicly
available for reference and use.

Operating system Software that controls the way a computer operates.

Physical objects Digital objects as physical phenomenathat record the logical encoding, such as
polarity statesin magnetic media, or reflectivity statesin optical media.

Plug-ins Pieces of software (sometimes hardware), that add features to alarger software program such
as programs to display specific file types.

Porting Process of translating a piece of software from one computer system to another.
Producers Agentsresponsible for designing, creating, and distributing digital materials.

Preservation metadata Metadata intended to support preservation management of digital materials,
by documenting their identity, technical characteristics, means of access, responsihility, history,
context, history and preservation objectives.

Preservation program The set of arrangements, and those responsible for them, that are put in place
to manage digital materials for ongoing accessibility.

Public domain software Software programsthat are free of copyright restrictions.

Refreshing Process of copying datafrom one carrier to another, without changing how the datais
encoded, in order to avoid data loss due to media deterioration or replacement.

Resour ce discovery metadata M etadata intended to make the existence and description of digital
materials visible to those who may wish to access them.

Rights Legally enforceable entitlements associated with digital materials, such as copyright, privacy,
confidentiality, and national or organisational security restrictions.

Risk management Process of identifying and assessing risks presented by threats, and if appropriate,
taking stepsto bring the level of risk down to an acceptable level.

Serviceproviders Organisations or individuals contracted to carry out some or all functions of a
preservation program, under the program’s overarching responsibility.

SGML Standard Generalized Markup Language. A standard for specifying atag set or markup
language for documents. SGML describes how to specify (in aDTD) the underlying structure of a
given type of documents, without defining how they will be displayed. HTML and XML are based on
SGML
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Standards Agreed specifications or practices for achieving given objectives. Some standards are
formally prepared, agreed, endorsed and published by standards-setting bodies, while others become de
facto standards by common adoption and use. Some standards, such as many file formats, are
developed and patented by intellectual property owners who may or may not make their specifications
public.

Verification process of checking that adigital object in agiven file format is complete and complies
with the format specification.

World WideWeb Thetotal collection of resources and servers accessible by the Internet, using the
HTTP protocol, which isonly one of anumber of ways that information can be accessed through the
Internet. (Email is another.)

XML Extensible Markup Language. A pared down version of SGML that is expected to become a
widely used standard for describing standardised document structures so they can be understood by
most computer systems.
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20. Reading list

20.1 Aims

This reading list is intended to suggest further sources of information that will take the reader
beyond the level of detail possble in these Guidelines. Readers should be aware that
understandings and methods in digita preservation are neither universaly agreed nor fixed,
so these readings may present differing views on some issues.

20.2 Content

Thisisahighly selective reading list. The available information on digital preservation is extensive;
information in associated areas of interest for preservation programs, such as resource discovery
metadata or rights management is vast. However, there are few ‘ standard texts’ that could form acore
reading list. Most of the references below are extracted from the PADI subject gateway (itself
referenced under Current awar eness sources).

To keep the size of the list manageable;

Most references aready included in individual chapters have not been repeated here.
They should aso be seen as an important (perhaps the most important) part of the list

Most conference papers have been omitted, as they are so numerous and usually have
amore theoretical orientation. A search on the PADI subject gateway using theterm
“conference paper” provides access to many useful resources

References to organisational and project sites have generally been preferred to the
multiple (and often repetitive) papers describing them. In most cases, it is possible to
find relevant papers through the sites themselves, as well as other technical
information.

20.3 Current awareness sour ces

The following information Stes are good sources of up-to-date information and
discusson of digita preservation issues.

Web sites

PADI (Preserving Access to Digital Information). National Library of Australia. (Regularly
Updated)
PADI is an international subject gateway devoted to the subject of digital
preservation. In partnership with the Digital Preservation Coalition, it also
produces a quarterly digest of significant new developments.
http://www.nla.gov.au/padi/

ERPANET: Electronic Resource Preservation and Access NETwork (Regularly Updated)
ERPANET, funded by the European Commission, aims to establish an
international consortium to provide a virtual clearinghouse and knowledge-base
on state-of-the-art developments in digital preservation.
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http://www.nla.gov.au/padi/

http://www.erpanet.org/

Journals (and regularly released monograph series):

CLIR issues. Council on Library and Information Resources (Regularly Updated)
http://www.clir.org/pubs/issues/issues.html

CLIR reports. Council on Library and Information Resources (Issued regularly)
http://www.clir.org/pubs/reports/reports.html

D-Lib magazine. (Regularly Updated)
An online journal of digital library research
http://www.dlib.org/

Digital Document Quarterly. Henry Gladney (Regularly Updated)
A privately published journal with a focus on digital preservation issues.
http://home.pacbell.net/hgladney/ddg.htm

Publications of the European DigCULT Forum. (Regularly released)
http://www.digicult.info/pages/publications.php

RLG DigiNews. Research Libraries Group
A bi-monthly newsletter providing information on digital initiatives with a
preservation component or rationale, on image conversion and digital archiving
projects, and current announcements. Archive available.
http://www.rlg.org/preserv/diginews/

Discussion lists; core

DIGITAL-PRESERVATION. JISC
Carries announcements and information on activities relevant to the
preservation and management of digital materials in the UK.
http://www.jiscmail.ac.uk/lists/digital-preservation.html

OAIS Implementers Discussion List (oais-implementers@lists2.rlg.org)
A discussion list intended for individuals and institutions actively working with
the Open Archival Information Systems (OAIS) Reference Model in an effort to
model, build and manage digital archives or repositories.
http://www.rlg.org/longterm/oais.html

padiforum-|
padiforum-l is a moderated discussion list for the exchange of news and ideas
about digital preservation issues.
http://www.nla.gov.au/padi/forum/

WEB-ARCHIVE

Comité Réseau des Universités
Focused on on-line content archiving, from the technical, legal and
organisational point of view
http://listes.cru.fr/wws/info/web-archive

Discussion lists: non-cor e but also useful

ERECS-L
A moderated list for archivists and other information professionals which
provides a forum for discussion of ideas, techniques, and issues associated with
the management and preservation of electronic records.
http://listserv.albany.edu:8080/archives/erecs-l.html

Preservation Administration Discussion Group (PADG-L)
This list covers preservation of both digital and traditional materials. A
searchable archive is available.
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http://palimpsest.stanford.edu/byform/mailing-lists/padg/

ShelfLife
A weekly executive news summary for information professionals worldwide,
published by the Research Libraries Group (RLG) in collaboration with
NewsScan, Inc.
http://www.rlg.org/shelflife/index.html

IASA list
Discussion list of the International Association of Sound and AudioVisual
Archives.
http://www.rlg.org/shelflife/index.htm]

204 General interest

CAMILEON : Creative Archiving at Michigan and Leeds : Emulating the Old on the New
(Regularly Updated)
Is examining issues relating to the implementation of technology emulation as a
digital preservation strategy, and hopes to develop tools, guidelines and costings
for emulation compared with other digital preservation strategies.
http://www.si.umich.edu/CAMILEON/

Cedars : Curl Exemplars in Digital Archives Project. (Updated to 2002)
Under the overall direction of the Consortium of University Research Libraries,
the project (April 1998-March 2002) aimed to address strategic, methodological
and practical issues of digital preservation. Website links to Cedars Guidance
documents on intellectual property rights, preservation metadata, collection
management, technical strategies and the Cedars Distributed Digital Archiving
Prototype System, and to project working papers and articles.
http://www.leeds.ac.uk/cedars/

Changing Trains at Wigan: Digital Preservation and the Future of Scholarship. Seamus
Ross (Date Created: Nov 2000)
Looks at the emergence of digital documentary materials for scholarly and
evidentiary purposes, and examines the challenges and issues in their effective
preservation from a case study perspective.
http://www.bl.uk/services/preservation/occpaper.pdf

A Continuing Access and Digital Preservation Strategy for the Joint Information Systems
Committee (JISC) 2002-2005. Neil Beagrie (Date Created: 01 Dec 2002)
Proposes the role that JISC should undertake on behalf of funding councils and
institutions as part of a national digital preservation programme.
http://www.jisc.ac.uk/index.cfm?name=pres continuing

Cyberculture, Cultural Asset Management, and Ethnohistory : Preserving the Process
and Understanding the Past. Seamus Ross (Date Created: Jun 2001)
Emphasises the importance of preserving the cultural context in which the
Internet operates, highlighting eight challenges for ensuring long-term access to
materials in cyberspace, and compares the advantages of centralised,
decentralised and distributed archiving models.
http://www.deflink.dk/upload/doc filer/doc alle/740 sross cyberculture
rev2.doc

Digital Division is Cultural Exclusion. But Is Digital Inclusion Cultural Inclusion? Karen
Worcman in: D-Lib magazine (Date Created: Mar 2002)
Examines "the extent to which digital technologies and the Internet can be
instruments of social and cultural inclusion" and "how the use of these
technologies can be linked to the preservation of the history of a particular
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cultural group." It also notes the impacts of digital technology on history and the
collective memory of communities and the challenges in overcoming digital
exclusion of economically disadvantaged groups, in the creation and
preservation of digital history and of sustainable projects and resources.
http://www.dlib.org/dlib/march02/worcman/03worcman.html

Digital Electronic Archiving : the State of the Art and the State of the Practice. B. C.

Carroll; G. Hodge; Information International Associates Inc. (Date Created: 26 Apr 1999)
Study undertaken to provide information on the state of the art and practice in
digital electronic archiving policies, models and best practices. International in
scope and includes a variety of data types applicable to scientific and technical
information including data, text, images, audio, video and multimedia, and a
variety of object types such as electronic journals and monographs, satellite
imagery, biological sequence data and patents. Several "cutting edge" projects
are identified for more detailed analysis.
http://www.icsti.org/99ga/digarch99 TOCP.pdf

Digital Preservation and Deep Infrastructure. Stewart Granger in: D-Lib magazine (Date
Created: Feb 2002)
http://www.dlib.org/dlib/february02/granger/02granger.htmi#

European Commission on Preservation and Access (ECPA). (Regularly Updated)
ECPA "acts as a European platform for discussion and cooperation of heritage
organisations in areas of preservation and access". Website contains information
about projects, activities, publications and other resources related to the
preservation of documentary heritage (including digital material) in Europe.
http://www.knaw.nl/ecpa/about.html

JISC Digital Preservation Focus. Joint Informations Systems Committee (Regularly Updated)
http://www.jisc.ac.uk/dner/preservation/

Levels of Service for Digital Repositories. William LeFurgy in: D-Lib magazine (Date
Created: May 2002)
William LeFurgy of the US National Archives and Records Administration (NARA)
outlines conditions governing persistence of digital objects, such as system
architecture and material specification, and suggests a model for future levels of
service for digital repositories.
http://www.dlib.org/dlib/may02/lefurgy/05lefurgy.html

A Metadata Approach to Preservation of Digital Resources: The University of North Texas
Libraries' Experience. Cathy Nelson Hartman; Daniel Gelaw Alemneh; Samantha Kelly
Hastings (Date Created: Aug 2002)
This paper discusses the issues related to digital preservation and demonstrates
the role of preservation metadata in facilitating preservation activities in
general. In particular, it describes the efforts being made by the UNT libraries to
ensure the long-term access and preservation of various digital information
resources.
http://www.firstmonday.org/issues/issue7 8/alemneh/index.html

Preserving Digital Information : Final Report and Recommendations. John Garrett (co-
chair); Task Force on Archiving of Digital Information; Donald Waters (chair) (Date
Created: 20 May 1996)
Arose from a decision by the Commission on Preservation and Access (CPA) and
the Research Libraries Group (RLG) to commission a Task Force to investigate
and recommend means of ensuring "continued access indefinitely into the future
of records stored in digital electronic form." This watershed exercise generated
discussion worldwide.
http://www.rlg.org/ArchTF/

The state of the art and practice in digital preservation. Kyong-Ho Lee; Oliver Slattery;
Richang Lu; Victor McCrary; Victor Tang (Date Created: Jan 2002)
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This paper published in the Journal of Research of the National Institute of
Standards and Technology (vol. 107, no. 1, pp. 93-106) surveys ideas and
practice as of late 2001. A final section recommends the development of
preservation standards based on XML, and outlines some critical issues that still
need to be resolved.

http://nvl.nist.gov/pub/nistpubs/jres/107/1/i71lee.pdf

205 Preservation advocacy

Digital Preservation Coalition. JISC Digital Preservation Focus(Last Updated: 14 Feb 2001)
Established in 2001, the (UK) Digital Preservation Coalition aims to develop and
pursue a UK digital preservation agenda within an international context.
http://www.dpconline.org/

20.6 Preservation of published materials (library focus)

Access to web archives: the Nordic Web Archive Access Project. Svein Arne Brygfjeld
(Date Created: 22 Aug 2002)
Presented at the 68th IFLA General Conference, Glasgow, 2002. Describes a
prototype system for access to large-scale web archives, as developed by the
Nordic Web Archive Access Project, an initiative of the National Libraries of
Denmark, Finland, Iceland, Norway and Sweden.
http://www.ifla.org/IV/ifla68/papers/090-163e.pdf
Also available in French at http://www.ifla.org/IV/ifla68/papers/090-163f.pdf

Berkeley Digital Library SunSITE. University of California Berkeley Library and Sun
Microsystems Inc. (Regularly Updated)
This site builds digital collections and services, as well as providing information
and support to digital library developers worldwide. Includes links to information
on copyright, metadata, preservation and standards; digital library projects;
tools for building digital libraries; and training for digital librarians.
http://sunsite.berkeley.edu/

Collecting and Preserving the Web : Developing and Testing the NEDLIB Harvester. Juha
Hakala, in: RLG DigiNews (Date Created: Apr 2001)
Outlines the outcomes of the NEDLIB Harvester Project for the archiving of Web
resources. Some key issues in using this form of technology for capturing
materials on the Web are reviewed.
http://www.rlg.org/preserv/diginews/diginews5-2.html#feature2

Columbia University Libraries Policy for Preservation of Digital Resources. (Date Created:
Jul 2000)
Statement of policy, including commitment to digital lifecycle management.
http://www.columbia.edu/cu/lweb/services/preservation/dipolicy.html

DACHS: Digital Archive for Chinese Studies. Institute of Chinese Studies, University of

Heidelberg (Regularly Updated)
Operating since August 2001, DACHS "aims at identifying, archiving and making
accessible Internet resources relevant for Chinese Studies, with special
emphasis on social and political discourse as reflected by articulations on the
Chinese Internet." Collected resources include websites, discussion boards,
journals, newsletters and single documents. On overview of the archive's
collection policy, workflow and technical infrastructure is available.
http://www.sino.uni-heidelberg.de/dachs/

DELOS Network of Excellence (NoE) on Digitial Libraries. (Regularly Updated)
Established in 2000 to facilitate development of an open agenda for digital
libraries research. The group is a reference point for all 5th Framework
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Programme projects funded by the Information Societies Technologies (IST)
Programme.
http://www.ercim.org/delos/

Digital Imaging and Preservation Policy Research (DIPPR). Department of Preservation

and Conservation, Cornell University Library (Last Updated: 22 May 2002)
DIPPR draws its members from the Department of Preservation and
Conservation at the Cornell University Library and is involved in research,
implementation, publication and training, with an emphasis on digital
preservation and on mainstreaming the results of ongoing research projects.
Activities include research on technical aspects of digital imaging, digital
preservation research through Project Prism, and publication of RLG DigiNews.
http://www.library.cornell.edu/iris/research/dippr.html

Dspace: Durable, Digital, Depository. (Last Updated: 2002)
Website of the MIT Dspace initiative established with Hewlett-Packard to create
a web-based electronic archive of the intellectual output of MIT and other
federated partners. Details of the staffing, governance, planning, technical
architecture and functionality are available on the website.
http://dspace.org/index.html

A First Experience in Archiving the French Web. Serge Abiteboul; Gregory Cobéna;
Julien Masanés; Gerald Sedrati (Date Created: Sep 2002)
Describes preliminary work by the Bibliothéque nationale de France and INRIA in
archiving the French web under legal deposit legislation. Defining the perimeter
of the French web and versioning issues are also discussed.
ftp://ftp.inria.fr/INRIA/Projects/verso/gemo/GemoReport-229.pdf

IFLANET: International Federation of Library Associations and Institutions (Regulary
updated)
Site includes a wide range of information including resources about Electronic
Collections and Services.
http://www.ifla.org/

Internet Archive (Regularly Updated)
A non-profit commercial venture that collects and stores public materials from
the Internet such as the World Wide Web, Netnews, and downloadable software
donated by Alexa Internet. Archived web pages may be accessed using the
Wayback Machine interface. Also provides access to films documenting 20th
century North American life and culture, digitised from the Prelinger Archives of
ephemeral films in San Francisco.
http://www.archive.org/
A0 see The Internet Archive, an Interview with Brewster Kahle, in: RLG

DigiNews (Date Created: 15 Jun 2002)
http://www.rlg.org/preserv/diginews/diginews6-3.html#interview

JSTOR (Journal Storage): The Scholarly Journal Archive. (Regularly Updated)
Aims is to build a reliable and comprehensive archive of important scholarly
journal literature. Back issues of paper journals have been converted into
electronic formats allowing savings in space while improving access to journal
content.
http://www.jstor.org/

Kulturarw?. National Library of Sweden (Regularly Updated)
Aim of this project is to test methods of collecting, preserving and providing
access to Swedish online documents.
http://kulturarw3.kb.se/html/kulturarw3.eng.html

The Last Page of the Internet : the Importance of Preserving the Dynamic Aspects of the
Internet. Niels Brugger (Date Created: Jun 2001)
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Discusses the complications involved in preserving the dynamic features of the
Internet, as identified by media scholar Niels Brugger.
http://www.deflink.dk/upload/doc filer/doc alle/1023 NBR.doc

LOCKSS. Stanford University Libraries (Regularly Updated)
Project is building "persistent access" software for libraries. LOCKSS (Lots of
Copies Keeps Stuff Safe) provides tools which use local, library-controlled
computers to safeguard readers' long-term access to web based journals.
http://lockss.stanford.edu/

Long Term Preservation Study. Koninklijke Bibliotheek (Regularly Updated)
Documents progress in the Long Term Preservation Study undertaken as part of
the Project Depot van Nederlandse Elektronische Publicaties (DNEP) in
association with IBM. A research plan and a presentation on strategies being
investigated, such as the Preservation Layer Model, are available from the site.
http://www.kb.nl/kb/ict/dea/ltp/ltp-en.html

National Digital Information Infrastructure and Preservation Program (NDIIPP). Library
of Congress (Regularly Updated)
Contains information on the national planning effort for long-term preservation
of digital content in collaboration with representatives of other federal, research,
library, and business organisations. Links to many program publications.
http://www.digitalpreservation.gov/ndiipp/

National Library of Australia.
Website includes links to range of prgrams and papers in digital preservation.
http://www.nla.gov.au/

National Library of Canada Electronic Collection. (Regularly Updated)
Provides access to archived versions of Canadian online material. Includes a link
to information about the electronic collection and its history and tips on
archiving an online publication.
http://collection.nlc-bnc.ca/e-coll-e/index-e.htm

NEDLIB : Networked European Deposit Library. National Library of the Netherlands

(Updated to February 2002)
Homepage of NEDLIB, a collaborative project consortium headed by the National
Library of the Netherlands (Koninklijke Bibliotheek) and including eight other
European national libraries, a national archive and three main publishers. The
main goal was to find ways to preserve access to both online and offline
(physical format) digital publications as a basic infrastructure upon which a
networked European deposit library can be built. Project Technical Working
Papers are available by following the link 'Working Papers' on the home page.
http://www.kb.nl/coop/nedlib/

netarchive.dk. Denmark's Electronic Research Library (Regularly Updated)
A joint-initiative of the Royal Library, the State & University Library and the
Centre for Internet Research, University of Aarhus in Denmark. This year long
study, in 2001 - 2002, examined the capture and archiving of Danish internet
activity relating 2001 municipal elections.
http://www.netarchive.dk

Online Computer Library Center Inc. (OCLC) Digital and Preservation Resources.
(Regularly Updated)
OCLC is a nonprofit computer service and research organisation whose network
and services link more than 30,000 libraries in 65 countries and territories.
http://www.oclc.org/digitalpreservation/

Preservation of Scientific Serials : Three Current Examples. William Y Arms, in: The
Journal of Electronic Publishing Volume 5, Issue 2 (Date Created: Dec 1999)
Examines three journals in digital form: the ACM Digital Library, the Internet
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RFC series, and D-Lib Magazine and discusses measures which can be taken
today to preserve access to the information contained within these journals.
Solutions proposed are "partly technical and partly organizational”. Proposes
three levels of preservation: preserving the "look-and-feel"; preservation of
access, maintaining both the underlying material and an effective system of
access; and preservation of content.
http://www.press.umich.edu/jep/05-02/arms.htmil

Research Libraries Group (RLG). (Regularly Updated)
Preservation is one of the focuses of the RLG's activities with the long-term
retention of digital research materials comprising a key area.
http://www.rlg.org/longterm/

UNESCO Libraries Portal.
Website includes links to great many library sites and information on UNESCO
projects.
http://portal.unesco.org/ci/ev.php?URL ID=6513&URL DO=DO TOPIC&URL SECTION=2
O1&reload=1041937729

20.7 Preservation of records materials (ar chivesfocus)

Archival Preservation of Smithsonian Web Resources: Strategies, Principles, and Best

Practices. Dollar Consulting. (Last Updated: 18 Oct 2001)
Commissioned by the Smithsonian Institution Archives, this report provides
guidelines on the capture, management and long-term preservation of
Smithsonian Institution web sites. Incorporating an integrated records life cycle
process model, it recommends best practices, plus appendices on documentation
of web sites and a preservation metadata model.
http://www.si.edu/archives/archives/dollar%20report.html

Conversion and Migration Criteria in Records Keeping Systems. Association for
Information Management Professionals (Regularly Updated)
The proposed standard will address fundamental policy, procedural, and
technical issues associated with conversion and migration from one record
keeping system to another regardless of record format, so that these systems
will insure the context, content, and structure of authentic records.
http://www.arma.org///publications/standards/workinprogress.cfm

DAVID: Digitale Archivering in Vlaamse Instellingen en Diensten (Digital Archiving in
Flemish Institutions and Administrations). City Archives of Antwerp (Last Updated: 10 Jan
2003)
The DAVID Project is a collaboration of the City of Antwerp Archives and ICRI to
research digital durability in a governmental environment. It seeks to develop
best practices for archiving electoral and population data, emails and websites.
http://www.antwerpen.be/david/

Diffuse: Guide to Archiving. (Last Updated: May 2002)
A data archiving guide developed within the Diffuse project of the EU IST
program. Discusses major requirements, links to key standards, specfications,
best practice examples and white papers on public record archiving.
http://www.diffuse.org/archive guide.html

Effective Records Management Project. University of Glasgow
Project aimed to produce tools and protocols, and a pilot system for creation and
distribution of committee papers within the University. A final report was
published in early 2002 and is available in PDF on the project's Web pages.
http://www.gla.ac.uk/InfoStrat/ERM/

Enduring Paradigm, New Opportunities : The Value of the Archival Perspective in the
Digital Environment. Anne J. Gilliland-Swetland, in: CLIR Reports (Date Created: Feb 2000)
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Examines usefulness of the archival perspective in addressing problems in
preserving digital information.
http://www.clir.org/pubs/reports/pub89/contents.html

Guidelines for Electronic Records Management on State and Federal Agency Websites.
Charles R. McClure; J. Timothy Sprehe
Guidelines developed as part of a research project on records management and
preservation strategies for electronic information contained in (US) state and
federal agency websites.
http://istweb.syr.edu/~mcclure/quidelines.html

International Council on Archives. (Regularly Updated)
http://www.ica.org/

International Records Management Trust (IRMT). (Regularly Updated)
A London-based organisation, IRMT was established in 1989 to assist developing
countries in managing their official records. Searchable on this website are links
to IRMTsponsored projects and papers, including resources examining electronic
records management issues.
http://www.irmt.org/index.html

National Archives and Records Administration (NARA) (USA) (Regularly Updated)
http://www.archives.gov/

National Archives of Australia (Regularly Updated)
http://www.naa.qgov.au/recordkeeping/preservation/summary.htmi

National Archives of Singapore. (Regularly Updated)
http://www.museum.org.sg/NAS/nas.shtml

National Historical Publications and Records Commission (NHPRC). (Regularly Updated)
The NHPRC has funded much research on long-term preservation of and access
to electronic records. Website provides links to project reports. Of particular
interest is the section on Electronic Records Projects.
http://www.archives.gov/grants/index.html

Public Record Office (PRO)
The UK Public Record Office aims to assist and promote the study of the past by
selecting, preserving and providing access to public records. Two of PRO's digital
preservation projects are: EROS (Electronic Records from Office Systems) and
NDAD (UK National Digital Archive of Datasets).
http://www.pro.gov.uk/

UNESCO Archives Portal.
Website includes links to great many archives sites andinformation on UNESCO
projects.
http://portal.unesco.org/ci/ev.php?URL ID=5761&URL DO=DO TOPIC&URL SECTION=2
01&reload=1036751929

Victorian Electronic Records Strategy Project. Public Records Office, Victoria (Last Updated: 31
Mar 1999)
The project aimed to demonstrate the feasibility of capturing and preserving
electronic records; and to provide a set of functional descriptions for electronic
archiving. The projects findings, functional descriptions and a general description
of the demonstrator system have been published in the Victorian Electronic
Records Strategy Final Report.
http://www.prov.vic.gov.au/vers/published/final.htm

20.8 Prexrvation of audio and audio visual materials

Building a National Strategy for Digital Preservation: Issues in Digital Media Archiving.
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Council on Library and Information Resources (CLIR). (Date Created: Apr 2002)
A collection of papers commissioned by the Library of Congress and CLIR as
background for the National Digital Information Infrastructure and Preservation
Program. Topics of the papers covered six principal areas presenting collection-
management issues: large Web sites, electronic books, electronic journals,
digitally recorded sound, digital film, and digital television.
http://www.clir.org/pubs/reports/pub106/contents.html

The Care and Handling of Recorded Sound Materials. National Library of Canada; Gilles
St-Laurent. (Last Updated: 15 Feb 2002)
Provides a good basic explanation of what sound is, how it is recorded and
identifies many different recording media. Discusses handling and preservation.
http://palimpsest.stanford.edu/byauth/st-laurent/care.html

Digital Preservation of Moving Image Material? Howard Besser. (Date Created: 2001)
This article describes the digital technology induced changes occurring in the
production and distribution processes of moving image material. Indicates two
paradigm shifts likely for moving image preservation: complete works vs asset
management and the physical artifact vs content. General approaches to digital
preservation and problems for moving image archivists are also discussed.
http://www.gseis.ucla.edu/~howard/Papers/amia-longevity.html

European Convention for the Protection of the Audiovisual Heritage and Protocol on the

Protection of Television Productions .... Council of Europe (Date Created: 06 Feb 2001)
This convention, issued by the European parliament, provides for the
safeguarding and preservation of European moving image heritage. Parties to
the agreement are obliged to introduce legal or voluntary mechanisms for the
deposit of audiovisual media in designated archival repositories in their
territories. The text is broadly worded so that the legislation will apply to
electronic and other new forms of audiovisual expression as they are created.
http://www.coe.int/t/e/cultural co-operation/culture/Resources/Referen

ce texts/Conventions/econpataud.asp

PRESTO - IST-1999-20013: Key Links System Specification Document. Presto
Consortium (Last Updated: 26 Jun 2001)
A 135 page report developed from the findings of a preservation survey of
audio-visual materials in European Broadcast Archives. Includes information on
system requirements, technological upgrades, processing methodologies and
metadata specifications for digitally archiving film, audio and video.
http://presto.joanneum.ac.at/Public/D32.pdf

The Safeguarding of the Audio Heritage: Ethics, Principles and Preservation Strategy.
IASA Technical Committee. (Date Created: Sep 2001)
Identifies problem areas and recommends practices for audio and AV archives,
balancing between the ideal situation and the real world.
http://www. iasa-web.org/iasa0013.htm

UPF (Universal Preservation Format) Home Page
Sponsored by the WGBH Educational Foundation and funded in part by a grant
from the National Historical Publications and Records Commission, the initiative
advocates a platform-independent format that will help make accessible a wide
range of data types. The UPF is characterized as "self-described" because it
includes, within its metadata, all the technical specifications required to build
and rebuild appropriate media browsers to access contained materials
throughout time.
http://info.wgbh.org/upf/

209 Presrvation of data collections

Archiving Scientific Data. Peter Buneman; Sanjeev Khanna; Keishi Tajima; Wang-Chiew
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Tan. (Date Created: Jun 2002)
Describes development of an archiving tool for XML data that allows retention of
all previous states of the data as it changes over time. Meaningful change
descriptions, retrieval of specific versions and history over time for any element
in the archive are supported.
http://db.cis.upenn.edu/Research/ki.html

Arts and Humanities Data Service (AHDS) (Regularly Updated)
AHDS is a national (UK) service to collect, describe and preserve the electronic
resources resulting from research and teaching in the humanities. One of its
aims is to develop strategies for preserving digital cultural heritage.
http://ahds.ac.uk/

Geophysical Data in Archaeology: a guide to good practice. Armin Schmidt (Date Created:
2002)
Offers an introduction to archaeological geophysics and the variety of data that
is produced including the raw measurement data, processed data and
interpretative drawings. It also provides an invaluable introduction to storage
and archiving of geophysical datasets
http://ads.ahds.ac.uk/project/goodquides/geophys/

Inter-University Consortium for Political and Social Research. (Regularly Updated)
Within the University of Michigan, ICPSR acquires and preserves social science
data on behalf of 400 member colleges and universities in the US and abroad.
Uses migration methods to ensure continuing access to the archived data.
http://www.icpsr.umich.edu/index.html

Long Term Archiving of Digital Documents in Physics - Conference report. Dr Arthur P.
Smith
Report of the IUPAP (International Union of Pure and Applied Physics)
conference summarizes the discussion about what a digital archive consists of,
and lists the conference recommendations.
http://publish.aps.org/IUPAP/Itaddp report.html

NDAD: UK National Digital Archive of Datasets. University of London Computing Centre
NDAD contains archived digital data from UK government departments and
agencies.
http://ndad.ulcc.ac.uk/

Preservation of the Electronic Assets of a University. Oxford University Computing
Services; T. Alex Reid. (Date Created: Oct 1997)
Describes how Oxford University has approached the management, storage and
preservation of its electronic assets.
http://users.ox.ac.uk/~alex/hfs-AXIS-paper.html

20.10 Preservation of digital art

Archiving the Avant Garde: Documenting and Preserving Variable Media Art. Berkeley
Art Museum and Pacific Film Archive (Date Created: 2001)
Collaborative project to develop, document, and disseminate strategies for
describing and preserving non-traditional, intermedia, and variable media art
forms, such as performance, installation, conceptual, and digital art.
http://www.bampfa.berkeley.edu/ciao/avant garde.html

Longevity of Electronic Art. Howard Besser. (Date Created: Feb 2001)
Highlights the problems in preserving electronic art, noting the special
characteristics of electronic artworks that posechallenges for preservation and
proposes practical strategies for preserving electronic art.
http://www.gseis.ucla.edu/~howard/Papers/elect-art-longevity.html
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Rhizome.org: The New Media Art Resource
Rhizome.org is a non-profit organisation which aims to preserve electronic art.
http://rhizome.org/info/index.php

Variable Media Initiative. Guggenheim Museum
Seeks to identify artist-approved strategies for preserving variable media
artwork (installation, performance, interactive, digital). Artists are encouraged
to define their work independent of medium and provide guidelines on how their
work may be recast in new formats.
http://www.quggenheim.org/variablemedia/

20.11 Preservation of email

Archiving E-mails. Filip Boudrez; Sofie Van den Eynde. (Date Created: Aug 2002)
A report from the Flemish DAVID Project examining in detail the legal and
technical issues related to the preservation of email records.
http://www.antwerpen.be/david/teksten/Report4.pdf

E-Mail and Potential Loss to Future Archives and Scholarship or The Dog that Didn't
Bark. Susan Lukesh, in: First Monday (Date Created: Sep 1999)
This paper discusses the importance of informal communication and how it is
increasingly created in electronic formats which need to be actively preserved.
Lukesh recommends action by archivists, software vendors, public institutions
and creators, particularly scholars, to aid preservation of e-mail.
http://www.firstmonday.dk/issues/issue4 9/lukesh/

E-Mail-XML Demonstrator: Technical Description. Testbed Digitale Bewaring (Date Created:

Oct 2002)
This report describes the prototype software developed by the Dutch Testbed
Digitale Bewaring projectin its investigations of long-term preservation of email
messages. The solution is based on customisation of Microsoft Outlook to allow
communication with a central server responsible for metadata collection,
conversion and archiving of both messages and metadata in XML.
http://www.diqgitaleduurzaamheid.nl/bibliotheek/docs/email-demo-en.pdf

Strategies for Capturing and Managing Emails as Records and as Organisational Assets
Adrian Cunningham. (Date Created: 18 Apr 2002)
http://www.naa.gov.au/recordkeeping/noticeboard/emails as records file

s/frame.htm

20.12 Preservation of e-print collections

E-print Services and Long-term Access to the Record of Scholarly and Scientific
Research. Michael Day, in: Ariadne (Date Created: 22 Jun 2001)
Considers some of the long-term preservation issues for e -print services. Some
of the major implications such as responsiblility for preservation, and
authenticity are discussed.
http://www.ariadne.ac.uk/issue28/metadata/

Setting Up An Institutional E-print Archive. Michael Gardner; John MacColl; Stephen
Pinfield, in: Ariadne (Date Created: 16 Apr 2002)
Based on experiences at the universities of Edinburgh and Nottingham in setting
up pilot e-print servers; provides an account of several practical issues,
including document types and formats, submission procedures, metadata
standards and digital preservation issues.
http://www.ariadne.ac.uk/issue31/eprint-archives/

SHERPA: Securing a hybrid environment for research, preservation and access
(Last Updated: 2002)
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SHERPA is a structured three year project funded by JISC to create "e-print
archives" for leading UK research institutions. The archives will comply with the
Open Archives Initiative metadata harvesting protocol and consider digital
preservation by investigating the application of the OAIS reference model.
http://www.sherpa.ac.uk

20.13 Preservation of physcal format digital materials

Bits is Bits: Pitfalls in Digital Reformatting. Walt Crawford (Date Created: May 1999)
This article describes some of the impediments to reformatting digital materials
- such as copy protection technology, software and hardware dependencies and
encryption.
American Libraries Vol. 30 No. 5 (05/99)

CD-R and CD-RW Questions and Answers. Optical Storage Technology Association
(OSTA) (Date Created: 2001)
This series of pages, provided by the Optical Storage Technology Association,
covers a number of topics about CD-R and CD-RW media, including some term
definitions, media longevity, handling, labelling, speed and quality.
http://www.osta.org/technology/cdga.htm

Farewell my Floppy: a strategy for migration of digital information. Deborah Woodyard
(Last Updated: 29 Apr 1998)
This paper describes a survey of National Library of Australia collection material
stored on disk and reports on the practical aspects of migrating floppy disks to
CD-R.
http://www.nla.gov.au/nla/staffpaper/valadw.html

Mapping Functionality of Off-line Archiving and Provision Systems to OAIS. Jorg
Berkemeyer; Die Deutsche Bibliothek (Date Created: Jan 1999)
Discusses the preservation of physical format digital material by national
libraries and in the context of the OAIS reference model.
http://www.kb.nl/coop/nedlib/meetings/frankfurt/GEN-232.doc

20.14 Digitisation

Colorado Digitization Project Digital Toolbox. (Regularly Updated)
The Digital Toolbox is designed to guide administrators through the questions to
ask in the initial planning stages of a digital project. Provides information on the
technical aspects of digitisation.
http://www.cdpheritage.org/resource/index.html

Guides to Quality in Visual Resource Imaging. Donald P .D'Amato; Franziska Frey; Linda
Serenson Colet; Don Williams (Date Created: Jul 2000)
Five guides written in conjunction with the Digital Library Federation, CLIR, and
RLG to identify imaging technologies and practices for visual resources. Practical
information on project planning, selecting a scanner, factors affecting image
quality, measuring image quality, and file formats for master files.
http://www.rlg.org/visquides/

Handbook for Digital Projects : A Management Tool for Preservation and Access. Maxine
K Sitts, (Ed) (Date Created: Dec 2000)
A web resource providing information on issues surrounding digital conversion of
collection materials. Contributions from many School for Scanning presenters
provide information on project selection and management, technical and
copyright considerations, digital longevity.
http://www.nedcc.org/digital/dighome.htm
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nof-digitise Technical Standards and Guidelines. People's Network Development Team
(Regularly Updated)
A technical guide for digitisation projects developed by UKOLN and Resource:
The Council for Museums, Archives & Libraries for the New Opportunities Fund.
Adopts a life-cycle approach and outlines successive stages in the creation,
development, management, access and re-use of digital information.
http://www.peoplesnetwork.gov.uk/content/technical.asp

Selection Criteria for Digital Imaging. Columbia University Library (Last Updated: 14 Jan
2001)
http://www.cc.columbia.edu/cu/libraries/digital/criteria.html

The Society for Imaging Science and Technology. (Regularly Updated)
An international non-profit society whose goal is to keep members aware of the
latest scientific and technological developments in the field of imaging.
http://www.imaging.org/

Technical Advisory Service for Images (TASI) (Regularly Updated)
TASI is a service set up to advise and support the UK academic community on
the digital creation, storage and delivery of image-related information. Provides
information on preserving access to digital images.
http://www.tasi.ac.uk/

20.15 Legal and voluntary deposit

Depot legal et numerotations. Bibliotheque nationale de France (Regularly Updated) (France)
Updated version of the Bibliotheque nationale de France's legal deposit web
pages. As well as providing background information to the mandatory deposit
scheme, links are provided to current legislation, and to the recommendations of
the Conseil scientifique du dépot Iégal (the French legal deposit advisory body)
that deposit be extended to include online publications.
http://www.bnf.fr/pages/zNavigat/frame/infopro.htm

Legal Deposit from the Internet in Denmark : Experiences with the Law from 1997 and
the Need for Adjustments (Date Created: Jun 2001)
In Papers from the Preserving the Present for the Future : Strategies for the
Internet conference, held at the Royal Library, Copenhagen.
http://www.deflink.dk/eng/arkiv/dokumenter2.asp?id=695

Legal Deposit. National Library of Scotland (Regularly Updated)
Links to documentation about deposit of UK non-print publications, including a
1999 Revised Version of the Code of Practice for the Voluntary Deposit of Non-
Print Publications and related explanatory notes. Refers to the deposit of both
offline and online electronic publications, the latter being subject to
experimental deposit testing.
http://www.nls.uk/professional/legaldeposit/index.html

Management of Networked Electronic Publications: A Table of Status in Various
Countries. Elizabeth Martin. (Last Updated: Nov 2001)
A comparison of 16 national libraries on deposit legislation and arrangements,
approach and policy, plans, negotiations with publishers, access arrangements
and implementation for networked electronic publications.
http://www.nlc-bnc.ca/obi/r7/f2/r7-100-e.pdf
Available in French at http://nlc-bnc.ca/obj/r7/f2/r7-100-f.pdf

A standard for the legal deposit of online publications. Giovanni Bergamin. (Date Created: 4
Jun 1999)
Abstract in English; abstract in Italian available at:
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http://www.aib.it/aib/commiss/cnur/dliberga.htm
http://www.aib.it/aib/commiss/cnur/dleberga.htm

Statement on the Development and Establishment of Codes of Practice for the Voluntary
Deposit of Electronic Publications. Conference of European National Librarians (Date
Created: 2000)
Official joint statement by the Conference of European National Librarians and
the Federation of European Publishers. A draft Code of Practice, to facilitate the
drafting of locally-endorsed voluntary deposit arrangements, is included.
http://minos.bl.uk/gabriel/fep/

20.16 Metadata

Digital Libraries: Metadata Resources. International Federation of Library Associations
and Institutions (Last Updated: 22 Sep 1999)
Links to many articles and sites relating to data documentation and standards.
http://www.ifla.org/II/metadata.htm

Meta Matters. National Library of Australia
This website is intended to help Web content providers improve the
effectiveness of searching for information resources on the World Wide Web
through the use of metadata standards.
http://www.nla.gov.au/meta/

Metadata Encoding & Transmission Standard (METS). Library of Congress (Date Created:
14 Jun 2001)
Official web site of the METS XML schema for encoding descriptive,
administrative, and structural metadata.
http://www.loc.gov/standards/mets/

Preservation Metadata and Digital Continuity. Steve Knight, in: DigiCULT.Info Newsletter
(Date Created: Feb 2003)
Describes the National Library of New Zealand's digital preservation programme
generally and the development of a preservation metadata schema.
http://data.diqicult.info/download/digicult info3 low.pdf

UKOLN Metadata. Michael Day (Regularly Updated)
A general metadata site providing links to projects, initiatives, registries and
resources including some software tools for handling metadata and a glossary.
http://www.ukoln.ac.uk/metadata/

20.17 Sandards

Digital Library Standards. University of California Libraries (Regularly Updated)
Provides links to resources about a range of digital library standards.
http://sunsite.berkeley.edu/Info/standards.html

National Information Standards Organisation — NISO. (Regularly Updated)
Develops and promotes international technical standards used in information
services.
http://www.niso.org/

PDF-Archive Project (PDF/A). Association for Information and Image Management,
International (AIIM, International)
A joint activity of the Association for Suppliers of Printing, Publishing and
Converting Technologies (NPES) and AIIM, International, to develop an
international standard defining the use of Adobe's Portable Document Format
(PDF) for archiving and preservation of electronic documents. The project will
address support of multipage documents featuring combinations of text and
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graphics and the requirements for reading devices to render archived
documents.
http://www.aiim.org/standards.asp?ID=25013

Standards for Libraries. National Library of Australia
This site provides links to information about library and related standards, lists
of standards, and key standards bodies.
http://www.nla.gov.au/services/stndard3.html

W3C World Wide Web Consortium (Regularly Updated)
The W3C, an international industry consortium, aims to lead the World Wide
Web to its full potential by developing common protocols.
http://www.w3.org/

XML for Digital Preservation: XML Implementation Options for E-Mails. Maureen Potter
(Date Created: 11 Oct 2002)
Reports on progress at the Digital Preservation Testbed (Testbed Digital
Bewaring) of the Netherlands in using XML as a preservation approach.
http://www.digitaleduurzaamheid.nl/bibliotheek/docs/email-xml-imp.pdf

20.18 Someinterestingtools

The Computer History Simulation Project (Regularly Updated)
A loose Internet-based collective of people interested in restoring historically
significant computer hardware and software systems by simulation.
http://simh.trailing-edge.com/

My File Formats (Regularly Updated)
A web site with information about over 1,000 file formats.
http://myfileformats.com/?old=manufacturers&truespace=.com.html

Software Archaeology. Andrew Hunt; David Thomas in IEEE Software, Volume 19,
Number 2 (March/April 2002)
A short article describing the problems of understanding software code with little
or no documentation. It ends with some suggestions as to how current
developers could make code easier to work with in the future.
ISSN: 0740-7459

Windows Desktop Product Life Cycle Support and Availability Policies for Businesses.
(Regularly Updated)
An article outlining Microsoft's policy for ongoing support for its desktop business
products with timelines and details on specific products.
http://www.microsoft.com/windows/lifecycle/default.msp
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