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1. What can be done to reinforce the right to seek and receive information in the online 

environment? 

 
 

2. What mechanisms can develop policies and common standards for open-licensed 

educational resources and scientific repositories, and for the long-term preservation 

of digital heritage? 

 
 

3. How can greater progress be made as regards inclusive strategies for women and 

girls as well as marginalized and disabled people? 

 
 

4. How can accessibility be facilitated through increases in locally produced and 

relevant content in different languages? 

 
 

5. What can be done to institutionalize Media and Information Literacy (MIL) effectively 

in national educational systems? 

 
 

6. What are the current and emerging challenges relevant to freedom of expression 

online? 

 
 

7. How can legislation in a diverse range of fields which impacts on the Internet respect 

freedom of expression in line with international standards? 

 
 



8. Is there a need for specific protections for freedom of expression for the Internet? 

 
 

9. To what extent do laws protect digitally interfaced journalism and journalistic 

sources? 

 
 

10. What are the optimum ways to deal with online hate speech? How can Media and 

Information Literacy empower users to understand and exercise freedom of 

expression on the Internet? 

 
 

11. What are the optimum systems for independent self-regulation by journalistic actors 

and intermediaries in cyberspace?  

 
 

12. What principles should ensure respect for the right to privacy?  

The rapid evolution of ICTs have reshaped concerns for the protection and promotion of the 

right to privacy. In this sense, establishing core principles for processing of personal data 

became a fundamental issue for ensuring privacy rights. 

Countries around the globe are still adjusting it's legislation for the current scenario. Changing 

from a scenario based on sector laws towards integrating it with a general approach for data 

protection. Nevertheless, the discussion of guiding principles have evolved. 

In that sense, the Council of Europe have  approved the Convention for the Protection of 

Individuals with regard to automatic processing of personal data (Convention 108) that set as 

basic principles: a) regarding collection and processing of personal data: “fair and lawful 

collection and automatic processing of data, stored for specified legitimate purposes and not for 

use for ends incompatible with these purposes nor kept for longer then is necessary;” b) 

regarding “quality of data, it sets  they must be adequate, relevant and not excessive 

(proportionality) as well as accurate”; c) “it outlaws, in the absence of proper legal safeguards, 

the processing of sensitive data” and d) “enshrines the individual's right to know that information 

is stored on him or her and, if necessary, to have it corrected.” This is the only legally binding 

international instrument in data protection. The Convention was modernised in 2012, also 

addressing issues of data security, transparency of processing, between others and is currently 

open for accession to non-member states of CoE. 

In 2013, the OECD have also published a revised Guidelines on the Protection of Privacy and 

Trans-border Flows of Personal Data 2013. These guidelines, originated as minimum standards 

for the protection of privacy, do promote a set of principles for data protection: a) collection 

limitation, 



b) data quality, c) purpose specification, d) use limitation, e) security safeguards, f) openness, g) 

individual participation and h) accountability.  Nevertheless,  

At some extent, a set of principles are being adopted or adapted in different jurisdictions in 

processes. The European Data Protection Directive was designed to give substance of the 

principles enshrined in Convention 108 and has reformed after the modernization of such 

convention in 2012.  Considered comprehensive enough, the principles from CoE and the 

European Directive have also been inspiring data protection regulations in many countries, 

notably, from Latin America (more regarding the adoption of privacy regulations in that region in 

the attachment). Some adaption include explicit mentions to other principles, such as 

transparency and non-discrimination. 

Nevertheless, what does in mean in practice is  still a challenge. In order to understand this 

process an empirical research is underway, by a group of Brazilian researchers on privacy 

rights, with focus on different regions, to try to grasp how different countries have been 

implementing such principles, particularly when it comes to online data retention. If opportunity 

is given, we would like to bring results of such research to the next phases of UNESCO 

consultation for the Comprehensive Study on Internet Related Issues. 

Finally, it is also important to note that as personal data, whether in public or private sector, can 

pose a risk to individual liberties depending on the manner they are processed, the nature of the 

data or the context in which it is used. Therefore, principles for data protection shall be 

considered not only when we tackle relations between consumers and private companies, but 

also in the relation between citizens and the States.  

In this sense, specifically regarding communications surveillance, and also compatible with the 

other sets of general principles, we should also note the list of principles entitled Necessary and 

Proportionate, that establish that “the determination whether the State may conduct 

Communication Surveillance with regard to protected Information must be consistent with the 

principles of: ” 

a) legality 

b) legitimate aim  

c) necessity 

d) adequacy 

e) proportionality 

f) competent judicial authority 

g) due process 

h) user notification  

i) transparency 



j) public oversight 

l) integrity of communications and systems 

m) safeguards for international cooperation 

n) safeguards against illegitimate access and right to effective remedy 

Understanding this particular field of concern, the Report of the Office of the United Nations 

High Commissioner for Human Rights entitled right to privacy in the digital age, in response to 

the resolution 68/167 from the UN General Assembly also mentions necessity and 

proportionality as principles for surveillance measures. 

http://unesco-ci.org/cmscore/sites/default/files/webform/internet-

issues/digital_rights_in_latam_.pdf 

13. What is the relationship between privacy, anonymity and encryption?  

The for the 23th session of the Human Rights Council by the Special Rapporteur on the 

promotion and protection of the right to freedom of opinion and expression, Frank La Rue, 

submitted in accordance with Human Rights Council resolution 16/4 to analyze implications of 

States' surveillance of communications on the exercise of human rights to privacy and freedom 

of opinion and expression have a clear reference on the importance of anonymity, encryption 

and it's relation to privacy. The main parts are quoted here:  

[...] 

"In order for individuals to exercise their right to privacy in communications, they 

must be able to ensure that these remain private, secure and, if they choose, anonymous. 

Privacy of communications infers that individuals are able to exchange information and ideas in 

a space that is beyond the reach of other members of society, the private sector, and ultimately 

the State itself. Security of communications means that individuals should be able to verify that 

their communications are received only by their intended recipients, without interference or 

alteration, and that the communications they receive are equally free from intrusion. Anonymity 

of communications is one of the most important advances enabled by the Internet, and allows 

individuals to express themselves freely without fear of retribution or condemnation.” 

[...] 

“The right to privacy is often understood as an essential requirement for the 

realization of the right to freedom of expression. Undue interference with individuals’ 

privacy can both directly and indirectly limit the free development and exchange of ideas. 

Restrictions of anonymity in communication, for example, have an evident chilling effect on 

victims of all forms of violence and abuse, who may be reluctant to report for fear of double 

victimization. In this regard, article 17 of ICCPR refers directly to the protection from interference 

with “correspondence”, a term that should be interpreted to encompass all forms of 



communication, both online and offline. 5 As the Special Rapporteur noted in a previous report, 

6 the right to private correspondence gives rise to a comprehensive obligation of the State to 

ensure that e-mails and other forms of online communication are actually delivered to the 

desired recipient without the interference or inspection by State organs or by third parties.” 

[...] 

“The Special Rapporteur urged States to adopt effective privacy and data protection laws in 

accordance with human rights standards, and to adopt all appropriate measures to ensure that 

individuals can express themselves anonymously online.” 

[...] 

“One of the most important advances facilitated by the advent of the Internet was the 

ability to anonymously access and impart information, and to communicate securely 

without having to be identified. Initially, this was possible given that there was no “identity layer” 

to the Internet; originally, it was not possible to know who was behind a specific communication, 

e-mail address, or even a given computer. However, in the name of security and law 

enforcement, gradually States have been eradicating the opportunities for anonymous 

communication. In many States, individuals must identify themselves at cybercafés and have 

their transactions on public computers recorded. Increasingly, identification and registration are 

also required when buying a SIM card or mobile telephone device, for visiting certain major 

websites, or for making comments on media sites or blogs. 

Restrictions on anonymity facilitate State communications surveillance by 

simplifying the identification of individuals accessing or disseminating prohibited content, making 

such individuals more vulnerable to other forms of State surveillance. In this sense, restrictions 

on anonymity have a chilling effect, dissuading the free expression of information and ideas. 

They can also result in individuals’ de facto exclusion from vital social spheres, undermining 

their rights to expression and information, and exacerbating social inequalities. Furthermore, 

restrictions on anonymity allow for the collection and compilation of large amounts of data by the 

private sector, placing a significant burden and responsibility on corporate actors to protect the 

privacy and security of such data.” 

[…] 

“The security and anonymity of communications are also undermined by laws that 

limit the use of privacy-enhancing tools that can be used to protect communications, such as 

encryption. Many States have now adopted laws that mandate an individual enable decryption 

when so ordered. The South African Regulation of Interception of 

Communications and Provisions of Communication-Related Information Act of 2002 



requires decryption assistance from any person who possesses the decryption key. 49 Similar 

laws exist in Finland (Section 4(4)(a) Coercive Measures Act 1987/450), Belgium (Art. 9, Law on 

computer crime of 28 November 2000), and Australia (Sections 12 and 28 Cybercrime Act 

2001).” 

http://unesco-ci.org/cmscore/sites/default/files/webform/internet-issues/a.hrc_.23.40_en_2.pdf 

14. What is the importance of transparency around limitations of privacy?  

Transparency shall be seen as a principle in the list of Fair Information Principles while dealing 

with user data, meaning, there is a need to guarantee that the "data controller will keep the data 

subjects informed about how their data are being used." 

 

15. What kinds of arrangements can help to safeguard the exercise of privacy in relation 

to other rights? 

Curiously, privacy rights might clash with the exercise of the right to freedom of expression, 

while in some contexts it also enables this same right. On the other hand, it can also clash with 

rights related to the exercise of national security.  

Establishing core principles, as those mentioned in question one, to be embedded in the 

national legislation, can be a start for setting appropriate arrangements to safeguard the 

exercise of privacy. Currently, after the Snowden revelations, the debate regarding balance 

between privacy and security have been evolved and several texts, from the list of principles 

Necessary and Proportionate to reports to the Human Rights Council, resolutions in the General 

Assembly and even RFCs from the Internet Engineer Task Force have set some guidelines to 

reach such balance. Though more significant actions should be taken, some basic principles are 

already in the public knowledge. 

On the other hand, the clash between the right to privacy and freedom of expression have been 

currently addressed in the debates about the right to be forgotten. While there will be a lot to 

consider as this debate evolves, one of the most important aspects to highlight is that evaluating 

where such balance stands shall not be only in the hands of private sector/data controller. A 

multistakeholder debate should be fostered to promote public interest while setting the most 

appropriate arrangement. 

 

16. How can openness and transparency of data be reconciled with privacy?  

Openness and Transparency shall not be seen as complete opposite to privacy. Both are core 

concepts for the functioning of a democratic society. 

The right to receive information and promote governmental openness and transparency by 

requesting access to documents held by public authorities shall be always guaranteed. Though 

there should be some balance with the right to data protection of persons whose data are 

contained in the documents requested, those in the exercise of public functions have some 

spheres of their privacy, the ones related to the public function, limited by public interest. As 



some would say: "while transparency shall be directly proportional to power, privacy shall be 

inversely proportional to power." 

 

17. What may be the impact of issues relating to big data on respect for privacy?  

More studies are needed in the field of big data. But it is clear that, as we start to use intelligent 

systems for every daily activity and such systems are communicating within each other based 

on and transmitting a wide diversity of different kinds of personal data, from connection logs, to 

biometrics, we do augment the possibilities for harmful usages of such technologies. It is 

important to understand this challenges and to foster safeguards both in the political and 

technological spheres avoiding breaches and misuse or, ultimately, addressing damages. 

 

18. How can security of personal data be enhanced?  

Security of personal data have several dimensions to be addressed: a) Legal sphere: legal 

institutional framework should be updated to the current scenario of privacy in the digital age, 

but not only, these regulations should be enforceable, which requires some level of 

harmonization. b) terms of service and privacy policies should be compliant with the reforms of 

the legislation, but not only, users should be able to easily understand what they entails in order 

to give informed consent, processes to give consent should be revised; c) there should be 

incentive for producing privacy friendly technologies, we operate in a scenario in wish the 

economy of ICT companies relies on monetizing users data, there should be incentives for other 

business models; d) users should be educated to have awareness about the usages and 

choices of technologies and implications they might have for the exercise of their rights; e) there 

should be incentives for hackers to test security breaches; f) there should be regulation for the 

commercialization of surveillance technology. 

 

19. How can Media and Information Literacy be developed to assist individuals to protect 

their privacy? 

There is an equivocated discourse in the public sphere creating a dichotomy between protecting 

the right to privacy and being able to use new technologies. But this direct opposition is not true, 

or at least, shall not be. We, users, should be able to understand the market dynamics and to be 

aware that, most of the time, if we are not paying for a service, that is because we are the 

product. Then understand the implications of "being the product" and be able to have 

alternatives. Technologies and Law can be framed to protect the public interest or to do the 

contrary. Humanity is currently in a crucial moment of choice and awareness is key. On the 

other hand, people should also be more literate about how ICTs work. Coding is the new 

alphabet but not many schools are already aware of is. Code can frame politics, just as 

business/market power do. If we have more people iterated in code, we would also have other 

service options/and other business models emerging. 

 

20. How can ethical principles based on international human rights advance accessibility, 

openness, and multi-stakeholder participation on the Internet?  



 
 

21. What conceptual frameworks or processes of inquiry could serve to analyse, assess, 

and thereby inform the choices that confront stakeholders in the new social uses and 

applications of information and knowledge?  

 
 

22. How does ethical consideration relate to gender dimensions of the Internet?   

 
 

23. How can ethics, - i.e. the simultaneous affirmation of human rights, peace, equity, and 

justice - inform law and regulation about the Internet?  

 
 

24. What international, regional and national frameworks, normative guidelines and 

accountability mechanisms exist of relevance to one or more fields of the study?  

 
 

25. How do cross-jurisdictional issues operate with regard to freedom of expression and 

privacy?  

 
 

26. What are the intersections between the fields of study: for example, between access 

and freedom of expression; ethics and privacy; privacy and freedom of expression; 

and between all four elements?  

 
 

27. What pertinent information materials exist that cut across or which are relevant to the 

four fields of the study?  

 
 

28. What might be the options for role of UNESCO within the wider UN system in regard 

to the distinct issues of online Access to information and knowledge, Freedom of 

Expression, Privacy and Ethical dimensions of the information society?  

 
 

29. What might be options for the role of UNESCO in relation to stakeholders outside the 

UN system?  

 
 

30. For each study field, what specific options might UNESCO Member States consider? 

 
 


