
UNESCO's Comprehensive Study on Internet Related Issues  

Submitted by : 

Name: Expert Committee on Communication and Information of the German Commission for 

UNESCO 

Gender:  Female 

Category of Stakeholder:  H. Others 

Country: Germany 

Region:  Europe and North America 

 

1. What can be done to reinforce the right to seek and receive information in the online 

environment? 

Diminishing the digital divide is one of the most pressing challenges in the Information Society. 

Creating and extending access to informational content and knowledge as well as to cultural 

content and heritage is an important tool in this process. Fostering and further developing open 

access and the use of public licensing schemes can thus reinforce the right to seek and receive 

information online.   

Open access to information and knowledge is an important concept in this regard which should 

be further strengthened internationally. In order to further spread the use of open access, 

particular challenges need to be addressed, such as the development of new business models 

for publishing activities, open data, text and data mining as well as new ideas for a multi-stage 

open peer review. During this process, however, possible interferences between open access 

and the right to privacy need to be considered.  

Open access models and the use of open content licenses should be promoted beyond the 

fields of science and education to cultural, creative and other content in order to contribute to 

true and participative digital commons. In this regard, the creation of the Creative Commons 

IGO licenses is welcomed. The use of these licenses should be further promoted among 

intergovernmental organizations. Particularly Open Educational Resources are of tremendous 

importance to increase access to knowledge and education and to build knowledge societies. 

UNESCO should continue to play a leading role in the promotion of OER worldwide. 

Publication with guidelines for institutions and individuals to use open content licenses: "Open 

Content - A practical guide to using creative commons licenses" by Dr. Till Kreutzer, 

http://unesco.de/fileadmin/medien/Dokumente/Kommunikation/Open_Content_A_Practical_Gui

de_to_Using_Open_Content_Licences_web.pdf 



http://unesco-ci.org/cmscore/sites/default/files/webform/internet-

issues/oa_regional_meeting_recommendations.pdf  

2. What mechanisms can develop policies and common standards for open-licensed 

educational resources and scientific repositories, and for the long-term preservation 

of digital heritage? 

Good practice examples for access points and repositories for open (educational) resources 

include, among others: 

- German Digital Library: The German Digital Library (Deutsche Digitale Bibliothek, DDB) 

has been established by the Federal Government, the Federal States and local authorities in 

2012. It links content from cultural and academic institutions throughout the country, with the 

goal to make scientific knowledge, but also cultural heritage easily accessible for everyone 

through a central access point. Currently, the digital content of more than 2,000 institutions is 

available through the DDB website. 

- Europeana: A multi-lingual online collection of millions of digitalized items from 

museums, libraries, galleries, archives and multi-media collections in Europe.  

Regarding digital long-term preservation, the German National Library hosts the German 

Network of expertise in Digital long-term preservation “nestor”, in its initial phase sponsored by 

the Federal Ministry of Education and Research. This network of expertise works together with 

libraries, archives, museums and other actors across Germany, not only to inform about 

different aspects of long-term preservation. It is also offers training courses in the field and 

serves as a focal point of standardisation activities and provides standards for user 

communities. Among others, it has developed a catalogue of criteria for trusted digital 

repositories with guidelines for planning, implementing, and self-evaluation of trustworthy long-

term digital repositories. To date, the nestor working groups have initiated three standardisation 

projects. These are currently being adapted by the German Institute for Standardization (DIN) 

for adoption as national standards. Further standardisation topics can similarly be handled in 

nestor working groups and be prepared for national standardisation. 

 

3. How can greater progress be made as regards inclusive strategies for women and 

girls as well as marginalized and disabled people? 

This question needs to be answered separately for each of the target groups, as mostly different 

measures are needed to address inclusion of each of these groups. We will focus on measures 

for the inclusion of people with disabilities. In-depth work is also needed on the digital inclusion 

of senior citizens. Present-day seniors still have issues with digital literacy which need to be 

addressed. As this technical obstacle is increasingly overcome, the Internet offers unique 

opportunities to address the special situation of seniors in society in a holistic way. The Internet 

can play an important role in preventing social marginalization and improving health care, for 

example. At the same time, e-inclusion policies should not perceive seniors as being on the 

receiving end only. On the contrary, UNESCO can help identify and promote practices and 

standards on how to tap into the potential of senior citizens actively to contribute to society as a 



whole via e-working, networks for volunteer work, and knowledge transfer to younger 

generations. 

Digital inclusion of people with disabilities 

For people with disabilities, equal opportunities regarding access to information and knowledge 

depend on the accessibility of the medium in question. This encompasses technical access as 

well as the design of learning processes regarding media and information literacy. 

First of all, it needs to be ensured that information provided on the web, especially on public 

websites, is accessible to people with disabilities. For example, in Germany, a law introduced in 

2002 requires public websites to be accessible for people with disabilities. Therefore, online 

content and documents available for download are designed according to accessibility 

standards. Public websites also contain easy read information; some also offer information in 

sign language. Many private institutions, NGOs etc. are using similar standards for their 

websites. 

Also, it needs to be ensured that MIL initiatives and projects themselves are accessible for 

people with disabilities and are conceptualized in such a way that everyone can contribute 

according to their ability. The German online portal and network “inclusion with media” 

(http://www.inklusive-medienarbeit.de/) works towards making MIL initiatives inclusive, among 

others by providing interdisciplinary training and competency centers. So-called “inclusion 

scouts” – media education experts – support interested persons in realizing different types of 

inclusive MIL projects for children and young people.  

Further good practice examples from Germany in this area include: 

- BIENE-awards for the best accessible web pages in German-speaking countries (2003-

2010) 

- Project “Leidmedien“, which provides advice for (online as well as offline) journalists on 

reporting on people with disabilities without – consciously or unconsciously – resorting to 

stereotypes or biased portrayal.  

- The website “Web ohne Barrieren” (“web without barriers”) by Aktionsbündnis für 

barrierefreie Informationstechnik (“Actions for barrier-free information technology”) provides 

guidelines on accessible internet services and tests services for their accessibility (e.g. e-

learning opportunities, job portals etc.). 

Senior citizens as a target group of media and information literacy 

In Germany, usage of the Internet and digital media among senior citizens is significantly lower 

than in other age groups. Studies show that in Germany the rate of uptake of the Internet is now 

highest among senior citizens. In order to increase accessibility, several projects and initiatives 

regarding media and information literacy for adults and senior citizens have been developed in 

recent years.  

Good practice examples include: 



- The project “Ran an den Computer – Schüler schulen Senioren” (Let’s go for the 

computer - Students teach senior citizens) in Lower Saxony is based on the idea that students 

share their knowledge in this field with the 60-plus generation. Each participant has their own 

student mentor to assist with specific questions. The project is based on a public-private-

partnership. (http://www.n-21.de/staticsite/staticsite.php?menuid=250&topmenu=4) 

- On the website “silver tipps”, run by the foundation “MedienKompetenz Forum Südwest” 

and the University of Mainz, experts provide advice for senior citizens on specific aspects of 

internet use such as secure passwords, online banking and the credibility of health advice 

online. 

With e-literacy among senior citizens well under way, the policy focus should now shift from 

introducing senior citizens to the Internet to identifying best practices and standards of how 

seniors can best benefit from the potentials of the Internet and how to tap into the potential of 

seniors for their active contribution to society at large. 

 

4. How can accessibility be facilitated through increases in locally produced and 

relevant content in different languages? 

 
 

5. What can be done to institutionalize Media and Information Literacy (MIL) effectively 

in national educational systems? 

MIL is a key competency to participate fully in today’s knowledge societies. Studies from 

German institutions  suggest that media appropriation of children is, among others, dependent 

on their family background – in families  with a higher education-background, the 

interactive/informative aspects of media use tend to be more prominent whereas in families with 

a lower education background, receptive/consumer-oriented media uses tend to prevail. 

Education systems thus play a crucial role in bridging this divide and allow everyone to actively 

use media within their own learning processes. 

Experts such as, for example, the German Parliament’s Enquete Commission on “Internet and 

the Digital Society” recommend that MIL in educational systems should be regarded as a cross-

cutting task across subjects rather than as a subject or field of study to be taught separately. 

Therefore, MIL should be integrated into the curricula and key competencies for all major 

subjects.  

So far, there have been only a limited number of approaches on how MIL can be realized within 

the education system as a systematic, coordinated and continuing process across subjects and 

grades. The “Länderkonferenz MedienBildung” of the media centers of the German Federal 

States has established a competency-based concept for media literacy education in schools . It 

identifies six basic competencies which students should acquire during the course of their 

education: information (information sources, critical evaluation), media-based communication, 

presentation, (media) production and analysis.  



As children are start using digital media at an ever earlier age, there is a need to integrate MIL 

into early childhood education as well. So far, there is still a need to elaborate sound 

pedagogical concepts for MIL in ECCE.  

While it is important to anchor MIL in the education systems and curricula, MIL promotion 

should not be limited to the formal education system. MIL should also be considered an explicit 

task of non-formal education, for example in public libraries, youth centers, family centers as 

well as adult continuing education institutions. This not only supplements efforts in the formal 

education system, but also reaches further target groups such as adults and senior citizens. 

Good practice examples from Germany include the work of the media authorities. Their web 

portal „Internet-ABC“ provides children (aged 5-12), parents and educators with tipps and 

support on the safe use of the internet. The Media Authority of North Rhine-Westphalia, in 

cooperation with the German Commission for UNESCO, has initiated several projects in the 

area of adult MIL literacy, such as guidelines on information literacy in everyday life as well as a 

workshop concept for MIL courses for adults which can be realized, among others, in public 

libraries. 

 

6. What are the current and emerging challenges relevant to freedom of expression 

online? 

According to the results of an international workshop on Freedom of Expression on the Internet 

in December 2013 in Berlin, organized by the German Commission for UNESCO and the 

UNESCO Chair on Freedom of Communication and Information, the following challenges with 

regards to protecting freedom of expression and other human rights online were identified: 

An understanding of the internet ecosystem is still only emerging. This holds true for all 

stakeholders of the ecosystem. It is thus vital to further develop an understanding of the internet 

ecosystem and map the interests of the actors involved in granting, protecting and restraining 

freedom of expression online. Situations in which freedom of expression is violated can vary 

between user-provider, between user-provider-user, between user-provider-government. It also 

needs to be taken into account that while intermediaries have the possibility to limit freedom of 

expression, their own digital communication is at the same time also vulnerable and in need for 

protection. All of these need to be further elaborated. Media and information literacy is an 

important tool in this process (see question 10).  

The following central threats to protecting freedom of expression online were identified by the 

participants: arbitrary blocking and filtering of political, social or religious content, restrictive 

laws, extraterritorial surveillance, broad intermediary liability, takedown requests and forced 

deletion of content, data protection as well as paid pro-government commentators. Also 

technology itself can pose a challenge to freedom of expression.  

While the existing international standards can be considered adequate, those standards are 

often poorly implemented and effective compliance systems are lacking (see question 8). 



Ethical questions on content control increasingly need to be answered by media corporations 

and internet intermediaries, including search engines and social media networks, which operate 

across states and jurisdictions. Thus, a range of non-state actors play a central role in granting, 

protecting or restraining freedom of expression online. Currently, many intermediaries are still 

experimenting with instruments to monitor compliance. Best practice examples are at this stage 

hard to be identified. Thus, more guidance on how to comply with international standards is 

needed.  

Especially as a consequence of the “right to be forgotten” which has been stipulated by the 

European Court of Justice in its landmark ruling in May 2014, private actors are put in a position 

to make decisions regarding conflicting human rights, privacy and freedom of expression. Thus, 

it urgently needs to be discussed, on an international level, which actor can legitimately make 

decisions regarding conflicting rights and values.  

Freedom of expression is a universal human right. Nevertheless, there is an incentive for 

internet intermediary companies to voluntarily censor culturally sensitive content in order to 

avoid possible liability for content by third parties. Compliance mechanisms need to find a way 

to adequately address these issues. 

At the same time, the importance of social norms needs to be taken into account. They can, for 

example, help that people do not make use of the right to be forgotten but rather that a “right to 

be forgiven” is established in society (where, for example, potential employers do not “google” 

job candidates). 

 

7. How can legislation in a diverse range of fields which impacts on the Internet respect 

freedom of expression in line with international standards? 

 
 

8. Is there a need for specific protections for freedom of expression for the Internet? 

As regards the international standards, the current international legal framework, including the 

UDHR, the ICCPR and the ICESCR, can be considered adequate as regards the protection of 

freedom of expression online. Human rights enshrined in these documents must apply offline 

and online, as has also been reaffirmed by General Comment No. 34 of the Human Rights 

Committee. The participants of the workshop on freedom of expression online (see attached 

workshop report) therefore saw no need for specific standards on the international level.  

However, national laws often fall short of these international human rights agreements. Also, 

existing laws are sometimes poorly implemented and a lack of effective remedies for users’ 

rights may be observed. Rather than creating new instruments, therefore, compliance must be 

strengthened in order to safeguard freedom of expression online. For the private sector, the UN 

Guiding Principles on Business and Human Rights and the Council of Europe 

Recommendations on compliance of private companies with human rights can also be useful in 

this context. 

 



Many of the current challenges still exist because actors operate with traditional policy tools 

originating from the offline world which are often not suited for cyberspace. Therefore, adequate 

compliance systems for the digital world have to be developed as well as good practice 

examples identified and spread.  

Regarding this question, the report of the Special Rapporteur on the promotion and protection of 

the right to freedom of opinion and expression to the Human Rights Council on the implications 

of States’ surveillance of communications on the exercise of the human rights to privacy and to 

freedom of opinion and expression should be taken into account. 

 

9. To what extent do laws protect digitally interfaced journalism and journalistic 

sources? 

In many cases, legal protection of journalists and their anonymity is not sufficient and existing 

laws can be and often are circumvented. De facto protection of journalists needs to be 

strengthened. At the same time, tools and programmes are necessary to increase awareness 

among journalists of their rights and measures how to protect one’s own safety and provide 

relevant training opportunities, also with regards to digital journalism. The activities of the 

UNESCO IPDC programme are very valuable in this regard. In German development 

cooperation, GIZ and DW Akademie both realize such programmes in their worldwide activities. 

 

10. What are the optimum ways to deal with online hate speech? How can Media and 

Information Literacy empower users to understand and exercise freedom of 

expression on the Internet? 

MIL is a very important tool in increasing knowledge about online freedom of expression issues. 

Freedom of expression should be a vital part of an MIL in formal and non-formal education as 

described in section A, question 5.  Besides, particular target groups of MIL efforts in regards to 

freedom of expression online should include end-users and court judges, especially to increase 

awareness of existing international standards. 

 

11. What are the optimum systems for independent self-regulation by journalistic actors 

and intermediaries in cyberspace?  

 
 

12. What principles should ensure respect for the right to privacy?  

The answer to question 6 as regards the “right to be forgotten” is also relevant for principles 

regarding privacy: A discussion is necessary, which actor and on which basis can make 

decisions weighing the principles of privacy and freedom of expression. 

In Germany, for example, the right to privacy has been of great importance in social discourse, 

also due to historical experiences of lack of privacy. 

 



13. What is the relationship between privacy, anonymity and encryption?  

To safeguard anonymity and privacy, possibilities for self-protection should be provided for 

individuals. E-Mail encryption is one of these possibilities. Training on protection measures for 

journalists (cp. Question 9) should also be mentioned here. 

 

14. What is the importance of transparency around limitations of privacy?  

Limitations of privacy need transparency towards citizens and control bodies. Public discourse 

on these topics should be further encouraged. However, transparency alone cannot substitute 

regulation: a 50-page privacy statement may explain in detail how privacy is limited. However, 

one cannot be expected to read 50 pages every time a service etc. is used and make an 

informed decision whether to proceed. A certain degree of regulation is needed to avoid overly 

broad limitations of privacy. 

 

15. What kinds of arrangements can help to safeguard the exercise of privacy in relation 

to other rights? 

 
 

16. How can openness and transparency of data be reconciled with privacy?  

 
 

17. What may be the impact of issues relating to big data on respect for privacy?  

 
 

18. How can security of personal data be enhanced?  

Currently, technological solutions to protect personal data such as email encryption are often so 

complex that the average internet user is not able to use them and thus protect his or her 

personal data. In order to change this, privacy by design and privacy by default should be 

promoted – for example, encryption should be offered as part of the basic settings by email 

providers. 

 

19. How can Media and Information Literacy be developed to assist individuals to protect 

their privacy? 

Privacy and the protection of one’s own data has become a very important topic in MIL 

initiatives in Germany in recent years. For example, the abovementioned “Internet-ABC”-project 

has a priority theme on data protection which allows children to learn in a playful way about the 

safe use of own data online and, for slightly older children and young adults, information on 

mobile applications such as WhatsApp. Generally, it is important to mainstream privacy issues 

into MIL initiatives and curricula, in formal as well as in non-formal education. 

 



20. How can ethical principles based on international human rights advance accessibility, 

openness, and multi-stakeholder participation on the Internet?  

It is important that general principles themselves are identified in a multi-stakeholder fashin in 

order to increase legitimacy and successfully advance ethics on the internet. The NetMundial 

Global Multistakeholder Meeting on the Future of Internet Governance can serve as an 

excellent example of how this can be successfully realized. 

 

21. What conceptual frameworks or processes of inquiry could serve to analyse, assess, 

and thereby inform the choices that confront stakeholders in the new social uses and 

applications of information and knowledge?  

 
 

22. How does ethical consideration relate to gender dimensions of the Internet?   

 
 

23. How can ethics, - i.e. the simultaneous affirmation of human rights, peace, equity, and 

justice - inform law and regulation about the Internet?  

 
 

24. What international, regional and national frameworks, normative guidelines and 

accountability mechanisms exist of relevance to one or more fields of the study?  

On a regional level, the Council of Europe needs to be mentioned here as a valuable player, 

especially with the European Convention on Human Rights, the Budapest Convention on 

Cybercrime and the Declaration on Internet Governance Principles. The Council of Europe also 

assists member states in drafting legislation compliant with freedom of expression online as well 

as other human rights. Furthermore, regional courts such as the European Court of Human 

Rights increasingly deal with internet cases and set examples and give guidance on how human 

rights, including freedom of expression, can be effectively enforced online.  

As a multistakeholder framework with strong relevance for the fields of this study, the Internet & 

Jurisdiction Project should be mentioned here as an example of a global multistakeholder 

cooperation and dialogue project which seeks to reduce tensions between the internet a cross-

border space and national jurisdictions. 

 

25. How do cross-jurisdictional issues operate with regard to freedom of expression and 

privacy?  

 
 

26. What are the intersections between the fields of study: for example, between access 

and freedom of expression; ethics and privacy; privacy and freedom of expression; 

and between all four elements?  



All fields of this study are strongly interlinked and cannot be looked at in isolation. For example, 

as mentioned in question 14, transparency alone cannot guarantee privacy: Despite the fact that 

there is a certain degree of knowledge of how privacy is limited by, for example, social 

networks, people nevertheless use these services. Therefore, ethics and regulation to uphold 

ethical principals come into play. 

 

27. What pertinent information materials exist that cut across or which are relevant to the 

four fields of the study?  

 
 

28. What might be the options for role of UNESCO within the wider UN system in regard 

to the distinct issues of online Access to information and knowledge, Freedom of 

Expression, Privacy and Ethical dimensions of the information society?  

UNESCO should uphold and further strengthen its leading role regarding these issues within the 

UN system and its leading role in the WSIS process. Particularly, it should continue to promote 

its concept of knowledge societies (as opposed to “information society”) and its ethical, social 

and political (rather than only technical) dimensions. The concepts of knowledge societies and 

internet universality should also be brought into international fora and processes, specifically the 

post-2015 development agenda (see also question 30). 

 

29. What might be options for the role of UNESCO in relation to stakeholders outside the 

UN system?  

In all study fields, UNESCO should continue engaging in standard setting, acting as a clearing 

house and providing expertise as well as initiate and coordinate discussions on arising 

challenges, including those identified by this study insofar as they lie within UNESCO’s 

mandate. Below, specific recommendations regarding access and freedom of expression are 

listed which were made by participants of a regional consultation and a workshop which were 

(co-) organized by the German Commission for UNESCO. 

Access to Information and Knowledge 

The participants of the UNESCO Regional Consultation on Open Access – Europe and North 

America have developed particular recommendations for UNESCO to promote access and to 

further strengthen its own open access policy, among others those listed below. While 

implementing these, UNESCO should build on its strengths, which are in particular its 

convening power, its global outreach and its multistakeholder approach. 

1 Lead by example 

UNESCO should lead by example and promote the integration of open access within the 

broader context of open solutions (FOSS, OER, open data, open cloud) 

2 Standard setting 



UNESCO should contribute to standard setting in regard to open access. 

3 Human Rights Framework 

UNESCO should strengthen the understanding of the human rights framework of open access. 

4 Map Competencies of Actors 

UNESCO should, in cooperation with national governments, civil society and academia, map 

competencies of open access actors in order to identify interfaces, ensure complementarity and 

avoid duplication between activities of the various stakeholders. 

5 Clearing House  

UNESCO should, in cooperation with national governments, civil society, the private sector and 

academia, disseminate and promote good practices of innovative open access publishing 

models, effective policies and examples of copyright law favourable to open access. 

Freedom of Expression 

The participants of the 2013 Berlin Workshop on Freedom of Expression online developed the 

following recommendations for UNESCO as the only UN Agency with an explicit mandate to 

protect freedom of expression and freedom of the press: 

1 Report on Compliance of Intermediaries with Freedom of Expression 

UNESCO’s concept of internet universality would be a suitable basis for a report on compliance 

of Intermediaries and Internet Service Providers with Freedom of Expression and other human 

rights within UNESCO’s mandate on Knowledge Societies. The concept’s R-O-A-M norms could 

function as a guide to describe conflicting interests of relevant stakeholders manifested by 

means of concrete examples. A careful analysis of these examples could contribute to map 

existing standards, principles, procedures, policies and practiceson how private companies in 

cooperation with other stakeholders protect human rights standards and identify gaps to be 

filled. Such a mapping could be used for further work in this area and strengthen the right to 

effective remedies. It could further support an understanding of the current regulatory system as 

an ecology of standards, principles, procedures, and practices rather than an ordered hierarchy. 

2 Provide Expertise on Design of Principles for Protecting Freedom of Expression 

Participants underlined that it was important to provide further guidance to intermediaries on 

how to protect freedom of expression and other human rights online. It was suggested to design 

principles in this regard, such as innovation, inter-operability and transparency. These principles 

could then be the basis for the development of standards by individual intermediaries. 

3 Act as a Clearing House for Implementation Issues 

UNESCO should identify and compile case studies and good practice examples of national law 

and private sector procedures protecting online freedom of expression that can assist others in 

designing their policies and practices. 



4 Promote Media and Information Literacy 

The exercise of human rights in cyberspace requires an enhanced education of intermediaries, 

end-users, judges responsible for cases related to freedom of expression online and other 

decision-makers. With its mandate in MIL, UNESCO is a suitable organization to provide further 

expertise in this regard and for the different target groups, also as results from this 

comprehensive study. 

 

30. For each study field, what specific options might UNESCO Member States consider? 

Within these debates and processes, access to ICT and the internet is of utmost importance 

and a necessary condition for bridging the digital divide. At the same time, access alone does 

not suffice – and here lies the key added value of UNESCO’s concept of knowledge societies. In 

these knowledge societies, people do not only have access to information, they also have the 

possibility to transform relevant information into knowledge. With this knowledge, people are put 

in a position to improve their own livelihoods and to actively shape their future. ICT thus become 

enablers of development beyond sectoral development goals. This potential has already been 

recognized by the World Summit on the Information Society and its action line regarding ICT 

applications such as e-learning, e-health and e-science which is coordinated by UNESCO. This 

potential should be further promoted by UNESCO in the abovementioned processes, also as an 

important means of implementation and framework for the realization of, for example, the post-

2015 agenda as a whole. 

Knowledge societies are at the same time not feasible without freedom of expression and 

freedom of the press. As the only UN organization with an explicit mandate for freedom of 

expression and freedom of the press, UNESCO should continue its commitment to protecting 

freedom of expression, press freedom and the safety of journalists. 

 


